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What’s wrong with WhatsApp?

Background
With the birth of social networking sites, use of blog and Twitter accounts during

conferences, and the introduction of iPads in medical schools and hospitals across the UK, it
is no wonder that the use of WhatsApp to communicate between clinicians has been
enthusiastically embraced by some. With currently over 1.5 billion monthly active users, it
acts as a bleep, computer, camera, audio recorder, data storage device and telephone.* 2 A
recent study also concluded that half a million National Health Service staff are using
messaging applications, such as WhatsApp.® With a working wireless or data connection,
users can send free messages to each other via end-to-end encryption.*

End-to-end encryption

A message is forwarded through a WhatsApp server to the recipient. When the
recipient has internet connection, the message is received on their device and deleted from
the server. If the message is not delivered within 1 month, it is automatically deleted from the
server. End-to-end encryption was introduced in April 2016 to protect messages from
‘hackers’ as they are delivered. This feature ensures messages can only be unlocked by the
recipient, so only they can read the message.

Of 28 investigations closed by the General Medical Council (GMC) between January
2015 and June 2017, 3 were related to doctors’ use of WhatsApp.®> Good Medical Practice
states that ‘you should remember when using social media that communications intended for
friends or family may become more widely available’.® So are clinicians using WhatsApp
cautiously? Who is invigilating its use? Or have we stepped into a grey area where the
traditional bleep system is being replaced by a new era of communication.

Despite the widespread use of WhatsApp, it appears clinicians are uncertain what
kind of use is acceptable and how to maintain patient confidentiality while using it.” The
GMC is clear that ‘the standards expected of doctors do not change because they are
communicating through social media rather than face-to-face’.® These obligations also
include the duty to protect the patient’s privacy. But what does this actually mean for doctors
using WhatsApp? Some articles suggest that now WhatsApp has end-to-end encryption it can
be used for patient data.* * However, even with encryption there are potential issues: loss or
theft of phone, other friends or family having access to an unlocked device, and potential to
send messages to the wrong recipient.®®

This article aims to highlight the successes of WhatsApp use in the clinical
environment, but also its disadvantages. Currently there are no specific GMC guidelines for
the use of WhatsApp in secondary care. Collaboratively, alongside a GMC Regional Liaison
Advisor, we have produced our ‘Top Tips’ for using WhatsApp within hospitals.

Advantages and disadvantages of using WhatsApp in secondary care

Advantages of WhatsApp:

« If group messaging is used, this up-to-date knowledge facilitates handover.*°

- Faster, real-time responses than traditional bleep system.?

« Dampens team hierarchy, allowing juniors to feel able to engage with their seniors and
seek help more readily.%

« May reduce clinical incidents and enhance patient safety as seniors can monitor what the




team is doing.*

» Promotes sharing of learning resources, for example, journal articles and upcoming
conferences.

+ Can make administrative tasks easier, for example, organising leave or rota changes, and
telling group about academic teaching or meetings.*°

« Quick and easy—a computer is not required.t

« Negligible cost.?

« Multiple group discussions can take place.™

Disadvantages of WhatsApp

« Confidentiality and privacy concerns.**

« Increased workload if responding to a large volume of WhatsApp questions.*?
May distort work—life balance with team being ‘constantly available’.*3
« Message may be misconstrued compared with verbal handover.!
Worsens professional verbal communication and handover.*

Decisions made on WhatsApp are not automatically noted as a part of the medical records.?
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« Level of urgency is lost.*

« Reduces autonomy of registrars, who are traditionally bleeped prior to the consultant.*
« Risk of too much information to too many.*®

« Photos stored on the recipient’s device need to be actively deleted.*

« Risk of identifying the wrong patient to which the message refers to.*?

Top tips for the safe use of WhatsApp

* Use patient non-identifiable information at all times. Bear in mind if too many individual
pieces of information are added together, they could identify the patient.!* A patient’s initials
and bed number could be enough to identify a patient by a third party. Ideally, use only one
form of identifiable information and a brief description of their clinical care.? Be aware
though that this could lead to confusion and risk to patient safety.

 With the formation of WhatsApp groups, it is important that everyone has the latest
addition of WhatsApp installed. Otherwise the conversation is not encrypted.* * Group
security can be improved further by visibly comparing a unique 60-digit encryption number
or Quick Response code to ensure no one can intercept your messages.

« Images showing a patient’s face must be blurred to maintain confidentiality.™* It is
important to remember that all images received via WhatsApp are automatically saved on
‘Photos’ in the phone. This command must be turned off.

» The GMC confidentiality guidance states that we should consider whether patients would
be surprised to learn about how their information is shared.® You must respect the patient’s
privacy when using WhatsApp. Remember that information about your location may be
embedded within photographs—make sure you have this setting turned off on your phone
too.

* You must protect your phone with a biometric personal identification number or
password.*

« Any group member who leaves the hospital must be removed from the group, to avoid
unnecessary information to those not directly involved in patient care.*? '3

« Decisions made on WhatsApp must be noted in the patient notes as a legal requirement.?
« Remember that people can take screen shots of anything written on social media. Do not
write about a person or organisation that may harm their reputation.

« It is important to not rely solely on WhatsApp—yproblems with internet connectivity may




mean that vital aspects of patient care can be missed if not handed over verbally by team
members.
« Be aware of deleting items—they may still remain on iCloud.*

Discussion

WhatsApp has become a popular adjunct to clinical work. It can be a fast, efficient
tool to communicate quickly with team members in a busy environment.** 3 Doctors may
relish the use of such a system when compared with a clunky bleep system. It can play an
important role in empowering junior clinicians to ask questions to their seniors in a relatively
‘safe’ environment.! However, as with any technology, it has potential downsides. Social
media avoids face-to-face conversations between clinicians, meaning we could risk missing
important clinical signs that can only be depicted safely through verbal communication.® It
risks blurring the lines between our work and private time.**> However for most clinicians, it
is the potential confidentiality issues which arise from WhatsApp which are most concerning.
Loss of a mobile could result in unintentional disclosure to a third party and be classed not
only as a data breech, but certainly a breach in patient confidentiality, a central tenet of the
doctor—patient relationship.®

Ultimately, WhatsApp could just be the tool we need to remove hierarchical barriers
and poor escalation of care, which are often at the forefront of significant incident reports.*? It
is clear that with the increased use of this application, the GMC confidentiality guidelines
around social media need to be enforced now more than ever.® Currently, there are no written
GMC guidelines specifically on the use of WhatsApp in UK hospitals. These guidelines must
be transparent on the use of this non-medical application as evidence against a doctor.
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