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Abstract

The hacker is the epitome of a cybersecurity threat and the embodied misuse of the Internet.
However, in recent years, notions of hacking have begun to change. Blurred boundaries
mark the term, best expressed in its overlap with "security researcher.” This article draws on
a 3.5-year research project on the hacker community and applies an international political
sociology framework to uncover routines of rationalization. Interviews with IT and
cybersecurity industry experts expose accepted identities, practices, and behaviors of
hackers, which allows for the construction of in-group and out-group members in the IT and
cybersecurity field. Additionally, the empirical findings are used to propose a conceptual
framework (the Mobius strip) to situate the moral valence of hackers on a flexible model.
Thus, the article provides insight into the ontological and normative complexities that define

the study of hackers, as well as the perception of IT and cybersecurity professionals.
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On the August 31, 2018, a job advertisement entitled “Become an ethical hacker!”" was
published in the technology magazine PC-WELT by the German BWI GmbH, an in-house
consulting firm of the German armed forces (PC-WELT, 2018). The advertisement was
posted a few days after Germany announced a new agency" to fund innovative research on
cybersecurity (Reuters, 2018). The advertisement challenged the costmary idea that hackers
were malicious criminals and put forward the concept of “ethical hackers,” differentiating
between "good" and "bad" forms of hacking. It further dissected the concepts of “cracking,”
which the job ad associated with the “black hat sector” and equated with illegal activities;
“hacktivism” which it defined as politically-motivated hacking; and “script kiddies” which
according to the publication would be individuals that lacked real technical skill and
knowledge. These terms are commonly confused and misinterpreted in cybersecurity
debates, which is why BWI GmbH probably saw a need to differentiate between them.
Through the offered explanation, BWI GmbH hoped to recruit interested parties that affiliate
with their idea of being a law-abiding and legitimate ethical hacker and would consider
applying for such a role in their firm.

The PC-WELT advertisement reflects how the definition, ideas, and perception of
hacking are multifaceted. One might easily envision a hacker as the stereotypical black-
hoodie wearing male, a blend of Elliot Alderson from the TV series Mr. Robot and the
fading memories of David Lightman from the 1983 film WarGames (Shires, in this issue).
Others might equate hackers with terrorists, depicting a sensational Anonymous-type
"keyboard warrior" that creates mayhem from behind a computer screen. Still others might
picture a hacker to be Silicon Valley-like entrepreneur who works on a start-up and pitches
ideas to potential funders.

The typology of hackers is wide-reaching, especially as the identity of hackers has
shifted and changed continuously since the 1980s (Soderberg, 2010). To account for the
different shades that characterize this community, this article sets out to examine the blurred
boundaries that represent hackers and associated concepts such as hacktivists within the
Information Technology (IT) and cybersecurity sector. The article draws on a 3.5-year
research project on the hacker community and applies an international political sociology
framework to uncover routines of rationalization (Bigo, 2008a). Interviews with IT and
cybersecurity industry experts expose accepted identities, practices, and behaviors of
hackers, which allows for the construction of in-group and out-group members in the IT and
cybersecurity field. The article showcases how IT and cybersecurity professionals perceive
hackers in an ambivalent light and in subtle contrast to themselves. It is therefore that
interviewees use discursive strategies such as added explanatory adjectives like "former" or
"good" hackers to reconcile with the idea that hackers may not always be positively
connoted but can, nonetheless, participate in the commercial IT and cybersecurity sector.



Additionally, the empirical findings are used to propose a conceptual framework (the Mébius
strip) to situate the moral valence of hackers on a flexible model. The strip helps to illustrate
the fluidity and flexibility that the term hacker embodies and allows not only to visualize the
historically-ambivalent status of hackers but also to situate different hacker categories and
definitions on this malleable framework.

The article proceeds as follows: In the next section, the term and concept of hacking
is defined in light of the current literature. The examination of the state of the academic
debate exposes a gap in the analysis of industry actors’ perception of hackers, which sets the
scene for the current study. The section immediately following this introduction describes
the study’s methodology which leads over to the main part of the article. The latter uncovers
the shifting identities and three distinct that derived from the qualitative analysis. These
include: (a) We employ hackers; (b) We employ "former" hackers; (c) We employ "good"
hackers. The empirical results provide the foundation for the introduction of the Mobius
strip. The conclusion summarizes the main points and highlights how the article adds to the
long trajectory of academic scholarship on the hacker community and provides insight into
the ontological and normative complexities that define the study of hackers.

The hacker: The epitome of a cybersecurity threat?

The term "hack™ emerged in the 1960s from the Tech Model Railroad Club at the
Massachusetts Institute of Technology. For club members, hacking was used as a broad term
to describe any action characterized by a particular innovation, style, and technical virtuosity
when solving problems, such as connecting relays or fixing trains and racks (Levy, 1984).
The hacker, as a persona, emerged later and amalgamated these ideas of artistry with a
predilection for misuse, technological obsession, and resistance (Sdderberg, 2010).
Nowadays, hacking is seen as an idealized activity, which is not only intended to meet
individual ambitions, but also performed to others in the hacker community (Jordan &
Taylor, 2004). Scholars frequently relate hacking to craft(y)ness (Coleman, 2016; Steinmetz,
2015) with hackers being often just as much fascinated as they are frustrated by technology
(Maxigas, 2017).

The identity of hackers does not exclusively pertain to cybersecurity. For example,
the term hacker also describes members of the free and open source software (F\OSS)
movement (Coleman, 2013b; Kelty, 2008). As such, the definition of hacking has broadened
to represent a multitude of identities and activities situated in and around computing, as well
as a variety of practices involving legal and illegal acts. In the context of information
security, these acts span from tactics such as learning, tinkering, testing, breaking,
phreaking', pirating, exposing, leaking", whistleblowing", to doxing"'. Hackers’ behavior is



characterized by anti-establishment views and subversion (Grondahl, 2000) and a
commitment to engage in a “critique through making” (Kelty, 2018, p. 291). These features
are particularly well expressed by groups such as Hacktivsmo, the Electronic Disturbance
Theater, or Telecomix that use hacking to address issues such as online censorship (Tanczer,
2015).

Hacking is part of a larger discourse on and practices around the security of
technology, because of hackers’ tendency to identify, uncover, and exploit security flaws.
Their portrayal became concurrent with the criminalization of computer crime (e.g., U.S.
Computer Fraud and Abuse Act passed in 1986 and UK Computer Misuse Act in 1990).
Cases such as the 1984 BTX Hack by the German Chaos Computer Club (CCC), computer
break-ins by Milwaukee teenagers The 414s (Vollmann, 2015) or the decentralized
Anonymous movement (Coleman, 2014) further solidified the image of the hacker. Up to this
point, “hackers induce hysteria” with the U.S. defense lawyer Tor Ekeland (2017) arguing
that they represent “the unknown, the terrifying, the enigma.”

However, hackers are as much as a figure of destruction as of hope (Kelty, 2018).
Hackers play an important role in countering surveillance and groups such as the CCC
analyze existing technologies such as voting machines to point out fundamental privacy and
security risks (Kubitschko, 2015). Hackers also built alternative infrastructures, such as the
anonymous communication network TOR, and articulate technical information to a wide
range of audiences. Most profoundly, hackers also need to hold regular jobs. In the context
of their employment, they may draw on their technical expertise learned through hacking
(Wark, 2004).

The U.S. national security community has embraced the expertise of hackers for a
long time. For instance, in 1998 the hacking collective LOpht provided a congressional
testimony on the state of computer security (McGraw, 2016). Since then, many of its
members, including Chris Wysopal aka “Weld Pond,” Peiter Zatko aka "Mudge," and Cris
Thomas aka "Space Rogue” have gone on to prestigious careers in the U.S. government and
the cybersecurity sector (Fitzgerald, 2007). In 2010, the keynote at DEFCON, the world’s
largest hacker conference, was presented by acting director of the National Security Agency
(NSA), General Keith Alexander. In the keynote, Alexander courted the hackers in
attendance, encouraging them to consider employment at the NSA by drawing parallels
between the hacker community and the national security sector.

As Irani (2015, p. 801) observed, the term hacker has become associated with a kind
of “entrepreneurial citizenship,” with hackathons"'' now hosted by a broad range of public
and private actors. Outside the United States, similar attitudes have been documented by
hardware hacker Andrew "bunnie™ Huang (2017), who studied the markets and factories that

produce innovative computing hardware in China. Practices such as bug bounty programs,



capture the flag competitions, and device jailbreaking demonstrated the variety of ways in
which hacking has become associated with the mode of production, and is embraced by
employers and the public.

There is long-standing scholarly interest in the contradictory portrayal of hackers as
both exploiters and solvers of security issues. "Hackademia™ research has explored the
sociology of hackers (Jordan & Taylor, 1998), their cultural practices and social organization
(Coleman, 2013a; Décary-Hétu & Dupont, 2012; Meyer, 1989) as well as their depiction in
the literature, media, and film (Alper, 2014; Klein, 2015; Leonard, 2014; Stanczyk, 2017).
Most recently, this body of work was given prominence in a special issue of Limn (Kelty &
Coleman, 2017).

Overall, hackers received far more academic scrutiny than many other technical
communities (Bialski, 2017). However, there is limited attention to how they are perceived,
both within and in relation to the IT and cybersecurity sector. The commercial IT and
cybersecurity sector plays an important role in the security of the Internet and technical
systems more broadly. The sector’s significance is also reflected in its market share, which is
estimated to grow by 8% per year to reach $143 billion by 2022 (Millman, 2018).
Additionally, corporate actors such as IT and cybersecurity professionals profit from their
"expert” status. Due to their authority, professionals can claim to provide explanations and
solutions to perils but are also detrimental in the framing of risks (Kessler & Werner, 2013;
Quigley, Burns, & Stallard, 2015).

In this context, IT and cybersecurity companies and consultancies stand to benefit not
only from the expansion of technical systems across many aspects of everyday life but also
from a reciprocal depiction of and engagement with hackers. On the one hand, stereotypical
illustrations of hackers in balaclavas make for sensational imageries and icons in briefings
and reports. Besides, cybersecurity statistics sound even more alarming when one is able to
refer to nebulous personas such as hacktivists. The alleged dichotomy and binary opposition
of hackers versus IT and cybersecurity professionals, thus, gives clarity about who is doing
"good" and who is acting "bad" and what is considered "secure” or "insecure.” On the other
hand, the hacker has become one of the most desirable terms within the IT and cybersecurity
industry. For example, Facebook (2012) define their culture and management approach, in
which they embrace technological idealism, as “The Hacker Way.” Similarly, HackerOne
(2016), a vulnerability and bug bounty platform, base their business model on that of a
purposeful hacker association.

Grounded in this ambivalent relationship between hackers and IT and cybersecurity
actors, this article examines how IT and cybersecurity professionals perceive hackers in
relation to themselves. The article applies an international political sociology framework
(Bigo, 2008a) and draws on Bourdieu’s (1985) notion of "the field."” The latter is considered



as an autonomous social space with corresponding institutions, powers, and forces (Grenfell,
2014; Leander, 2011). The field analogy is used to distinguish a "field of hackers" from a
"field of professionals.” The article uses this separation to examine how hackers fit into
private actors’ routines and conceptualizes how these two fields coexist. Interviews with IT
and cybersecurity industry experts expose accepted identities, practices, and behaviors of
hackers, which allows for the construction of in-group and out-group members in the IT and
cybersecurity field. A later part of the article draws on the empirical findings to propose a
conceptual framework. The framework provides insight into the operationalization of
hacking as a concept, and further offers a novel contribution for situate the moral valence of

hackers within a flexible model.

Method

The analysis is based on interview data collected in 2015, drawing from a self-
selected sample of 11 representatives of the IT and cybersecurity sector. The researcher
enlisted participants through a variety of ways, including recruitment emails sent to a range
of known organizations and industry actors; and conference participation such as the invite-
only Berliner Forum zur Cyber-Sicherheit. The single inclusion criteria for the participation
in this study was that participants were actively engaged in or somehow related to the IT or
cybersecurity sector. All participants were male. The researcher had no personal connection
to any of the participants before the interview.

The semi-structured, nonrecurring interview outline comprised seven open questions
with prompts to examine industry representatives’ perceptions of hacking and hacktivism.
On average, interviews lasted approximately 45 minutes and were conducted in German (9)
and English (2). Interviews were audio-recorded and thereafter transcribed and anonymized.
Moreover, six of the participants operated in an industry sector that was mainly based in and
focused on Germany, while five were tied to corporations that acted on an international level
with offices spread across the globe.

Following the guidelines set out by Braun and Clarke (Thomson, 2014), thematic
analysis was used to analyze the interview transcripts. An inductive approach for identifying
themes was applied, which examined content on a semantic and interpretative level. Data
was assessed in its native tongue with cited quotes translated into English. Participants are
referred to as PM plus identifying number (e.g., PM1) while the researcher who conducted
all interviews is referred to as L. The symbol (...) is used to identify negligible sections of

(13

the interview, “...” signifies short pauses, while the symbol [X] is used to hide words or

phrases that could lead to the identification of participants.



Shifting hacker identities

This section explores the perceptions of hackers by the field of IT and cybersecurity
professionals. It puts a specific focus on the identities, practices, and behaviors that would
distinguish IT and cybersecurity actors from the hacker community. Using interview data,
the analysis identified three interrelated themes that characterize professionals’ ambivalent
understanding, which in turn underpins the expressed flexibility of the hacker concept. These
themes include: (a) We employ hackers; (b) We employ "former" hackers; (c) We employ
"good" hackers. Across these themes, interviewees acknowledge that while hackers are not
always positively connoted, they can participate in the commercial IT and cybersecurity
sector. Most profoundly, the analysis reveals the appropriation of hacking that impacts on
the identity construction of the IT and cybersecurity field. While these three themes are not
clear-cut, they show the evident differences in accepted practices, and behaviors, and there is
value recognizing these. The themes reveal the shifting identities that dominate concepts

such as hackers to date.

We employ hackers

Parts of the discussions within the IT and cybersecurity sector involve the idea that
the field of professionals employs hackers. Both businesses and independent consultants
instrumentalize hackers’ skills for commercial purposes. In this regard, the field of
professionals is not only about selling services, but also about purchasing hacking expertise.
Jarvis, Macdonald, and Nouri (2014, p. 79) inquired about this dynamic in their survey of
academic researchers on the threat posed by cyberterrorism. Three percent of the 118
respondents indicated that one of the “most effective countermeasures” against
cyberterrorism would be to hire hackers. In Jarvis, Macdonald, and Nouris’ (2014) study as
much as this theme, hacking is not purely seen as a malicious activity one must defend
against, but also a skill that one can obtain. Hence, hacking becomes a service rather than a
risk, and hackers become a valuable resource rather than a threat.

This viewpoint is evident across the interviews, where participants highlight that
“hacking is part of our process to make a product and to review it ourselves” (PME). It
allows for the identification of “weak spots” (PMB) and stands in contrast to the testing of
systems in “conventional way[s]” (PME) which would not encompass the same level of
innovation and technical sophistication as standardized penetration tests. Hacking permits
seeing things that an “enterprise in the course of quality tests would simply not detect on
their own” (PMB). Hackers are considered to understand technologies far better than other

actors and are familiar with attack scenarios. As one participant said “[i]f I do not understand



how hacking is executed and how systems are attacked, then you will have difficulties to
protect yourself appropriately” (PMG). Hackers’ situatedness and knowledge on “how
attackers proceed” (PMQG) allows for the protection of systems. Hacking and the field of
hackers are therefore a resource that industry representatives are keen to use for their

advantage, as is evident in the following extracts.

Extract /

PME: | think hacking should generally be used more to our advantage.
For instance, by involving it in the course of the product
development. But | think that many already do that — they let the
penetration testing be done by hackers [laughing]. Ahm... I think
that the hacker is not always the enemy. Otherwise | would put
our own employees under general suspicion.

Extract 2

PMB: [laughing]. Ahm... well, so L... in the meantime there’s already a

lot of companies that say on their own accord “we employ
hackers,” right. Or they say “our security is tested by hackers” or
something like that. That’s... because even manufacturers are
very open about that. This is... so there’s already a strong

convergence taking place.

These two quotes not only emphasize the helpful element of hacking, but also
indicate that hackers are actually part of the IT and cybersecurity sector. PMD accentuated
this by saying “I would also include all of those people [hackers] into the [cybersecurity]
community” (PMD). Indeed, the value of hackers to commercial businesses was recognized
as early as 1981. In a New York Times article on a security breach of one of America's largest
timesharing company, the journalist McLellan (1981) identified the positive benefits of
hackers’ technical expertise and argued that “[d]espite their seemingly subversive role,
hackers are a recognized asset in the computer industry, often highly prized.”

The field of hackers is in this first theme closely related to notion of penetration
testers or security researcher. Both engage in activities such as security assessments to
identify the scale to which organizations are vulnerable to software flaws or attack scenarios
such as social engineering and phishing (Watkins, 2018). As tech companies have a vested
interest in producing secure products, they increasingly rely on both internal and external
audits (i.e., bug bounties) which may involve hackers and should ultimately ensure that

systems are not prone to failures or security flaws.



We employ "former" hackers

Along the lines of the theme discussed above, some participants show reluctance to
fully embrace the idea that hackers are working within the commercial IT and cybersecurity
sector. Interviewees might acknowledge the value of hackers’ technical skill sets, but want to
distinguish between hackers and no longer “active hackers” (PMK). References relating to
the idea of "former" hackers, indicate that the field of professionals is creating distinct
boundaries. The field of IT and cybersecurity professionals is seeking to articulate their
identity against a constitutive other. For example, one participant very strongly rejected the
idea that he would work “with hackers” (PMJ). He insists that the kind of hackers his
company would employ are no longer engaged within the hacker community, as evidenced

in the following passage.

Extract 3
L: But you have just said that you are working with hackers.
PMJ: | did not say that we are working with hackers — you interpret

this slightly wrong. — | said that if you are looking for a very,
very good security specialists today, then in most cases these are
hackers. However, these are then no longer active hackers. This

is a small but mighty difference.

This notion of inactivity fosters a sentiment of hackers’ alleged domestication. As if
parts of the hacker community have been made compliant, and given up their hacker
existence for “six-figure salaries, luxurious suites in Las Vegas” and “business class
traveling” (Guarnieri, 2017). For instance, Kevin Mitnick was arrested in 1995 for computer
and wire fraud and served five years in prison. He is now famous for running his own
security consultancy, Mitnick Security, and is the personification of a ‘reformed’ hacker.
Such transformations have been criticized by parts of the hacker scene. For example,
security researcher Claudio Guarnieri (2017) is concerned by the shift that the hacker slash
security research community is experiencing and the moral failures that this drive for
hackers’ commercialization is creating.

Extract 3 also points the problematic relationship that marks the field of IT and
cybersecurity professionals from the field of hackers. For some participants, it makes a
“small but mighty difference” (PMJ) to differentiate between "current" and "former"
hackers. The argument also aligns with those participants who completely resisted the idea

that hackers would work in the commercial IT and cybersecurity field. As interviewee PMK



said, “I wouldn’t necessarily say hackers” (PMK) to describe IT and cybersecurity
professionals. The interviewee sees standards involved in the field of professionals that
would not apply to the larger hacking community.

The dynamic to distinguish between accepted insiders and rejected outsiders,
resembles views about “strangers” discussed by Bauman (1990, p. 146). He highlights how
strangers, as a category of actors, embody uncertainty. Strangers, akin to hackers, are
undecidable. It is unclear whether they are working for or against the field of professionals
and how they relate to one’s own identity, behavior, and practices. This ambiguity makes
hackers uncomfortable and to carriers of a sense of danger. In comparison, static
classifications such as “enemy” and “friend” give certainty about the relational association
and position to oneself. Bauman (1990, p. 146) pointedly notes that “underdetermination is
their [i.e., strangers] potency: because they are nothing, they may be all.” Thus, the
opposition that is being created by talking about “no longer active hackers” (PMJ) enables
the field of professionals to uphold knowledge and action. It eliminates the inherent
ambivalence and fluidity that hackers embody and moves beyond the paralysis that the
vagueness of the term creates. This intrinsic ambiguity makes both strangers, as much as
hackers, expose the “fragility” of deliberate separations that the field of professionals in all
interviews tries to construct (Bauman, 1990, p. 146).

The need to differentiate between hackers and no longer “active hackers” (PMK)
further emphasizes how the hacker identity continues to conveys negative connotations. In
this second theme, the field of professionals is primarily perceived as the “good side” (PMC,
PMJ) and the counterpart of a profoundly amorphous and possible hostile group. The theme
echoes findings by Johnston (2009) who studied the antivirus industry, and the ways that
employees both stigmatize and depend on malware writers and hackers. Antivirus
professionals would consider themselves as law-abiding “white hats” who work to ensure the
security of computational and especially corporate systems. Their professional identities and
logics are in constant tension with the opposing other. This makes virus writers as much as
hackers to a reverse image of the IT and cybersecurity professionals and helps the
construction of hackers as bogeymen one needs to act upon.

Similarly, IT consultant Peter Stephenson (1999, p. 13) wrote a critical piece in the
Information Systems Security journal against the idea that hackers are nor should be working
for corporations. He argues: “Hire a hacker? Why not have banks hire bank robbers as
guards?” Stephenson (1999, p. 13) lacks trust in hackers ability to change. For hiring
purposes, he would rather “consider [employing] a security professional with hacking skills”
and does not treat felony convictions as any legitimate qualification for the job.

Corporate actors’ unwillingness to employ and work with ‘active’ hackers further

compares to Backmann’s (2017) analysis of industry-financed computer engineers and



Bialski’s (2017) observation of corporate software developers. Both groups would avoid
association with the hacker label. For example, during Bialski’s (2017) engagements with
developers, her interviewees would negate the idea that they hacked. For participants, the
term encompassed associations with anarchist activism and the direct work with security
systems. Yet, while Bialski’s (2017) research subjects carried out actions that resembled
those commonly attributed to the field of hackers, including experimentation, political
gestures, and craftiness, they did not feel comfortable being affiliated with the hacker
community (Bialski, 2017).

Such attitudes, together with interviews analyzed in this article, exemplify how the
field of professionals carefully delineates their “field of security” from an alleged criminal
field of hackers. While such viewpoints are increasingly being challenges by initiatives such
as UK's National Crime Agency’s cybercrime intervention workshops that aim to reform
teenage hackers (Collins, 2018), the interviewees devise different moral grounds upon which
professionals and hackers operate. In turn, the generated moral valence influences the status
and power relations between the two social spaces. These power relations shape the
discourse of accepted identifies, behaviors, and practices and helps the construction of in-

group and out-group members in the IT and cybersecurity field.

We employ "good" hackers

A third and final theme creates a distinction between allegedly "good™ and "bad"
hackers akin to "former" and "current" hackers explored above (Extract 3). This theme
translates into the categorization of "beneficial versus malicious” hacking. These alleged
"good" hackers are often referred to as “security specialist[s]” (PMJ). Such specialists “know
what’s going on... and therefore they ultimately know how to secure these things [technical
systems]” (PMJ). "Good" hackers’ knowledge makes them valuable experts, with
participants accepting that these are “hacker[s] — in the positive sense” (PMG).

Extract 4

PMC: (...) the colleague here [X] — ahm with whom we also, who still
has contacts [with the hacker community] and who also said “I
can make this [the contacts, hacking] available to you and I can
offer you this service”. Hacker — really good people — for the

good side.

Extract 4 directs the attention to ideas around professional solidarities and moral

valence (Bigo, 2013). Hackers would be legitimate as long as they operate alongside the



field of professional’s interests and behaviors, and resist the possibility of working against
the IT and cybersecurity field. Having hackers act for one’s cause not only correlates with
professional’s concern to secure technical systems, but also with the ability to secure the
“financial assets” of the IT and cybersecurity sector (PMC). Such a commercialization of
hacking points to the importance of economic capital for businesses and the cooption of

hacking into corporate and institutional territories, seen in Extract 5.

Extract 5

L: Just briefly, because you said “the good hackers” — this means
that you do see a difference there?

PMC: Yes.

L: Where lays the difference? What is a good hacker?

PMC: Quite egoistically argued, it is of course someone ah who

protects my clients and [X] and does not attack us. Someone
who contributes, who wants to contribute to protect ahm...
financial assets. — We are now talking about capital, of [X]. — It
is vital to protect this and whoever hacker proposes to be on this
side and wants to make an active contribution, that would be a

good hacker for me.

Such references make hackers part of the entrepreneurial thinking of the field of
professionals. This perspective echoes Delfanti and Sdderberg (2018), who highlight how
hacker practices such as the usage of platforms for distributed production and sharing are
adopted, adapted, and repurposed by corporate and political actors. Similarly, ideas of
hackerspaces and hackathons and other hacker-associated innovations are harnessed by firms
as long as they align with the routines and demands of the field of professionals (Irani, 2019;
Soderberg & Delfanti, 2015)

In order to allow for the unambiguous use of the term hacking, some participants
prefer to refer to malicious hackers as “[c]rackers” (PMD, PMH). However, the latter term is
considered to be demeaning and deprecated in most cybersecurity contexts (Sdderberg,
2010). Thus, it is becoming more common to refer to such “respectable” hackers who work
for “the good side” (PMC) through other means. The idea of penetration testers and security
researchers can in this theme be expanded towards notions of "ethical,” "white hat," or
"certified" hackers—all of which are concepts that encompassed in the idea of a “good
hacker” (PMC). While these terms are not mutually exclusive, and all describe the

simulation of attacks and methods used by malicious actors, the latter three (i.e., ethical,



white hat, certified hacker) actively embrace the hacker identify by explicitly referring to
hacking in their title.

Nonetheless, these concepts also disentangle themselves from any negative
associations that hackers and affiliated groups may carry, including popular stereotypes of
their sloppiness and adolescence. References in which white hat hackers are described to
“have come out of the back bedroom and are heading for the board-room” (Caldwell, 2011,
p. 11) mark attempts to destigmatize professionals’ own practice through disassociation.
These are examples in which the concepts ambiguity and flexibility helps to facilitate an
identity as much as an image shift

Slayton (2017) showecased this change in association in her research on certified
ethical hackers (CEH). Just like the job advertisement in PC-WELT, the CEH credential is
seeking to appropriate the connotations of technical savvy of the field of hackers, the US
military, and intelligence agencies, while distancing itself from its untrustworthy and
morally suspect image and stigma of hackers (Slayton, 2017). Such dynamics elucidate to
the appropriation of the expertise, knowledge, and authority that the field of hackers is
considered to carry and packages it under the banner of professionalization, similar to the
domestication aspects reasoned before.

These shifts to civilize the hacker identity and their practices towards a proclaimed
"legitimate” or "good" side, also go along with professional ethics, and norms, and codes of
conducts (Slayton, 2017). In interviews, these "good" hackers are associated with particular
behaviors, specifically the idea of “responsible disclosure” (PMF). The latter is, according to
one participant, “the gentleman’s agreement of the industry” (PMF). Actors that want to
release security research have to consider the “different criticalities” (PMF) of vulnerabilities
prior to their (mis-)use or release. Such an assessment would ensure that vulnerabilities can
be evaluated in light of their potential impact and extent of harm. While the practice of
ethical disclosure is shaped by numerous factors, the interviewees argue that hackers can
show their willingness to side with "them" (i.e., the field of professionals) by making use of
such accepted practices. Hackers behaviors must consequently guarantee an aptness for

businesses, for hackers to be considered respectable and "good."

The Madbius Strip: Situating hacker identities on a flexible model

The analysis of interviews with IT and cybersecurity professionals on their
perception of hackers resulted in three overlapping themes, including: (a) We employ
hackers; (b) We employ "former” hackers; (c) We employ "good" hackers. Across these
themes, participants acknowledge that hackers may not always be positively connoted but
can, nonetheless, participate in the commercial IT and cybersecurity sector. Most



profoundly, the study indicates an appropriation of hacking that impacts on the identity
construction of the IT and cybersecurity field. Together, the themes help to reveal the
shifting identities and blurred boundaries that dominate the hacker concept to date.

Different scholars and practitioners have tried to categorize and differentiate the
diverse notions that make up the hacker community before. They added adjectives or found
new expressions to describe their amorphous identities, behaviors, and practices. Nowadays,
one can speak of civic, state, non-state, or even proto-state hackers (Schrock, 2016; Skare,
2018), distinguish between “three moral genres” of hacking (Coleman & Golub, 2008, p.
256), with Rogers (2006) offering at least eight classification variables of hackers, including
novices, cyber-punks, or petty thieves. For Kelty (2018, p. 291), who has traditionally
mobilized a very narrow conception of hackers, hacking comes in an “under-appreciated
variety of flavours.” Some authors may even relate hackers to journalists (di Salvo, 2017)
and in tension with concepts such as makers (Braybrooke & Jordan, 2017; Davies, 2017) and
geeks (Buhs, 2010). Thus, the perceptions towards hackers are not only diverse but also
pliable.

While such classifications are helpful, they fail to illustrate the fluidity and flexibility
that the term embodies. In order to make sense of the shifting and ambivalent identities, the
present article moves away from hacker categories and definitions. Instead, the article puts
forward a more malleable approach to consolidate these different hacker personas. The
proposed framework offers a basis to think of and visualize the historically-ambivalent status
of hackers and associated concepts. It breaks with the in-group and out-group construction
that the IT and cybersecurity field expressed and instead offers a novel contribution for
situating the moral valence of hackers on a flexible model.

Drawing on the empirical findings outlined above, the article proposes to not only
speak of a spectrum but a band upon which different identities or shades of hackers can be
placed. By envisioning all the discussed concepts of "good" and "former" hackers on a
M@obius strip, one can apprehend the ambivalent but at the same time dual relationship
between accepted and rejected identities and practices. A Mdbius strip is a graphical figure
obtained by, for example, taking a rectangular piece of ribbon, twisting one end through
180, and then joining the ends, creating a one-sided surface (Starostin & Heijden, 2007).
The developable form enables the strip to undergo large deformations. It bends and can be
twisted to bring forward the inside as well as the outside.

The Mabius strip--or Mobius ribbon, as it is sometimes referred to--has been used as
a tool within the academic literature to scrutinize accepted dualisms, categories, and borders
(Bigo & Walker, 2007). It represents the mathematical property of being unorientable. In the
context of the contested nature of hackers, the Md&bius strip allows for a flexibility that
previous categorical definitions have not guaranteed. One can project all of the above



discussed identities, behaviors, and practices onto the band. Associations such as the legality
of an action or the affiliation with different terms (e.g., hacker, penetration tester) lie in the
eye of the beholder. A viewers’ situatedness, power relationship, and orientation towards the
field of hackers influences their standpoint. Whoever owns or holds the ribbon (or rather the
discourse and practices around the ribbon) can twist and bend the strip and, thus, modify the
perceptions that will be seen. As showcased in the empirical part of this article, IT and
cybersecurity professionals may use this process to bring forward a particular aspect they
aspire an observer to focus on. Without the opportunity to rotate the strip, one will not be

able to appreciate all features of its surface.

_—

Figure 1: Mdbius strip. Adapted from David Benbennick (2005).

While the ribbon offers an element of indeterminacy, it also contains the element of
duality, due to its perceived two-sided character. The strip, therefore, reflects the polar
nature expressed by interviewees (i.e., hacker/IT and cybersecurity professional,
"good"/"bad," "current"/"former™). However, the strip is curved to create an undeterminable
state that seamlessly merges both the inner as well as the outer part of the ribbon. The
suspension of these edges and the actual single-sided nature of the ribbon creates an in-
between space for hacker identities. This space gives room to blurred boundaries such as
evidenced by the ambivalent concept of "gray" hackers. The latter is a term used to describe
hackers who are considered to be situated between the black and white labels that have come
to distinguish malicious hackers from more benevolent ones (Coleman, 2014). Additionally,
this blurred space helps to explain how both the field of hackers as well as the field or
professional coexist. Just as hackers may work in the industry, IT and cybersecurity
professionals may be hackers. Conversely, not all hackers work in the industry, and not all
employed IT and cybersecurity professionals are hackers. On the single-sided strip, one can
flexibly move and exchange these identities.

The Mdbius strip concept also offers a novel way to situating the morality of hackers

on a flexible model. The ribbon can malleably categorize hackers’ behaviors in regard to



another actors’ moral valence and provides a more dynamic perspective to contextualize
hackers and associated concepts. Even disputed conducts such as political acts can through
material changes of the strip be brought forward and presented to the viewer as legitimate.
Besides, each actor or field may believe that the ribbon has to be twisted and shifted to create
a particular shape of their own terms. The hacker—as, of course, many other contested
concepts—is an agent that across this endless ribbon is neither inside nor outside and has in
the space of Internet security no longer a fixed position but is a concept that is fluent and
flexible.

The graphical figure of the Mobius strip therefore acknowledges the fluidity and
ambivalence of hackers, which was hinted at in the earlier section of the article. It leaves
doors open for struggles over hacker definitions and classifications and gives the hacker
identity the elasticity that categorical distinctions have so far missed to offer. The Md&bius
strip further helps to visualize the transformations the term and its associations have
undergone. Its shape and, thus, its meaning have continuously changed through the pressures
(e.g., criminalization) the ribbon was subjected to over time and will most likely continue to
be exposed to in the future.

Conclusion

This research explored the blurred boundaries between definitions of the term hacker.
The first part of the article offered a qualitative study of interviews with IT and cybersecurity
professionals on their perception of hackers. The analysis resulted in three themes: (a) We
employ hackers; (b) We employ "former™" hackers; (c) We employ "good" hackers. Across
these themes, participants acknowledge that hackers may not always be positively connoted
but can, nonetheless, be part of the commercial IT and cybersecurity field. Thus, participants
justified their engagement and coexistence with the field of hackers by creating their own
professional in-group identity in contrast to theirs. Hence, interviewees used discursive
strategies and either devised new terms such as security researcher or added explanatory
adjectives such as "former" or "good" to the hacker term.

The second part of the article draws on the empirical findings to propose a conceptual
framework which not only provides insight into the operationalization of hacking as a
concept but further offers a novel contribution for situating the moral valence of hackers on a
flexible model. This framework breaks with the in-group and out-group separation and rather
offers a flexible template upon shifting identities of hackers and associated concepts such as
hacktivists can be placed. Representing the mathematical property of being unorientable, the
strip gives the ability to not only create an in-between space (e.g., "former™ hacker) but also

to change meanings in the eye of the beholder. It further helps to visualize hackers’ contested



nature and offers a means to modify the different perceptions towards hackers that will be
seen.

These empirical findings also hold some limitations. The narrow sample size,
dominance of male interviewees, and demographic restrictions inhibit broader statements
about the perceptions of hackers within the wider industry sector. Instead, the analysis
contributes to a body of knowledge about a certain class of professional, which may not
reflect perspectives upheld outside of the analyzed sample. At the time of writing, the data
was collected four years ago. While one cannot rule out that the data is outdated and
responses consequently skewed, the findings still demonstrate dynamics that have been
observed by other scholars such as Séderberg (2010), Halbert (1997), and Irani (2015).

Thus, the article speaks to the long trajectory of academic scholarship on the hacker
community (Kelty & Coleman, 2017). The uncovered ontological and normative
complexities offer a window in the rationale of a selected sample of IT and cybersecurity
industry representatives. Moreover, the analysis feeds into discussions on the intellectual
challenge of studying the social and political construction of amorphous concepts, which has
previously been shown in research on immigrants, citizens, terrorists, and activists (Bigo,
2008b; Isin, 2009). Future research can respond to the here outlined limitation and use the
qualitative analysis as well as the conceptual framework as a starting point for further hacker

gxaminations.



Endnotes

' German: "Werden Sie doch Ethical Hacker!"

I German: "Agentur fiir Innovation in der Cybersicherheit.”

Il Phreaking describes the manipulate of phone systems to, for example, make phone calls
without paying for a used service (Turgeman-Goldschmidt, 2005).

V' _eaking is the act of publishing exfiltrated digital content. A newer form of leaking that
describes the close intersection between leaking and hacking has been classified by Coleman
(2017) as "public interest hack.” The tactic enables to increase the public value of leaked
documents by the material having been gathered through the high-risk activity of computer
intrusion.

¥ Whistleblowing is the official reporting as well as the leaking of information concerning
wrongdoing and done by insiders (Zuger, Milan, & Tanczer, 2015).

Vi Doxing is the act of collecting and publishing information online on a person,
organization, or company and has become a controversial tactic to shame and intimidate
targets (Donovan, 2017).

Vil Hackathons are a type of event that bring programmers together with other communities to

solve problems.
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