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Necessity is a fundamental concept in criminal and human rights law. It brings to mind
impossible choices regarding conjoined twins and challenging questions on the limits of free
speech.! In this article, we examine necessity in another criminal justice context: the imposition
of sexual harm prevention orders (SHPOs). SHPOs may be imposed on conviction or on
complaint.? They contain prohibitions, such as on living with a child, which are imposed for
preventive purposes.® One of the requirements for the imposition of an SHPO on conviction is
that “it is necessary to make a sexual harm prevention order” in order to protect the public or
specified people from sexual harm.* In appraising the case law on necessity and SHPOs, this
article will speak to both themes of this special issue: transition and principle. Transition in that
there have, over the last two decades, been significant developments in the approach of the
appellate courts to establishing when behaviour orders, including SHPOs, are necessary.
Principle in that the context of this transition has been setting limits on the use of coercive
power by the state whilst recognising the role of behaviour orders in preventing harm.
Consideration of the necessity requirement in imposing an SHPO is thus more than an ancillary
point on an ancillary order. As will be apparent, our style — detailed analysis of the case law —
and our aim — to consider the development of principles — are reflective of the style of David
Thomas.®

The article has seven sections. In section one, we set out the SHPO regime in more detail. In
section two, we contextualise the case law on SHPOs and necessity via brief comment on the
judgment of House of Lords in R (McCann) v Manchester Crown Court.® McCann concerned
the anti-social behaviour order (ASBO), but remains the leading authority on the imposition of
behaviour orders more generally. Despite this, the concept of necessity received little attention
in the House of Lords. In section three, we engage with the case law on the necessity
requirement to impose an SHPO to show how far the appellate courts have come since McCann.
The section also sets out a proposed new formulation of the necessity test to impose an SHPO.
Section four passes comment on the relationship between the likely effectiveness of an SHPO
and the decision to impose it. Can an order be both necessary and yet likely to be ineffective?
Section five then appraises the particular challenges in framing SHPOs that prohibit or limit
internet access. Section six, considers whether there are incentives for defendants not to
challenge the imposition of SHPOs. We conclude, in section seven, by returning to the themes
of transition and principle.

The SHPO regime

The Anti-social Behaviour, Crime and Policing Act 2014 amended the Sexual Offences Act
2003 by introducing the SHPO. SHPOs are intended to protect the public from specified
offenders who pose a risk of sexual harm.” The order replaced the sexual offences protection
order (SOP0).2 An SHPO may be imposed on conviction when two requirements are met. First,
the court must have dealt with the defendant for a relevant offence; have found the defendant
not guilty of a relevant offence by reason of insanity; or found that the defendant has done the
act charged in respect of a relevant offence, but is under a disability. Relevant offences are
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those listed in Schedule 3 (sexual offences) and Schedule 5 (violent offences) to the 2003 Act.
These schedules make reference to a substantial range of offences including rape and
voyeurism, but also causing death by dangerous driving and hijacking ships.® Some offences
that it may be thought ought to be capable of underlying an application for an SHPO are not
included in either schedule; for example, “revenge porn”, breach of a SOPO and breach of an
SHPO. As Lyndon Harris has noted in this Review, such list-based approaches may allow “the
unusual or exceptional case to slip through the net”.1°

Secondly, the court must also be satisfied that the order is necessary to protect the public
generally, or specific members thereof, from sexual harm by the defendant, or to protect
children or vulnerable adults outside the United Kingdom from such harm.'* We engage with
the case law on the necessity requirement in section three. For now, it is sufficient to note that
the requirement is different from the equivalent provision for the imposition of a SOPO because

it refers to “sexual harm” as opposed to “serious sexual harm”.*2

An SHPO on complaint may be applied for in a magistrates’ court by the National Crime
Agency or a relevant police authority.® The applicant must show that two requirements have
been satisfied before an order may be imposed. First, that the defendant has been convicted or
cautioned for a schedule 3 or 5 offence; has been found not guilty of such an offence by reason
of insanity; or has done the act charged but is under a disability. Therefore, though the order is
available on complaint, it must still, generally, follow a conviction or caution.** Secondly, the
court must also be satisfied that “the defendant’s behaviour...makes it necessary to make a
sexual harm prevention order” to protect the public, or the other groups listed above, from
sexual harm.®® As will be apparent, there is a slight difference in the wording of the necessity
requirement to impose an SHPO on conviction and on complaint. This difference may limit the
factors that a court may consider when assessing whether an SHPO on complaint is necessary
through its reference to the “defendant’s behaviour”. Factors beyond the defendant’s behaviour
may be relevant to whether an order is necessary such as their proximity to a school or their
age.'® Yet on a literal reading of the 2003 Act these factors could only be considered if the
SHPO was made on conviction. We note this point has not yet been considered by an appellate
court and the difference in wording is also not discussed in the relevant Home Office
guidance.’

An SHPO, either made on conviction or complaint, may impose prohibitions on its recipient.®
Example prohibitions can be taken from the judgment of the Court of Appeal in Parsons: living
with a female child; entering a house where a female child is present without the approval of
Social Services; unsupervised communication with a female child (with exceptions); using a
computer or device capable of accessing the internet (with exceptions); using cloud storage
(with exceptions) and using private browsing or equivalent.!® Under the Act, it is not only an
SHPO that must be necessary, but each of the prohibitions it imposes must be necessary t00.2°
This is an important limit on the potential reach of SHPOs because it prevents orders being
imposed where one prohibition is necessary, say a prohibition on living with children, but
another prohibition would be merely convenient, say greatly limited internet access.
Establishing the necessity of an order should not open the door to any and every possible
prohibition.

Breach of an SHPO, without reasonable excuse, is an offence.?! The maximum sentence for
breach is six months’ imprisonment on summary conviction and five years on indictment.?? A



court cannot conditionally discharge a person convicted of breaching an SHPO.?® Whilst
subject to an SHPO, a person will also be subject to notification requirements.?* Being made
subject to an SHPO thus has very serious direct and indirect consequences for the recipient.
This much is clear even before a consideration of the wider social consequences of imposing
the order; as Jeremy Horder has commented there is “obviously great stigma” in being subject
to an SHPO.% With the seriousness of SHPOs in mind, we can now turn to consider when they
will be considered “necessary”.

McCann and necessity

It may, at first glance, appear odd that we begin our assessment of when SHPOs are necessary
with a comment on McCann; a case that was decided the better part of two decades ago and
which concerned the, now repealed, ASBO. Yet McCann remains the leading authority on the
imposition of behaviour orders and it continues to be referenced in the Home Office guidance
on imposing SHPOs.? Before we can explore the limits of McCann for present purposes, we
must give some context on ASBOs and set out relevant aspects of the judgment itself.

ASBOs could be granted in civil proceedings if two requirements were satisfied: first, the
defendant acted in an anti-social manner and, secondly, it was necessary to impose an ASBO
to protect people in the local government area from further anti-social acts by them.?’ Breach
of an ASBO was an offence with a maximum sentence of five years’ imprisonment.?® This
hybrid civil-criminal structure was meant to respond to two difficulties with using the criminal
law to regulate anti-social behaviour.?® First, people were said not to want to give evidence
against those who engaged in anti-social behaviour in their community. The more stringent
rules on adducing hearsay evidence in criminal trials were thus seen as a bar to tackling anti-
social behaviour. Secondly, though incidences of anti-social behaviour were only “quasi-
criminal”,*®® the cumulative effect of such incidences could be severe. The criminal law was
said to be ill-equipped to tackle such cumulative problems. The ASBO was presented as a
solution because it could be granted under civil evidential rules and thus avoided the hearsay
rules in criminal trials.® This meant a local authority employee, or a police officer could
present statements on behalf of others that related to multiple incidents of alleged anti-social
behaviour.

The questions which arose for the House of Lords in McCann were, first, whether proceedings
leading to the imposition of an ASBO should be classed as criminal in nature for the purpose
of domestic law, and, second, whether such proceedings involve a criminal charge under article
6 of the European Convention on Human Rights, the right to a fair trial?>> Two related issues
underlay these questions: whether hearsay evidence was admissible in proceedings for an
ASBO and the appropriate evidential standard in such proceedings.®® The Court held
unanimously that the imposition of an ASBO did not constitute a criminal charge under either
domestic law or article 6.34 In consequence, hearsay evidence was admissible. The Court also
observed that due to the “seriousness of matters involved” the standard of proof for the
imposition of an ASBO was, in effect, the criminal standard of beyond reasonable doubt.3® Yet
this heightened evidential standard only applied to the first imposition requirement: that the
defendant had acted in an anti-social manner. Lord Steyn maintained the second imposition
requirement, that an order was necessary, “does not involve a standard of proof: it is an exercise
of judgment or evaluation.”®® Explaining this distinction, his Lordship maintained “This
approach should facilitate correct decision-making and should ensure consistency and
predictability in this corner of the law.”*’



The compromise position in McCann was built around the ASBO’s backward-looking
imposition requirement: hearsay evidence may be introduced to prove, beyond reasonable
doubt, that the defendant acted in an anti-social manner. In contrast the backward-looking
requirement to impose an SHPO does not require proof that the defendant has behaved in a
certain manner; instead, it generally requires that they have a relevant conviction. This
requirement does not seem a likely point of contestation regardless of the evidential rules and
standard employed. If a person has a conviction for a relevant offence, be it rape or hijacking
a ship, the first imposition requirement will be satisfied. Parties to proceedings for an SHPO
are thus more likely to frame their submissions around the forward-looking imposition
requirement: whether an SHPO is necessary and, if so, what prohibitions are necessary.
McCann is of less assistance for this enquiry.® It tells us that an assessment of the necessity of
a behaviour order is one of “evaluation” but it neither sets out what factors are relevant to this
evaluation nor how these factors should be evaluated. If appropriate safeguards against the
inappropriate imposition of SHPOs are to be developed, it is these issues which must be central.

SHPO case law on necessity

There is now a developed body of case law on when it is necessary to impose an SHPO. This
case law follows from Smith, a Court of Appeal decision that provided guidance on SOPOs.%
In Smith, Lord Justice Hughes, as he then was, described “necessity” as only a “starting point”
for satisfying the SOPO’s second imposition requirement and set out the following three-part
formulation.*

Q) Is the making of an order necessary to protect from serious sexual harm
through the commission of scheduled offences?

(i) If some order is necessary, are the terms proposed nevertheless oppressive?

(iii) ~ Overall are the terms proportionate?**

Before turning to how this formulation has been adopted and developed in the context of
SHPOs, some comment on the inter-relationships of the three parts of the test is required. The
first part asks if some SOPO, with unspecified prohibitions, is necessary. The second and third
parts then — if the first question is answered in the affirmative — deal with the particular order
proposed. This approach gives rise to two related issues. First, though the statutory necessity
requirement is focused on preventing future sexual harm, there is no part of the Smith
formulation that explicitly focuses on identifying the risk posed by the defendant. Secondly,
there appears to be an overlap in the work done by the different parts of the formulation.

What connects the above two issues is the breadth of the first part of the Smith formulation.
The first part does not, on a literal reading, focus only on establishing what risk of harm the
defendant poses; it is drafted as an initial assessment of whether some unspecified SOPO is
necessary. This initial assessment must, presumably, of itself include an assessment of whether
some order would be oppressive or disproportionate because these two concepts form part of
the overarching notion of necessity. So much was recognised by Lord Justice Hughes in Smith,
at least as regards proportionality: “The test of necessity brings with it the subtest of
proportionality.”? This conception of necessity, as incorporating an assessment of the effects
of a measure and the proportionality of these effects on the harm to be avoided, also reflects
other uses of the term in criminal and human rights law.*® Thus, we are left with a question: in
applying the first part of the Smith formulation do we, in effect, also have to consider
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oppressiveness and proportionality? Such a task would appear not only repetitive, but
particularly challenging because there is not a SOPO with specified prohibitions to assess
against these standards, only the notion of some general order.

The workings of the three parts of the formulation might arguably be more cleanly divided and
presented in a manner that would be simpler to apply. Part one may be reframed as an
assessment of whether the defendant poses a risk that would allow for a SOPO, or now an
SHPO, to be imposed. This may be the work part one does, and is meant to do, anyway. We
suggest an amendment to the first part of the Smith formulation, as it applies to SHPOs, in our
proposed reformulation, below, to emphasise its purpose is not to allow for an abstracted and
prima facie assessment of necessity, but to assess if the defendant poses a risk that would allow
for an SHPO to be imposed. Before turning to SHPO case law, we also note that the Smith
formulation was a clear advance on McCann. Necessity remains a concept of evaluation, but
Smith provided more structure for this evaluation.

Since the amendment of the Sexual Offences Act 2003 in 2014, there has been a series of cases
on the necessity requirement to impose an SHPO. In 2016, the Court of Appeal, in Attorney
General’s Reference (NC), maintained the Smith formulation should be applied with “slight
amendment”.* The amended test in NC read:

Q) is the making of an order necessary to protect the public from sexual harm
through the commission of scheduled offences?

(i) if some order is necessary, are the terms imposed nevertheless oppressive? And

(iii)  overall, are the terms proportionate?

The most important slight amendment the court made was the replacement of the phrase
“serious sexual harm” with “sexual harm” to reflect the lower test for imposing SHPOs. Other
cases have emphasised different factors when discussing the imposition of SHPOs. These
include Sokolowski in which the Court of Appeal added that sentencing courts should not
“rubber stamp” an SHPO because it is in standard terms or has been agreed by the parties.*®
The Court of Appeal has also repeatedly held that a “safety first” approach should not be taken
to the necessity test: there must be a real risk of future harm.*

The closest we have to a Smith-like decision in the context of SHPOs is Parsons, which sets
out the following overarching guidance on the imposition of SHPOs:

Q) [F]irst no order should be made by way of SHPO unless necessary to protect the
public from sexual harm. If an order is necessary, then the prohibitions imposed
must be effective; if not, the statutory purpose will not be achieved.

(i)  Secondly and equally, any SHPO prohibitions imposed must be clear and
realistic. They must be readily capable of simple compliance and enforcement.
It is to be remembered that breach of a prohibition constitutes a criminal offence
punishable by imprisonment.

(i) Thirdly, none of the SHPO terms must be oppressive and, overall, the terms
must be proportionate.

(iv)  Fourthly, any SHPO must be tailored to the facts. There is no one size that fits
all factual circumstances.*’

We will return to effectiveness and enforcement in the sections that follow. We can now,
however, set out a draft formulation of the necessity requirement to impose an SHPO that
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builds on Smith, but amends the first part of that formulation to emphasise the importance of
establishing the risk posed by the defendant. The proposed formulation also aims to consolidate
more recent appellate commentary on SHPOs and thus aims to make the current law clearer
and easier to apply (as opposed to substantially rethinking it).

Proposed formulation

Q) Does the defendant pose a risk of sexual harm to the public or particular
members of the public?

(i) If so, will the proposed SHPO provide an effective response to the risk the
defendant poses?

(iii)  If so, are the prohibitions in the proposed SHPO oppressive?

(iv)  If not, are the proposed prohibitions proportionate to the risk of harm the
defendant poses? In answering this question the judge should bear in mind
both the type of harm risked and the likelihood of the harm occurring without
an order.

(V) If so, has the proposed order been drafted in a manner which is clear and
realistic?®

The proposed test is structured so that each part must be satisfied before the next can be
considered. This approach, if adopted, would emphasise to sentencing judges that each step is
of importance of itself not just for building some more instinctual or mean conception of
necessity. An SHPO, for instance, should not be imposed just because it would be clear and
non-oppressive if the defendant posed no risk of sexual harm to the public. This formulation:
avoids the potential for a court that finds the first Smith question satisfied from then finding
the latter parts satisfied too readily in consequence. It imposes a more rigorous logic to every
step of the process that has to be undertaken before the imposition of a behaviour order that
will in all cases have significant consequences for the recipient.

Three more minor matters in the proposed formulation require brief comment. First, we do not
explicitly require that the proposed SHPO should be tailored to the facts as in Parsons. This
omission is not due to any disagreement with the Parsons. SHPOs should be tailored to the
facts of the case at issue. Instead, we think that any SHPO would be appropriately fact specific
if the proposed formulation were employed. Secondly, when we discuss proportionality, we
also set out that the sentencing judge should consider both the type of harm risked and the
likelihood of it occurring. If the judge only considered the type of harm risked, and not its
likelihood, this may unbalance the scales when assessing the proportionality of the SHPO at
issue and may prejudice the defendant. Thirdly, we retain the language of oppressiveness and
proportionality in our reformulation. We take the difference between these two concepts to be
as follows. Oppressiveness is an assessment of the suggested SHPO and its prohibitions
whereas proportionality is an assessment of the order as compared to the risk posed by the
defendant. So a suggested SHPO may be so oppressive that it may not satisfy the third part of
the formulation or it may satisfy the third part, but then not be proportionate to the risk posed
by the defendant and thus fail the fourth part. With the proposed formulation outlined, we can
now turn to consider effectiveness and its relationship to necessity.

Necessity and effectiveness



Following from Parsons, the second part of our suggested formulation requires that for an
SHPO to be necessary it must be effective. The concept of effectiveness is essentially a
practical one and it may relate to necessity in complex ways. What makes an SHPO effective?
How likely must it be that an SHPO would be effective before it could be considered necessary?
It is difficult to claim, we suggest, that an ineffective or ineffectual prohibition, or set of
prohibitions, could be considered necessary. Part (i) of the overarching guidance in Parsons,
referred to above, appears to be predicated on that basis — ineffective prohibitions will not
achieve the statutory purpose. In this section, we outline three aspects of the effectiveness
question related to the drafting of the order, the ability to monitor compliance, and the capacity
of the defendant to obey the order.

As to drafting, it would seem that prohibitions on contact are at their clearest when they address
named individuals or well-defined places. The position becomes more problematic when a
prohibition seeks to address a class of individuals or refers to locations in general terms. There
have, for instance, been any number of non-contact prohibitions that have had to be amended
to accommodate incidental contact occasioned by normal everyday existence and other
analogous situations.*® As a result, a formula that prohibits contact with children under 16 other
than “such as is inadvertent and not reasonably avoidable in the course of lawful daily life” is
now commonplace, and the absence of such language may in itself provide a legitimate ground
of appeal.>® Without such a caveat it is hard to see how non-contact prohibitions could be
considered effective. Such non-contact prohibitions lend themselves to inadvertent breach. An
offender subject to such an SHPO will be placed in a position whereby they could be faced
with impossible choices — is going into a shop or café going to result in a breach? In addition,
we note that the more general the drafting of a prohibition on contact the more it is likely to
limit the capacity of the defendant to function in society. This should provide a weighty
consideration when assessing both whether the prohibition is oppressive and whether it is
proportionate.

A well drafted SHPO may still be ineffective. A central issue here is the capacity of the police,
or others, to monitor the defendant’s compliance with a proposed order. We will consider the
particular challenges of regulating use of the internet through SHPOs in the following section.
The point here is a more general one. It may be that compliance with any type of prohibition
could be too hard to monitor be it online or offline. It is worth quoting at some length from
Boness here. By way of context, Boness was a conjoined appeal concerning the imposition of
ASBOs. In his judgment, Lord Justice Hooper considered a previous decision, Werner, in
which the defendant had stolen multiple items from hotel rooms. The ASBO imposed on
Werner contained a prohibition on her entering any hotel or guest house in the Greater London
Area. His Lordship commented,

It seems to us that there is another problem with the kind of order in Werner. In the
absence of a system to warn all hotels, guesthouses or similar premises anywhere within
the Greater London Area, there is no practical way of policing the order. The breach of
the ASBO will occur at the same time as the commission of any further offence in a
hotel, guesthouse or similar premises. The ASBO achieves nothing— if she is not to be
deterred by the prospect of imprisonment for committing the offence, she is unlikely to
be deterred by the prospect of being sentenced for breach of the ASBO. By committing
the substantive offence she will have committed the further offence of being in breach
of her ASBO, but to what avail? The criminal statistics will show two offences rather
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than one. If on the other hand she “worked” a limited number of establishments, it
would be practical to supervise compliance with the order. The establishments could be
put on notice about her and should she enter the premises the police could be called,
whether her motive in entering the premises was honest or not.>!

His Lordship highlighted two issues that seem of relevance to efficacy. First, does the proposed
order provide a protection not already available in the criminal law? Secondly, and more
importantly here, could the defendant’s compliance with the order be monitored? The question
of monitoring compliance must be a fact specific endeavour. If a person committed repeated
sexual offences in a Werner-type scenario, it may be that three or four hotels could quite easily
be put on notice of an SHPO, but it would be a different matter entirely to have every hotel in
London put on notice and to expect them all to be ready to help enforce the order.

There is a strong argument that for a court to be persuaded that it is necessary to impose a
prohibition there is a need to demonstrate that by so doing there is some real, as opposed to
theoretical or in truth merely illusory, value. Value for these purposes can reasonably be
equated with effectiveness. We would suggest that the value of a proposed order would seem
illusory if there was no practicable means of monitoring the defendant’s compliance with the
order. This is, of course, quite different from saying a defendant under an SHPO has to be
monitored at all times.

The apparent protective impact of an SHPO, coupled with a determinative sentence, has been
held to obviate the need to impose a public protection sentence.> Relatively few cases appear,
however, to address critically just how effective an SHPO may be in real terms in curbing or
reducing the risk of future offending. Where is the divide between an effective and an
ineffective SHPO and how do we assess which side of this divide a proposed order would fall
on? A notable exception is Hewitt.>® In considering the terms of an SHPO that were assessed
on appeal to be the practical equivalent of a blanket ban on internet access, the court decided
that prohibitions so expressed lacked efficacy and thus failed to satisfy the statutory purpose
because they could not be enforced. The court observed that:

The police do not have the time or resources effectively to monitor the appellant’s use
of any computer or hand-held device, to install monitoring software or to oversee and
check on its’ use even if it were installed. As to cloud storage, as referred to in Parsons,
its use is practically ubiquitous as it is built in to most operating systems; any device
used by the appellant, including were the SHPO to remain in place, those in public
libraries, would utilise the cloud and fall foul of the prohibition 5) in the order. Those
terms of the SHPO are unworkable and not capable of enforcement. They amount to a
blanket ban and as such they are oppressive and disproportionate.>*

The commission of further sexual offences by an offender who is subject to a SOPO/SHPO is
almost always going to involve the breach of one or more prohibitions in their existing order.
There is therefore potential for the offender to face a separate charge on breach for which he
or she may be separately punished. The basis for the making of an order is, however, prevention
rather than the triggering of some enhanced or additional punishment in the event of further
offending.*®

If the making of an SHPO means that some other public protection measure is not adopted,
then it would seem reasonable to expect a court, when so proceeding, to want to know how



effective an SHPO was likely to be. Could the defendant comply? Could compliance be
monitored or enforced? How often will an offender be visited by the person whose task it is to
monitor his or her behaviour in the community? Will the police have the capacity to check with
people other than the defendant whether they are monitoring compliance? When, if ever, can
the imposition of an SHPO per se be taken to have a sufficient deterrent impact so as to be
effective? In the context of the limitations placed upon police resources in recent years it might
reasonably be suggested that, in order for a court to satisfy itself that a proposed SHPO (or one
or more of the prohibitions therein) pass the test of necessity, these and similar questions should
be being asked and answered.

What about the offender who lacks the mental capacity required so as to be able effectively to
comply with an SHPO? Here the point is not of monitoring compliance, but of capacity to
comply. The legislation provides for the imposition of an SHPO in respect of an offender who
has been found not guilty by reason of insanity or who is subject to a disability but has been
found to have done the act alleged.>® It would seem logical that an SHPO should not be made
in respect of an offender who lacks the mental capacity so as to be able to comply. That was
an approach that was adopted in respect of ASBOs (when in force).%’ The position will be less
problematic if the insanity or other disability was temporary and/or capable of being treated or
is otherwise of a nature that does not make it unreasonable to impose a behaviour order. In
Pashley the court upheld the making of a SOPO in respect of an offender whose learning
disability meant that he functioned as a nine year old and had been held to be permanently
under a disability such that any proceedings arising from a breach of the SOPO could only
result in a further such finding.*® The court addressed the argument that it was inappropriate to
impose a SOPO on such an offender on the basis that the statute had been drafted so as to
permit the imposition of an order on someone under a disability and thus Parliament has
determined that it is appropriate as long as the relevant criteria are met.>® The court felt
compelled, however, to add riders to the prohibitions that sought to explain their effect in terms
the appellant might understand.®® The fact that the court considered it necessary to do so
perhaps leaves unanswered whether the prohibitions could be considered effective and
therefore necessary if it was in fact impossible so to do.

In Humphreys, Mr Justice Stuart-Smith ruled that magistrates were both entitled to and right to
impose a criminal behaviour order on an offender who was capable of understanding the terms
of the order, but was more likely to breach the order due to his longstanding and untreated
condition of ADHD.5! In the course of the judgment it was noted that the second requirement
to impose a criminal behaviour order referred to the making of one as having to “help” prevent
anti-social behaviour as opposed to an order being “necessary”.%? Yet, even with this lower
standard in mind, the court was resistant to the notion that an order could be helpful when a
defendant was either incapable of understanding the order or complying with it.%® It was also
suggested in Humphreys that if the subject of the criminal behaviour order breached it in
circumstances where they were incapable of preventing themselves from so doing such may
amount to a defence of reasonable excuse.®* Where the potential recipient of an SHPO could
not understand the order or comply with it, this may be a strong indication that it could not be
described as effective.The SHPO case law has not yet addressed the question of effectiveness
with the degree of rigour that the factor merits. This section is not a complete response to the
issues raised by the concepts of efficacy and necessity, but we have endeavoured to draw out
three relevant considerations: is the order drafted in such a way that compliance is possible;
will it be possible to monitor compliance with the order; does the defendant have the capacity



to comply with the order? The fact that something is described as preventive does not mean it
will necessarily have preventive efficacy.

Necessity and internet access

Our focus in this section is, in one sense, narrower than that in the previous section: we will
consider effectiveness in the context of prohibitions on internet access. In another sense, the
section has a broader focus in that we will consider other aspects of the necessity test as it
applies to such prohibitions. As will be seen, the regulation of access to the internet is a
significant challenge in a society in which the internet is becoming ever more prevalent.

Offending of a sexual nature not uncommonly features internet usage in one form or another.
The internet may be used to facilitate committing sexual offences in person. In addition, it may
be used as a means to access indecent images of both adults and children. The prevalence of
offenders appearing before the courts for downloading indecent images of children is
remarkable. In September 2018, the NSPCC publicised figures they obtained via freedom of
information requests indicating that in 2017/2018 there were 22,724 child abuse image offences
recorded by the police in the UK.®® That is one recorded offence every 23 minutes and an
increase of almost one quarter from the previous year. A particularly troubling type of case is
where offenders have used social media, accessed via the internet, in order to contact children,
or individuals they believed to be children, in pursuit of sexual engagement of some kind, either
remotely or by way of seeking to arrange opportunities that may allow for physical contact.
The internet brings with it many benefits, but its capacity to be used to commit and facilitate
sexual offences requires serious scrutiny.

Accordingly, where it may reasonably be anticipated that an offender has a potential to
reoffend, consideration as to restricting computer and/or internet usage is likely to arise in the
context of the sentencing exercise and the potential imposition of an SHPO. This carries with
it what the courts have come to recognise as something of a clash of necessities: (a) the
necessity to impose a prohibition that may limit the capacity of an offender to use a computer
and/or the internet for future offending; and (b) the necessity for people to access the internet
in order to function in modern society.

The undesirability of blanket bans on internet access and use was recognised in Smith in 2011:

A blanket prohibition on computer use or Internet access is impermissible. It is
disproportionate because it restricts the defendant in the use of what is nowadays an
essential part of everyday living for a large proportion of the public, as well as a
requirement of much employment. . .%

In 2017, the Court of Appeal, in Parsons, noted that “the importance of the internet for
everyday living has increased considerably even since the decision in Smith”.5” The court went
on, in the same paragraph, to record that

...the need for an individual to be able to access the internet and to possess devices
capable of accessing the internet, has become ‘the established norm’. The internet is
now an integral part of social life, of commercial transactions and is very much
encouraged in dealings between an individual and government departments or local
authorities. The massive expansion of social media further highlights developments in
this regard.
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The court concluded that, whilst it was unwilling to say that a blanket ban on internet usage
can “never” be justified, it could not “envisage that such a prohibition would be appropriate in
anything other than the most exceptional cases. In all other cases, a blanket ban would be
unrealistic, oppressive and disproportionate — cutting off the offender from too much of
everyday, legitimate living.” In our view, the judicial remarks in Smith and Parsons are sensible
reflections of the growing importance of the internet in society. The necessity test should be
sensitive to societal change. A prohibition on access to social media, for instance, may be
justified in an appropriate case, but the same prohibition would likely have a far greater effect
today than it would have had in 2005.

In Hewitt, the court was dealing with an offender aged 40 who had been offending for nine
years.% He had persistently made use of the internet in order to gain access to indecent images
of children (or people he believed to be children) and he had done so despite being subject to
SOPOs. Hewitt also had a substantial list of previous convictions including sexual assault of a
child. The judge at first instance imposed an SHPO that included something close to a blanket
ban — requiring Hewitt not to own, possess or use any computer other than in a public library.
The order also contained a variety of other prohibitions directed toward controlling activities
that featured in both the index and previous offences, including a prohibition on owning,
possessing or using any mobile phone “capable of accessing the internet”. Applying the
reasoning in Smith and Parsons, the Court of Appeal allowed the appeal deleting the
prohibitions that prevented the offender from owning or using a computer other than in a
library, making use of “cloud” or other forms of remote storage and owning or using a mobile
telephone with the capacity to access the internet. The judgment includes the comment that:

There may be a case where a blanket ban such as has been imposed in this case is
proportionate even though oppressive, but we do not consider that the appellant’s
offending, repugnant as it is, would justify such a ban. The use of the internet is an
essential and integral part of everyone’s life and it’s use essential to transactions
between individuals, statutory bodies and other entities.®®

Even where prohibitions are not phrased so as to impose a blanket ban the terms will be open
to challenge if that is their practical effect. Connor involved an offender who had, in the course
of offending spanning a period of four years, made contact with a child via the internet and
deceived the victim into providing an indecent image of himself.”” The offender had also
engaged in covert filming of children and adults, doing so for sexual purposes. In addition to
being sent to custody, the appellant was made the subject of an extensive SOPO which, it would
appear, did not receive the attention that the court on appeal considered that it should. A
prohibition restricting the offender to using only a “desktop computer specifically authorised
& provided by his employer for the purposes of employment” which would also be required to
have “internet monitoring software approved by his managing Police Officer” installed was
struck down. The court, having considered Smith and Parsons, concluded that the clause

would probably have the effect of preventing the appellant from using the internet at all
for any purposes since it permits use only of a desktop computer provided by his
employer. Even were he to obtain employment it does not follow that he would be
provided with a desktop computer. The prohibition is obviously oppressive and
disproportionate.’
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A less restrictive package of computer and internet prohibitions, consistent with that suggested
in Parsons, was substituted.

The court, in Connor, was also unimpressed with a prohibition that sought to prevent the
appellant accessing “social websites” and engaging in “any form of communication with
person who is/are or appear to be under 18 years of age”.”? The court expressed the view that
the appellant would be prevented from accessing “all social media (taking a broad
interpretation of social websites for this purpose)” and further considered that the term “social
website” was “imprecise and unhelpful”.”® The court instead substituted a “standard”
prohibition against unsupervised contact with any child under 18. A further clause that
prohibited the appellant from possessing “any device including mobile telephones and
computer tablets that is/are capable of recording still or video images” was also struck out as
was a prohibition in respect of the possession of an internet enabled mobile phone. The court
commented that even “at the time the order was made there were few mobile phones that did
not have a camera or could not have internet access. It is unlikely that such phones will still be
in circulation by the time the order comes to an end.”’ This observation underlines the
difficulty of future-proofing SHPO terms.”® The judgment concluded that most of the problems
with the order as originally drafted could have been avoided if sufficient time had been
allocated to its consideration. The court suggested that Resident Judges and listing officers
should ensure that in every such case the list should reflect the time needed for the court to deal
with the issue appropriately.”

In the decisions reviewed in Hewitt, the judges at first instance were persuaded that in order to
address the risk of harm it was necessary to limit very substantially the circumstances in which
the offenders might possess or use internet enabled devices, whether to access the internet or
to record images. The conclusion must have been reached that absent the restrictions identified
the offenders would be unable to regulate their use of the internet so as to avoid the commission
of further offences and the consequent occasioning of sexual harm. Preventing sexual harm is,
undoubtedly, a laudable aim. Yet the courts have been hesitant of total prohibitions on internet
access, or anything close, because the internet is becoming fundamental simply to function in
modern society. Given the ubiquity of the internet, we are left to wonder what facts will be
taken to present such a serious risk of sexual harm that a near blanket ban could be imposed.

Even where a prohibition on access to the internet could be clearly drafted and would be
proportionate, questions of efficacy may arise. As set out above, in Hewitt the court commented
on this issue in these terms: “The police do not have the time or resources effectively to monitor
the appellant’s use any computer or hand-held device, to install monitoring software or to
oversee and check on its’ use even if it were installed”.”” SHPOs cannot be legitimately
imposed simply because the sort of behaviour they address gives rise to perfectly legitimate
public disquiet. On a simplistic level, if someone uses a computer in order to look at indecent
images of children then an answer to the problem that repugnant activity represents would
appear to be provided by preventing the offender using computers thereafter. Yet if an SHPO
cannot be effective prevention — either due to a deterrent effect or because it can be monitored
appropriately — it is hard to see how its imposition could satisfy the statutory necessity
requirement. In considering effectiveness, a number of questions may arise. For example, how
often and how thoroughly will any computer in the possession of, or being used by, the offender
be examined? Will such an examination reveal whether, for example, the offender has been
using the device in “private browsing” or “incognito” mode? Do the terms of the SHPO seek
to prevent an offender from making use of a Virtual Private Network which provides the
capacity to undertake anonymous and untraceable internet usage? We would suggest that
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matters such as these are yet to receive sufficient attention at either first instance or on appeal.
It is hoped the reformulated necessity test above could provide some assistance to judges who
face these issues in future cases.

Defence incentives not to challenge whether the necessity requirement has been met

We have already referred to one of the reasons why the process by which an SHPO ends up
being made may lack the necessary rigour — an absence of sufficient court time. In Smith and
numerous cases that followed it, the Court of Appeal has emphasised the need for the
prosecution to give notice of any proposed SOPO/SHPO so that the defence may consider the
proposal in advance and raise objection to the making of an order as a whole or any of its
proposed terms.”® The Court of Appeal continues to have to deal with a steady stream of
complaints as to the terms of orders imposed. This is despite the requirements set out in Part
31 of the Criminal Procedure Rules that apply where the prosecution seek to persuade a court
to impose an SHPO.” As the previous section will have made clear, the decision as to whether
or not to impose an SHPO may be very complicated. Is a particular draft prohibition on internet
access proportionate to the risk of sexual harm posed by the defendant? Would the prohibition
be effective? These are not easy questions. If they are to be answered appropriately, it is vital
courts and defendants have sufficient notice that the prosecution will pursue an SHPO, and the
courts have sufficient time to consider submissions.

A theme that appears to run through the appellate case law in this area is that at the sentencing
hearing the main focus of attention is on the issue of whether the offending merits custody, if
so for how long and, if for a period of two years or less, whether the sentence should be
suspended. From the offender’s perspective, the main issue seems likely to be the retention of
liberty and/or the earliest release date from any sentence of immediate custody. It is
conceivable this may tempt the defence advocate to promote a tough looking SHPO as a basis
upon which to argue any of the following. First, a more severe public protection sentence might
be avoided. Secondly a shorter immediate sentence might be imposed. Thirdly, and best of all
(at least from the offender’s perspective), that a suspended sentence/community order, coupled
with a very restrictive SHPO, is a sufficient sentence instead of an immediate custodial term.
There may, we would suggest, thus be contextual pressure on a defence advocate not to
challenge the necessity of an SHPO with oppressive or disproportionate prohibitions.

At the same time, the prosecutor may be under pressure to deal with cases expediently. The
danger here is then that a particularly severe SHPO could be part of a sentence that is taken to
satisfy both parties’ interests even in a case where an order may not be appropriate. In addition,
the decision as to whether an SHPO ought to be imposed is but one of a number the sentencing
judge will have to make, and will likely be secondary to the decision as to whether an offender
is taken to the cells to start serving an immediate custodial term or whether they retain their
freedom. Again, sentencing judges may face such questions under considerable time restraints.
It is easy to see how concerns such as future-proofing the terms of an SHPO, or even the
imposition of an SHPO, could quickly become secondary.

We would suggest this combination of factors may operate so as to produce less than optimal
SHPOs. Here we can again draw from Lord Justice Hooper’s decision in Boness.
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We were told during the course of argument that the imposition of an ASBO is
sometimes sought by the defendant’s advocate at the sentencing stage, hoping that the
court might make an ASBO order as an alternative to prison or other sanction. A court
must not allow itself to be diverted in this way—indeed it may be better to decide the
appropriate sentence and then move on to consider whether an ASBO should be made
or not after sentence has been passed, albeit at the same hearing.®

It may not always be easy to separate the tasks of deciding the appropriate primary disposal of
a case and whether an SHPO should be imposed. If public protection issues arise then, as
discussed earlier, there may be a link between the nature of the primary sentence that the judge
settles upon combined with the imposition of an alternative means of seeking to promote public
safety that an SHPO may represent. Yet the thrust of the point made by Lord Justice Hooper
must apply to the context of SHPOSs: the decision to impose an SHPO is one that should be
taken seriously and not just acquiesced to by the sentencing judge because the defence advocate
has not challenged the order. We hope the draft reformulation set out above is of some use to
sentencing judges in undertaking this enquiry. A broader point to be drawn out here is that
concerns of principle are by no means the sole preserve of the appellate courts and academics.
It is first instance courts that will often act as the only check on the imposition of SHPOs for
convenience as opposed to on a principled basis.

Conclusion

The development of the necessity test in the context of SHPOs and other behaviour orders
speaks to both the themes of transition and principle. McCann offered little comment on how
judges should go about deciding when an ASBO was necessary. Smith then provided an amount
of structure for this decision-making in the context of SOPOs. This structure has been further
refined in cases that concern SHPOs such as NC and Parsons. The decision as to whether to
impose an SHPO may bring out significant competing interests; it is a coercive measure
designed to prevent sexual harm. It is thus vital that judges have appropriate means by which
to structure their decision-making. We hope the suggestions made in this article on the
necessity test and on effectiveness can further structure the assessment of whether a particular
defendant ought to be made subject to an SHPO.
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