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Abstract—In this paper, we propose a lightweight security
scheme for ensuring both information confidentiality and trans-
mission resiliency in the Internet-of-Things (IoT) communica-
tion. A single-antenna transmitter communicates with a half-
duplex single-antenna receiver in the presence of a sophisticated
multiple-antenna-aided passive eavesdropper and a multiple-
antenna-assisted hostile jammer (HJ). A low-complexity artificial
noise (AN) injection scheme is proposed for drowning out the
eavesdropper. Furthermore, for enhancing the resilience against
HJ attacks, the legitimate nodes exploit their own local observa-
tions of the wireless channel as the source of randomness to agree
on shared secret keys. The secret key is utilized for the frequency
hopping (FH) sequence of the proposed communication system.
We then proceed to derive a new closed-form expression for the
achievable secret key rate (SKR) and the ergodic secrecy rate
(ESR) for characterizing the secrecy-benefits of our proposed
scheme, in terms of both information secrecy and transmission
resiliency. Moreover, the optimal power sharing between the AN
and the message signal is investigated with the objective of en-
hancing the secrecy rate. Finally, through extensive simulations,
we demonstrate that our proposed system model outperforms
the state-of-the-art transmission schemes in terms of secrecy and
resiliency. Several numerical examples and discussions are also
provided to offer further engineering insights.

Index Terms—Internet-of-Things, physical layer security, in-
formation security, transmission resiliency.

I. INTRODUCTION

THE demand for high data rate and high reliability in
wireless communications is relentlessly increasing as

user density is predicted to increase exponentially due to
the emergence of cyber-physical systems and the Internet-of-
Things (IoT) [1]. The applications of IoT span a wide range
including medical monitoring, device-to-device (D2D) com-
munication in cellular network, industrial applications, air-to-
ground transmission, and advanced communication networks.
These worldwide networking services need a migration from
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traditional centralized networks to distributed ones with many
peer-to-peer connected devices [2], [3]. In this case, however,
if the confidential information is not strictly secured, the
transmissions are vulnerable to security or safety risks includ-
ing passive attacks like eavesdropping and traffic analysis, or
active attacks such as hostile jamming, spoofing, untrustworthy
data reporting [3], [4], and denial-of-service (DoS) attack [1],
[5].

A. Motivation

In recent years, as a complementary approach to the com-
mon cryptography techniques, physical layer security (PLS)
has been extensively adopted to protect wireless communi-
cations against security threats [5]–[8]. In contrast to the
conventional security solutions, which rely on the crypto-
graphic methods at higher layers of the network protocol
stack, PLS exploits the intrinsic features of communication
channel to realize a reliable and secure transmission. There-
fore, the PLS, which imposes less overhead compared to
the conventional methods [7], is excessively applicable for
distributed communication networks such as wireless sensor
networks (WSNs), massive IoT, industrial IoT, IoT healthcare,
unmanned aerial vehicle (UAV) networks [9], and etc., where
low-cost devices with low-power consumption are used. Ad-
ditionally, by exploring the radio frequency fingerprint (RFF),
PLS can offer efficient low-complexity techniques to facilitate
the handshake procedure and reduce network latency for a
number of wireless techniques, such as ZigBee, Bluetooth,
and Long Range (LoRa) communications [10].

Generally, PLS solutions are categorized into two groups:
key-less and key-based secrecy techniques, respectively [7].
The research of key-less PLS was first initiated by Wyner’s
pioneering work [11], where the secrecy capacity was formu-
lated for degraded wiretap channel. According to the secrecy
capacity, secure communication is achievable if and only
if the legitimate receiver has better channel quality than
the eavesdropper (Eve) does. So far, various key-less PLS
techniques were proposed in the literature including the coop-
erative jamming, also named as artificial noise (AN) injection
scheme [12], secure beamforming [13], [14], the relay-based
techniques [15], power allocation schemes [16], etc.

To reinforce the systems’ security, key-based PLS methods
can also be utilized which provides an extra level of secrecy
in IoT devices. For example, in Industry 4.0 and massive IoT
applications, numerous number of IoT devices are connected
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to each other [1], [5]. In such heterogeneous IoT networks,
implementing effective key distribution and management is
challenging. Toward this end, key generation at physical layer
can mitigate this issue by utilizing the intrinsic randomness
of wireless channels [10], [17]. The main idea of physical
layer secret key generation (SKG) is that if the Eves are
located far enough from the legitimate nodes, i.e., more than
half wavelength, the legitimate nodes experience independent
channels to Eves, which facilitates generating a secret key at
legitimate nodes. In the context of physical layer SKG, based
on the pioneering work of Shannon’s one-time-pad principle,
perfect security is achieved when the secret key length is not
less than the confidential message length [18]. Therefore, the
secret key rate (SKR) is a key performance indicator in SKG-
based methods [10], [17], [18].

Beside Eves, active attackers termed as hostile jammer
(HJ) may exist in wireless networks and propagate noise-like
signals with the aim of degrading the communication link
quality [19]. This attack may detriment the state-of-the-art
IoT networks, such as mission-critical and civilian applications
[20], WSNs [21], and multi-frequency IoT communications
[22]. To mitigate this drawback, spread-spectrum techniques,
e.g., direct sequence spread spectrum (DSSS) and frequency
hopping spread spectrum (FHSS) are implemented in com-
mercial networks [23]–[26]. Compared with DSSS, FHSS
technique is easier to setup, more robust against narrow-band
interference and capable of preventing unauthorized users’
access. Furthermore, FHSS is scalable to dense networks,
and hence, is more suitable for decentralized IoT and ad-hoc
networks [24]. Traditionally, the jamming mitigation capability
of FHSS technique relied on static pre-distributed secret keys
(or frequency hopping (FH) sequences) named as hopping
pattern as proposed in [25], [26]. However, in future large-
scale decentralized wireless networks, e.g., the fifth generation
(5G)-enabled IoT, where many peer-to-peer communications
can occur simultaneously, if this pre-distributed key is com-
promised, the entire system will be broken. Accordingly, it is
essential to find a key generation method with requirements
of low overhead and low complexity implementation, while
enjoying from an updating mechanism. Therefore, different
from many studies, e.g., [19]–[26], the resiliency over HJ
attacks can be attained via utilizing the physical layer char-
acteristics of wireless channel as a trustworthy source of
randomness [17], [27], [28]. It is also worth mentioning that
to effectively overcome HJ in resource-limited IoT networks,
flexible resource allocation and power control [29] is also
a key parameter in network design. For instance, an anti-
jamming IoT network by configuring the sub-carrier and power
allocation of each node was proposed in [30].

B. Related Works

In the area of PLS, most previous contributions of key-
less secrecy techniques proposed to exploit different degrees
of freedom at the legitimate side, such as exploiting external
relays [13], [15], multiple-input multiple-output (MIMO tech-
nology) [8], [14], [16], or advanced full-duplex receiver with
high-level self-interference cancellation techniques [8]. To be
more specific, the authors in the recent work of [15] proposed

a cooperative-based secure communication over a three-hop
untrusted relaying network, where a single-antenna transmitter
wishes to forward its secret message to a half-duplex receiver.
However, the effect of existing totally passive external Eve
was not considered in their proposed system model. Besides,
deploying two successive relays as intermediate nodes in the
network results in implementation costs and system overhead
from the view-point of network design. Hu et. al. in [31]
proposed a secure transmission from a multi-antenna controller
to an actuator in an IoT network by deploying AN injection
technique and utilizing an external multi-antenna cooperative
jammer. Recently, the researchers in [32] have proposed a
practical testbed to ensure secure transmission for a point-
to-point communication. They utilized an external node as the
cooperative jammer to overcome the passive eavesdropping.

Nevertheless, none of the aforementioned works have con-
sidered the effect of HJ attack on the performance of their
proposed systems. Accordingly, to overcome HJ in the IoT-
healthcare application, a lightweight secret key-based PLS
scheme was proposed in the recent work of [17]. An external
untrusted intermediate node was deployed in their proposed
system model to convey the vital data from a source to the
destination node. However, the effect of external passive Eve
on the proposed SKG-based scheme was not mentioned in
their work. In [33], a transmission scheme for a D2D pair in
an IoT communication network was designed with the goal of
mitigating jamming attack by utilizing game-based analysis.
Then, an optimal power allocation (OPA) was proposed to
control the transmission power of the nodes. In [34], from
the perspective of HJ, the researchers examined the secrecy
performance of direct communication between a legitimate
pair in the presence of a full-duplex multiple-antenna HJ. The
source node in their proposed system model was equipped
with multiple antennas to realize some degrees of freedom
at the physical layer. To the best of the authors’ knowledge,
there are very few works on the study of perfectly secure
communication over a simple but practical IoT-based D2D
communication which is facing with both passive and active
attacks. In particular, it is challenging to guarantee secure and
resilient communication between a single-antenna legitimate
transmitter and a half-duplex receiver in the presence of a
multiple-antenna passive Eve and a multiple-antenna-aided
active HJ, without utilizing any additional equipment (such
as multiple antennas at the transmitter or receiver, or massive
MIMO technology) or helper nodes.

C. Our Contributions

Motivated by the aforementioned discussions, a question
is raised that: “Is it possible to have a secure and resilient
communication between a pair of single-antenna devices in
a D2D network, in the presence of multiple-antenna-aided
Eve and multiple-antenna assisted full-duplex HJ?” To address
the mentioned question, we present a novel study to ensure
both information security and transmission resiliency in a
simple but practical wireless communication system in this
paper. Accordingly, in our considered system model, a D2D
transmitter communicates with a D2D receiver in the existence
of a multiple-antenna-aided totally passive Eve (which was not
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considered in many works such as the recent papers [15], [17])
and an advanced multiple-antenna-assisted full-duplex HJ. The
network nodes in our considered system model take advantage
of FH technique in their communication protocol. Different
from many works (e.g. [12]–[16]) and similar to our recent
work [17], we consider both the training (channel estima-
tion/handshaking) and message transmission phases instead of
assuming the availability of the full channel state information
(CSI). In the considered system model, a worst-case scenario is
assumed, where the HJ attacks both the training (which leads
to pilot contamination) and transmission phases (which has
not been considered in most existing works, e.g., [33]–[35])
to realize more harmful attack. In our proposed system model,
in order to assure the secrecy and resiliency requirements, we
establish both the key-based SKG scheme and the easy-to-
implement AN injection key-less secrecy technique: During
the training phase, by performing channel estimation, the D2D
nodes take advantage of the local observations of wireless
channel to generate a secret key. This key is utilized by legiti-
mate nodes to dynamically determine their pattern of hopping
over time1. Then, they agree on a common FH sequence
for starting message transmission on that shared sub-channel.
Meanwhile, the full-duplex HJ wiretaps the pilot exchange
of D2D nodes. During the message transmission phase, the
perfectly secure AN injection scheme is applied to realize
the required channel quality of the legitimate link compared
to the eavesdropping link and protect the communication
phase against the Eve’s attack. We remark that in contrast
to [12], our system model is a point-point communication
network that suffers from an external passive Eve and also
a multiple-antenna-assisted HJ. Additionally, different from
[12], we also propose a jamming-resilient transmission scheme
for the considered system. It is worth noting that in AN-aided
communication networks, the system performance is highly
subject to the AN power level. If the AN power level is very
low, the quality of received signal at the Eve is not degraded
adequately. On the other hand, if the AN power level is very
high, the reliability of communication is harmed due to the
low quality of information signal at the destination. Motivated
by this fact, we also take into account the optimal power
allocation (OPA) between the message signal and the AN in
our paper.

The main contributions of this paper are summarized as
follows:

• To highlight the FH rate of the proposed scheme, we
derive a novel closed-form expression for the achievable
SKR. Our results reveal that the SKR performance does
not depend on the Eve’s channel features. Then we
discuss on the constraints needed to ensure the jamming

1We stress that the secret key obtained from the physical layer characteris-
tics can be utilized in various communication systems with the requirements of
security. More specifically, the generated keys can be used for the symmetric
encryption schemes in different layers of the protocol stack, e.g., the Wi-
Fi Protected Access (WPA) for the MAC layer encryption or for Transport
Layer Security (TLS). The generated secret key can also be used in a hybrid
cryptosystem, serving as the shared session key for legitimate entities. This
key is further utilized for symmetric encryption to improve the secrecy of
information transmission [10]. In this article, we exploit the secret key to
generate the FH pattern of our communication system [27], [28].

resiliency of the proposed scheme based on the obtained
hopping rate. We also derive a new closed-from formula
for the probability of successful handshaking in the
existence of jamming attack.

• For the message transmission phase, we present a tight
lower bound on the ergodic legitimate rate and the exact
expression for the ergodic eavesdropping rate. Accord-
ingly, the ergodic secrecy rate (ESR) metric is obtained
to determine the performance of the proposed perfectly-
secured transmission.

• With the aim of maximizing the ESR, an optimization
problem is designed to find the OPA between the AN
and message signal. The proposed OPA can be effec-
tively solved via the lightweight bisection method. Our
results show that the optimal allocation obtained from the
bisection algorithm matches well with the results of the
exhaustive search method.

• Extensive comparisons with the state-of-the-arts are pro-
vided in the paper to highlight the priority of our proposed
scheme. In particular, we compare the performance of our
scheme with the the traditional direct transmission (DT)
[16], the fully-jammed scenario [20] as a special case,
the non-frequency hopping approach [35], and the multi-
frequency data transmission [48].

The remainder of this paper is organized as follows. In
Section II, our proposed system model is introduced. We
also indicate some of the main applications of our proposed
scheme in this section. In Section III, we present our proposed
secure scheme in detail. The training phase, including channel
probing and CSI estimation, and the message transmission
phase are described in this section. Moreover, a closed-form
expression for the achievable SKR obtained from the channel
probing is derived as well. In Section IV, we study the
jamming-resiliency performance of our FH-based scheme by
analyzing the probability of successful handshaking. In addi-
tion, the secrecy performance analysis of the proposed scheme
is investigated by calculating the ESR metric. Moreover, to
boost the performance of the system, optimal allocation of
power between AN and the message signal is examined at
the end of this section. Section V presents and analyzes the
numerical simulation results. Finally, Section VI concludes
the paper and presents useful insights for future research
directions.

Notations: We denote the transpose, the conjugate transpose,
and `2 norm of a vector by (·)T , (·)†, and || · ||, respectively.
The zero and the identity matrices are shown by 0 and I,
respectively. CN (µ, σ2) represents a complex variable with
mean µ and variance σ2. A random variable (RV) corre-
sponding to a signal symbol is denoted by the uppercase
character of that symbol. The expected value, the probability
density function (pdf), and the cumulative distribution function
(CDF) of RV X are denoted by E(X), fX(x), and FX(x),
respectively. The mutual information of two RVs X and Y
is shown by I(X;Y ). We also denote [x]+ = max(x, 0) and
C(x) = log2(1 + x). Ei(·), ψ(·), and Φ = 0.577 are the
exponential integral [51, Eq. (8.211)], the Psi function [51,
Eq. (8.36)], and the Euler’s constant, respectively.
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Fig. 1. Proposed transmission scheme for D2D communication.

II. SYSTEM MODEL

We consider a point-to-point2 wiretap system over quasi-
static Rayleigh fading channel, where the secret message is
sent from the D2D transmitter (D1) to the D2D receiver (D2)
in the presence of an Eve equipped with M antennas, as
depicted in Fig. 1. The Eve implements selection combining
(SC), i.e., she selects signal with the highest instantaneous
signal-to-noise ratio (SNR) due to complexity constraints3.
Beside the wiretapping attack of Eve, a powerful HJ, which is
equipped with the advanced full-duplex technology [34] exists
in our secure D2D communication model. To be more specific,
the multiple-antenna-assisted HJ, which is equipped with AJ
antennas, can transmit a noise-like signal and concurrently,
can wiretap the packet exchange between the D2D nodes. In
our system model, the D2D nodes are equipped with single-
antenna4 and they operate under half-duplex mode, which
restricts them to transmit and receive simultaneously.

Possible Applications in IoT Networks:

The considered system model and communication protocol
are applicable in many state-of-the-art IoT applications, in-
cluding (but not limited to):
• The D2D communications between sensor nodes in IoT-

based WSNs, where jammer node with sensorial capa-
bility smartly launches jamming attack to disturb the
confidential information transmission [21], [33];

• The IoT applications of 5G cellular networks, where
a pair of D2D user equipments (UEs) directly talk to

2Considering D2D communications in IoT networks facilitates spectrum
reuse, which improves spectral efficiency and enhances energy efficiency.
Therefore, this model is applicable for IoT applications, where the majority
of devices follow D2D communication.

3This assumption applies to applications such as WSN, where the devices
are subject to resource limitations. For example, a single-chip is implemented
into the device for the sake of power-saving and cost reduction. Performance
analysis of an Eve capable of maximal-ratio combining (MRC) would be
investigated in our future works.

4The assumption of the D2D nodes which are equipped with single-antenna
transceivers, is a common cost-efficient, power-efficient, and thus, a practical
consideration for the low-cost IoT devices [5].
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each other to mitigate network overhead and save the
cellular resource blocks [29]; In such a scenario, the
jamming signal treated in this work can be considered as
an unwanted interference from adjacent cellular devices.

• Cyber-physical systems, e.g., industrial IoT (IIoT) or
smart grid, where the actuator directly receives control
signals from a central controller to perform corresponding
operations; In this scenario, it is critically important to en-
sure information secrecy, while maintaining transmission
resiliency against potential attackers [31], [36].

• LoRa networking as an emerging low power wide area
networking (LPWAN) technology in IoT paradigm [37];
Currently, LoRa technology utilizes symmetric key cryp-
tographic approach with advanced encryption standard
(AES), without any update. Hence, it is vulnerable to
eavesdropping attack. In addition, it is shown that this
technology is also prone to jamming attacks [38]. Our
proposed secure and resilient approach can be utilized to
guarantee reliable communication for LoRa networking.

• Bluetooth as a low-energy wireless technique for short
range communications, which is widely implemented in
smartphones, healthcare devices, and laptops; Bluetooth
technique employs FH to avoid channel collisions. There-
fore, our proposed FH-based method can be utilized for
Bluetooth communications to provide them both secure
and reliable transmission requirements [10].

We consider an FH-based system with Nc available orthog-
onal frequency sub-channels. The D2D nodes can hop to any
one of the Nc sub-channels in each time slot to communicate.
The sequence of channels chosen in a time frame for com-
munication is termed as FH sequence (hopping pattern) of
that frame. Furthermore, we assume that the HJ is capable of
randomly jamming Nj(≤ Nc) sub-channels simultaneously in
each time slot. Additionally, a constant jamming power Pj is
divided evenly among Nj jammed sub-channels. As discussed
in [39], the uniform distribution of jamming power is optimal
for the HJ from the perspective of minimizing the legitimate
channel capacity. Besides, we assume that HJ is synced to
each time-slot and has no interference to the Eve.
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As depicted in Fig. 2, the whole time is split into several
frames, each has L time slots with duration of Tc. The channels
remain static within each time slot, but vary independently
from one time slot to another one. Each time slot is also
split into two phases: a probing (or training) phase and a
message transmission phase (See Fig. 2). In the training phase,
the D2D nodes take turns transmitting pilot signals to allow
channel estimation at the opposite side. Then after agreeing
on a particular sub-channel which is based on the estimated
channels, the D2D nodes begin to transmit the message signal.
The message transmission phase is executed under a time-
division multiple-access (TDMA) protocol: As illustrated in
Fig. 1, each round of message transmission is twofold: In the
first step, the destination D2 sends AN over the air; In the
second step, the source node D1 combines its message signal
with the received AN and sends the resulting signal to D2. The
transmitted signal is then received by D2 and Eve, while the
HJ tries to attack the communication by emitting malicious
noise-like jamming signals. Within a time frame, the FH
sequence (the secret pattern of hopping) is selected with equal
probability among all possible choices. Remarkably, based on
Fig. 2, the FH sequence for each time frame is designated by
the secret key which was generated by exploiting the wireless
channels in the previous frame5 (this is investigated in Section
III). The jamming protocol of HJ in each time slot is as
follows: During the training phase, it carefully wiretaps the
pilot exchange between the legitimate devices by AJ − 1 of
its antennas to obtain a high-quality interpretation of the CSIs.
Simultaneously, it emits jamming signal by one of its antennas
(the remained one) to disrupt the training phase6. To highlight
the efficiency of our proposed scheme, we assume that HJ
has the ability to obtain the perfect CSIs of jamming links.
This assumption can be considered as the worst-case scenario
from the security perspective [34]. In the message transmission
phase, in order to make the jamming more destructive, the HJ
sends the jamming signal by AJ − 1 of its antennas (which
were wiretapping the pilot exchange in the training phase)
toward the D2D legitimate devices. The HJ utilizes the MRT
beamforming which is a widely-adopted precoder, and is a
cost-efficient technique with satisfying performance [34]. The
one remaining antenna of J is idle in this phase [13].

The communication channels are assumed to be reciprocal,
and the instantaneous channel gains of D1-to-D2, D1-to-Eve,
and D2-to-Eve links are presented by h

(K)
12 , h(K)

1e , and h
(K)
2e ,

respectively. These links follow the Rayleigh fading model,
i.e., h(K)

12 ∼ CN (0, δ2
12), h(K)

1e ∼ CN (0M×1, δ
2
1eIM×1), and

h
(K)
2e ∼ CN (0M×1, δ

2
2eIM×1), respectively, where δ2

12, δ2
1e,

and δ2e are the channel gains based on the distant-dependent
path loss of each link. Moreover, K ∈ {1, 2, · · · , Nsc} denotes
the index of the used sub-channel. Finally, the instantaneous

5Similar to many communication protocols [40], [41], in order to obtain
a secret FH pattern for the first frame, an initialization phase is performed
which only comprises the pilot exchange.

6We presume that the self-interference effect of the active antenna is
negligible on the other antennas of HJ. Evaluating the self-interference
isolation techniques is out of the scope of this paper. Moreover, the authors
in [34] showed that increasing the number of antennas at HJ can mitigate the
effect of the self-interference imposed by the full-duplex mechanism.

fading channel from HJ to each of the receiving D2D nodes is
denoted by h

(K)
jn ∼ CN (0A×1, δ

2
jnIA×1), n ∈ {1, 2}, where

δ2
jn is the channel gain from each antenna branch of J to the

receiving node n and A denotes the number of active antennas
at HJ. We mention that since the communication between D1

and D2 during each time slot is accomplished on a specific
sub-channel, hence, for the ease of representation, we omit
the superscript (K) in the remainder of the paper. Moreover,
without loss of generality, we assume that the noise at each
node is additive white Gaussian noise (AWGN) and follows
CN (0, N0).

III. DESIGN OF THE SECURE SCHEME

A. Training Phase for Key Establishment

In this subsection, we investigate the channel estimation
procedure performed by the D2D nodes. These nodes utilize
the local observations of the D2D channel to achieve a
secretly-shared key. This is done with the goal of obtaining
a secret hopping pattern for the transmission; hence, ensuring
the resiliency against active adversary. We derive a closed-
form expression for the achievable SKR and the probability
of successful transmission when facing jamming.

1) Channel Probing-Estimation Phase: As the first step
for training each time slot, the nodes try to estimate the
wireless channels. Channel probing makes the legitimate D2D
devices able to obtain raw random sequence, i.e., the estimated
channels, for future process leading to key generation of
the upcoming frame. In order to estimate the direct channel
of h12 in each time slot, both D1 and D2 take turns into
transmitting pilot signal xp = 1 with power P τ1 and P τ2 ,
respectively [27]. Then they estimate the direct channel from
their received signals. Simultaneously, HJ wiretaps the pilot
exchange between D1 and D2 with AJ − 1 of its antennas
and, via the remained antenna, emits jamming signal xj with
E{|xj |2} = 1 to the devices which are in receiving mode7.
Consequently, the received pilots at D1 and D2 can be written,
respectively as

yD1 =
√
P τ2 h12xp + s

√
Pj
Nj

hj1xj + n1,

yD2 =
√
P τ1 h12xp + s

√
Pj
Nj

hj2xj + n2, (1)

where s ∈ {0, 1} is a binary variable which follows Bernoulli
distribution and has the value 1, i.e., when jamming exists in
the used sub-channel, with probability Nj

Nc
, and has the value

0, otherwise. Moreover, hjn, n ∈ {1, 2} denotes the jamming
link from the active antenna of HJ to node n. Also, the received
signal at Eve in training phase is given by

y
(i)
E =

√
P τi hiexp + s

√
Pj
Nj

hjexj + ne, (2)

7In the training phase, where the nodes are initiating some packet exchanges
to estimate their channels, the HJ is not aware of the jamming links. As such,
it blindly emits the jamming signal xj over the air, which is received by the
nodes which are in the receiving mode.
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where i ∈ {1, 2} indicates whether the received signal is sent
by D1, or D2. Also, hje denotes the jamming link from the
active antenna of HJ to Eve. By invoking the received signals
yD1

and yD2
formulated in (1), the estimation of the D2D

channel at D1 and D2 can be obtained, respectively as

ĥD1
12 =

yD1√
P τ2 xp

= h12 + ẑ1, ĥD2
12 =

yD2√
P τ1 xp

= h12 + ẑ2,

(3)

where the superscripts D1 and D2 indicate that the esti-
mation is conducted at these two, respectively. Moreover,
ẑi ∼ CN (0, σ̂2

zi), i ∈ {1, 2} is the channel estimation error
which is independent of h12 [42] with the variance of

σ̂2
E1=(N0 + s

Pj
Nj

δ2
j1)/P τ2 , σ̂2

E2=(N0 + s
Pj
Nj

δ2
j2)/P τ1 . (4)

We note that the transmit power of the D2D nodes, the pilot
signal, and the channel variances are publicly available at
legitimate nodes. As such, the D2D nodes can conduct the
channel estimations expressed in (3). Moreover, as mentioned
in Section II, we assume that HJ obtains the perfect CSIs of
jamming links from its piloting observations, and thus, the
estimation procedure of the HJ is not formulated here.

2) Key Generation from Channel Estimation: The estimated
CSIs at D1 and D2 during all training slots of a time
frame can be concatenated to form the corresponding vectors
ĥN12 = [ĥN12(1), · · · , ĥN12(L)]T , N ∈ {D1, D2}. These corre-
lated observations are used to generate the shared secret key
(the aforementioned FH pattern) for the next frame. Similarly,
all the received signals at Eve can be gathered in two vectors,
namely y

(1)
E and y

(2)
E , where y

(i)
E = [y

(i)
E (1), · · · , y(i)

E (L)]T .
Moreover, all the nodes which are facing the malicious signals
of HJ, will detect the existence of jamming at the end of each
time slot [27], therefore, by collecting the binary states s(t),
t ∈ {1, 2, · · · , L} into a vector s = [s(1), · · · , s(L)]T , both
the D2D devices and Eve will obtain the vector s for further
calculations.

In general, assume that two legitimate nodes A and B, and
the Eve E obtain n realizations X = (X1, X2, ..., Xn), Y =
(Y1, Y2, ..., Yn), and Z = (Z1, Z2, ..., Zn), respectively. A and
B can extract a common key from their observations X and
Y , respectively. The work of [43] developed the information-
theoretical fundamentals for key generation, leading to the
following bound on the achievable secret key rate

Rkey ≥ I(X;Y )−min[I(X;Z), I(Y ;Z)]. (5)

Remarkably, until Rkey > 0 is satisfied, the key generation can
be carried out securely. Motivated by the above discussion, we
proceed to obtain a closed-form expression for the achievable
SKR to investigate the key secrecy of the training phase in our
proposed scheme. Therefore, invoking (5) for our proposed
system, the achievable SKR can be written as follows:

Rkey = E
{[

max
{
I(ĥD1

12 ; ĥD2
12 )︸ ︷︷ ︸

R1

− I(ĥD1
12 ;y

(1)
E ,y

(2)
E )︸ ︷︷ ︸

T1

,

I(ĥD2
12 ; ĥD2

12 )− I(ĥD2
12 ;y

(1)
E ,y

(2)
E )︸ ︷︷ ︸

T2

}]+∣∣ s}, (6)

where I(X,Z;Y ) is the mutual information of the jointly
distributed random variables X and Y , and Z. In (6), R1

denotes the key rate that can be achieved by utilizing the
existing legitimate channel vector h12. Furthermore, recall that
the secret key rate in the proposed scheme is generated from
the local observations of the D2D link. Hence, the leaked rates
to Eve denoted by T1 and T2 are zero. This is because the
observations of Eve, derived in (2) for each time instance,
are independent of the legitimate D2D channel h12

8. Besides,
we remark that the proposed scheme is a typical mobile
communication system, in which multi-path fading contributes
as the predominant factor of random deviation than large scale
fading. As such, despite the positions or displacements of the
legitimate D2D nodes being disclosed, the Eve cannot still
derive any useful information about h12. Accordingly, we
further simplify the expressions in (6) to obtain the closed-
form expression for the achievable SKR of our proposed
scheme as

Rkey
(a)

≥
[
E
{
I(ĥD1

12 ; ĥD2
12 ) | s

}]+
(b)
= (1−Nj

Nc
)C
( δ2

12

σ̂2
E1|s=0

+ σ̂2
E2|s=0

+ σ̂2
E1|s=0

σ̂2
E2|s=0

/δ2
12

)
+
Nj
Nc

C
( δ2

12

σ̂2
E1|s=1

+ σ̂2
E2|s=1

+ σ̂2
E1|s=1

σ̂2
E2|s=1

/δ2
12

)
, (7)

where (a) follows from the fact that E {max[X,Y ]} ≥
max [E{X},E{Y }] [15] and (b) follows from some straight-
forward manipulations on the mutual information of two
correlated Gaussian-distributed RVs [17]. Note that σ̂2

Ei|s=0
and

σ̂2
Ei|s=1

, i ∈ {1, 2} can be obtained by substituting s = 0 and
s = 1 in (4), respectively. Notably, the derived expression for
SKR in (7) satisfies Rkey > 0 which implies that the secrecy
of key is maintained in the training phase of our system.
In our system model, if the pattern of the used sub-bands
(FH sequence) is exposed to the HJ, then it can focus on the
compromised sub-channels and dedicate its power budget to
realize a deadly attack, which will degrade the performance of
our proposed scheme. That is, to have a reliable transmission,
it is important for D2D devices to have a secret and non-
static FH sequence such that the HJ cannot obtain this pattern
effortlessly. Obtaining the hopping sequence via utilizing the
secret key generated from the physical layer of legitimate
channels, which has information-theoretic proofs in terms of
security, can help the overall system ensure a secure and
reliable communication. Therefore, this common secret key
is utilized as the FH pattern of the D2D nodes.

Remark 1: Invoking Eqs. (4) and (7), one can conclude
on the negative effect of HJ on the achievable SKR. That is,
increasing the jamming power Pj leads to higher estimation
error variances (pilot contamination), which results in SKR
reduction.

Remark 2 (SKG in practice): Design of an SKG system in
physical layer is performed by implementing some blocks after
the probing phase. More precisely, after organizing the probing

8This is a basic assumption in the context of physical layer SKG, known
as spatial decorrelation. It states that any Eve positioned in more than one
half-wavelength away from any user faces uncorrelated multi-path fading [10].
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Protocol Code Size (kb) Cycles Computation Energy (mJ) Communication Energy (mJ) Total (mJ)
Key Generation 1.137 ≈ 1345 k 5.206 0.187 5.393

ECDH 8.749 1,734,400 k 528.45 0.064 528.514
TABLE I

RESOURCE AND ENERGY CONSUMPTION COMPARISON BETWEEN SKG AND ECDH [44].

phase (handshaking for channel estimation), the correlated
random observations of yD1

= [yD1
(1), · · · yD1

(L)]T and
yD2

= [yD2
(1), · · · yD2

(L)]T are obtained by D2D nodes.
Afterwards, each entity of these random vectors is mapped
onto some bits by prevalent quantization algorithms. Next step
is to reconcile the streams of bits between the two legitimate
nodes, using some error correcting codes. Ultimately, a privacy
amplification block, e.g., universal hash functions is applied to
enhance the quality of secret bits and minimize the information
leakage. More details about SKG blocks can be found in [10].

Remark 3 (Energy consumption efficiency): The SKG tech-
nique utilized in this paper is lightweight and uses limited
resources. This is due to the fact that the SKG is carried
out along with the channel measurements [10], [38]. In other
words, no dedicated signaling transmission is acquired for
key generation. This significantly saves power consumption,
thus, meets the low energy constraints of IoT devices. To
show the cost-efficiency of the utilized SKG method, as a
practical example, the researchers in [44] implemented both
the physical layer key generation scheme and a lightweight
elliptic curves Diffie–Hellman key generation (ECDH), as a
comparison. Using an 8-bit Intel MCS-51 micro-controller, the
ECDH required about 8 times more code size, 98 times more
energy, and imposed 1289 times higher complexity than that of
the key generation protocol, respectively. The details of their
experimental results are summarized in Table I.

B. Message Transmission Phase

In the message transmission phase, the information signal
has to be transmitted from D1 to D2. For the message
transmission phase, as illustrated in Fig. 1, the ANI technique
is implemented to degrade the received signal quality at the
Eve, such that it cannot estimate the confidential information.
It is worth mentioning that the ANI scheme is shown to be
low-cost, thus suitable for low-complex IoT nodes [7]. In
each step of the message transmission phase, the HJ jams the
legitimate D2D device. The jamming is conducted with AJ−1
antennas of HJ by transmitting the noise-like signal xj with
power of Pj . The HJ utilizes the MRT transmit weight vectors

w
(1)
J =

h†j1
||hj1|| ∈ C1×(AJ−1) and w

(2)
J =

h†j2
||hj2|| ∈ C1×(AJ−1)

in the first and second step of transmission, respectively.
These MRT vectors are obtained via eavesdropping the packet
exchange procedure in the training phase of each time slot. The
steps for establishing a secure message transmission between
the D2D devices are as follows.

• First step. As it is shown with red dashed lines in Fig.
1, D2 emits the pseudo random AN x2 with power Pµ2
over the air, where x2 ∼ CN (0, 1). The signal is then
received by D1 and Eve. At the same time, the HJ sends

jamming signal xj with E{|xj |2} = 1 to D1. Thus, the
received signal at D1 is

y
(1)
D1

=
√
Pµ2 h12x2 + s

√
Pj
Nj

w
(1)
J xjhj1 + n1. (8)

• Second step. D1 transmits x1 with E{|x1|2} = 1, which
consists of the normalized information signal m, added
with the received signal y(1)

D1
from the first step as follows

x1 =
√
ξm+

√
1− ξ

y
(1)
D1√
Pr
, (9)

where E{|m|2} = 1 and 0 < ξ ≤ 1 denotes the power
splitting ratio between the information signal and the AN.
Moreover, Pr is the power of the received signal y(1)

D1

which can be calculated as 9

Pr = E{|y(1)
D1
|2} = Pµ2 |h12|2 + s

Pj
Nj
||hj1||2 +N0. (10)

The signal x1 is transmitted with power Pµ1 , and is
received by D2 and Eve as shown in Fig. 1 with solid
lines. Meanwhile, the HJ emits the malicious jamming
signal (depicted by dash-dotted line in Fig. 1) to the
legitimate receiver D2 via the MRT vector w

(2)
J . The

received signal at D2 is given by

y
(2)
D2

=
√
Pµ1 h12x1 + s

√
Pj
Nj

w
(2)
J xjhj2 + n2. (11)

Similarly, the receiving signal at each antenna of Eve,
denoted by yEi , i ∈ {1, 2, · · · ,M} is simply given by
y

(2)
Ei

=
√
Pµ1 h1eix1 +n2, where h1ei is the channel from

D1 to the i’th antenna of Eve, i ∈ {1, 2, · · · ,M}. We
note that to realize a harmful attack from the security
perspective, it is assumed that the HJ informs Eve of
the beamfoming vector w(2)

J and the jamming signal xj .
Hence, Eve is able to cancel out the jamming in the
second step with the aim of obtaining a higher level of
signal-to-interference-plus-noise ratio (SINR).

Based on (11), the self-interference cancellation at D2 is
performed, using the estimated channel ĥD2

12 obtained in (3)
and (4) from the training phase10. Hence, we have

ỹ
(2)
D2

= y
(2)
D2
−
√
Pµ1

√
(1− ξ)Pµ2 (ĥD2

12 )2 x2√
Pr
, (12)

9Pr can be obtained via common methods for calculating the power of
signal [17]. We note that knowing the instantaneous values of channel gains
are not required for power calculation, and the expression in (10) is just
provided for further analysis.

10We remark that Eve may also carry out the same procedure as D2 does.
However, based on (8) and (9), to effectively decode the secret message, the
estimation of legitimate channel h12 is required, which is not available at
Eve.
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γD2
=

ξPµ1 |h12|2Pr
(1− ξ)Pµ1 |h12|2(s

Pj
Nj
||hj1||2 +N0) + Pr(s

Pj
Nj
||hj2||2 +N0) + (1− ξ)Pµ1 P

µ
2

∣∣ h2
12 − (ĥD2

12 )2
∣∣2 . (13)

where ỹ(2)
2 denotes the interference-canceled signal at D2.

Consequently, the received SINR at D2 is expressed in
(13) which is on top of the next page. Analogously, the
received SINR at the i’th antenna of Eve, denoted by γEi ,
i ∈ {1, 2, · · · ,M} is

γEi =
ξPµ1 |h1ei |2

(1− ξ)Pµ1 |h1ei |2 +N0
. (14)

For m ∈ {1, 2}, n ∈ {1, 2, ei} (m 6= n), and i ∈
{1, 2, · · ·M}, we define γmn

∆
= ρm|hmn|2, where ρm

∆
=

Pµm
N0

denotes the transmit SNR of the D2D devices. Moreover,
we define γjn

∆
= ρj ||hjn||2, where ρj

∆
=

Pj/Nj
N0

. Afterward,
considering the high SNR regime, we can approximate the
SINR at Eve and D2 which leads to the following equations.

γEi ≈
ξγ1ei

(1− ξ)γ1ei + 1
, (15)

γD2|s=0 ≈
ξγ12γ21

(1− ξ)γ12 + γ21 + (1− ξ)γE1γE2
, (16)

γD2|s=1 ≈
ξγ12(γ21 + γj1)

(1− ξ)γ12γj1 + γj2(γ21 + γj1) + (1− ξ)γE1γE2
,

(17)

where γEn
∆
=

Pµn
N0
|h2

12 − (ĥD2
12 )2|, n ∈ {1, 2}.

Remark 4: In our proposed scheme, the training phase not
only determines the required FH sequence, but also assists
the destination node to decode the data signal in the message
transmission phase via channel estimations. Hence, increasing
the allocated power P τ for training boosts both the FH rate
and the channel estimation quality. This can be easily seen
from (4), (7), and (12).

IV. RESILIENCY AND SECRECY PERFORMANCE ANALYSIS

A. Jamming Resilience Performance Analysis

1) Probability of successful handshaking under attack: In
this subsection, we investigate the performance of the hand-
shaking (channel probing and SKG) phase of the proposed
system against the wide-band jamming attack. Similar to [21]
and [28], we assume that the HJ is capable of obtaining the
rate of the secret key, Rkey , shared between legitimate nodes.
Therefore, the HJ can generate all possible FH sequences. As
a numerical example, consider the HJ is informed that the IoT
nodes agree on a secret key of 6 bits and adopt this key for the
FH pattern, it can then generate all 63 possible FH patterns.
Due to the fact that the HJ does not know the exact pattern
agreed between IoT nodes, the best treatment for the HJ would
be to uniformly allocate its power among possible FH patterns
and transmit the summation of these patterns. Therefore, the
received signal at the receiver can be represented by

yD2
=
√
P τ1 h12xK +

√
Pj
NK

hj2xj

NK∑
i=1

Ki + n2, (18)

where K is the shared secret hopping pattern with length LK =
log2(Nc) bits, NK = 2Rkey − 1 denotes the number of all
possible patterns, and Ki denotes a possible pattern that the
HJ generates. Based on (18), we can obtain the SINR of the
receiver under jamming attack as follows.

γ
(UA)
D2

=
ρ|h12|2

ρj
Nk
|hj2|2I + 1

LK

, (19)

where ρ =
P τ1
N0

, ρj =
Pj
N0

, I =
∑NK
i=1 ϕi, and ϕi denotes

the correlation between Ki and K. We note that ϕi = 1 if
Ki = K. In order to evaluate the resiliency performance of
the D2D communication under jamming attack, we adopt the
successful handshaking probability as the performance metric,
which is defined as the probability that the received SINR at
the receiver is larger than a certain threshold [21]. This can
be expressed as

P(UA)
s (Rkey, γth) = Pr{γ(UA)

D2
> γth} (20)

Accordingly, we proceed to examine the successful handshak-
ing probability of scheme in the following lemma.

Lemma 1. The successful handshaking probability of our
system under jamming attack is given by

P(UA)
s (Rkey, γth) ≈ ρδ2

12NK exp(−γth/ρδ2
12LK)

ρδ2
12NK + ρjδ2

j2γth(1 + 2Rkey−2
3LK

)
.

(21)

Proof. Please see the proof provided in Appendix A.

Lemma 1 indicates that the probability of successful hand-
shaking in the training phase of our scheme does not depend
on the location of passive Eve, which is desirable from the
security perspective.

2) Jamming-resilient condition: As previously mentioned,
our proposed FH-based scheme requires a sufficient key rate.
The SKR determines the FH rate of our scheme which
interprets the ratio of robustness against jamming. Therefore,
as a measure to verify whether our scheme is ahead of HJ
or not, one must ensure that the key rate be large enough
to meet the inequality 2Rkey ≥ Nc [27]. In other words,
in the proposed scheme with Nc available sub-channels, at
least L log2(Nc) bits are required to maintain the full hopping
pattern for the next time frame (each time frame consists of
L time slots). Thus, we must have

LRkey ≥ L log2(Nc). (22)

It is worth mentioning that having higher SKRs, in addition
to getting rid of the jamming attack, has another advantage
for the FH system. The higher SKR means having a secret
hopping pattern which can be utilized for more upcoming
time slots, and therefore, the network will spend less time for
computational processes. This is because there would be no
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need for frequently conducting SKG process. This benefit is
desirable for resource-limited communication networks such
as 5G-enabled IoT and WSNs.

Remark 5: Considering a total transmit power budget
P τ = P τ1 +P τ2 for training phase, the SKR is a monotonically
increasing function of P τ . This can be inferred from Eqs. (7)
and (4). Hence, to find the minimum required transmit power
for robustness, we must have P τ ≥ P τ

∗
, where P τ

∗
can

be easily obtained by solving Rkey(P τ
∗
) = log2(Nc). This

problem can be solved using prevalent numerical approaches
such as bisection search method.

B. Secrecy Performance Analysis

An extensively-adopted secrecy metric to evaluate the se-
crecy performance of the wireless communication networks
is the ESR performance. This metric measures the average
rate below which any confidential transmission is achievable.
Toward this end, based on the calculated SINRs, i.e., equations
(15)–(17) in the previous section, the instantaneous secrecy
rate for the transmitted massage can be expressed as [45]

Rs =
1

2 ln 2

[
ln
(

1 + γD2

)
− ln

(
1 + γE

)]+
, (23)

where γE
∆
= max

1≤i≤M
γEi , due to the fact that Eve adopts the

SC technique. Consequently, the ESR performance can be
validated as follows

R̄s =
1

2 ln 2
E
{[

ln(1 + γD2
)− ln(1 + γE)

]+|s}
≥ 1

2 ln 2

[
E
{

ln(1 + γD2
)
∣∣ s}︸ ︷︷ ︸

∆
= F1

− E
{

ln(1 + γE)
∣∣ s}︸ ︷︷ ︸

∆
= F2

]+

∆
= R̄LBs . (24)

Based on (24), the ESR can be viewed as the difference
between the ergodic legitimate rate, defined by RL

∆
= 1

2 ln 2F1,
and the ergodic eavesdropping rate, defined by RE

∆
= 1

2 ln 2F2.
In the following, we proceed to obtain the closed-form expres-
sion of R̄LBs in (24) by obtaining the expressions of RL and
RE, respectively.

1) Ergodic Legitimate Rate: The ergodic legitimate rate RL

can be calculated as

RL =
1

2 ln 2

[
(1− Nj

Nc
)F1|s=0 +

Nj
Nc
F1|s=1

]
, (25)

where

F1|s=0 = ln
(
1 +
M0

N0

)
, (26)

with M0 = ξρ1ρ2δ
4
12e
−2Φ and N0 =

(
ρ2 + (1− ξ)ρ1

)
δ2
12 +

2(1− ξ)ρ1ρ2σ̂
2
E2|s=0(2δ2

12 + σ̂2
E2|s=0), respectively. And,

F1|s=1 = ln
(
1 +
M1

N1

)
, (27)

with M1 = ξρ1δ
2
12e
T −Φ and N1 = (1 − ξ)ρ1δ

2
12(AJ −

1)ρjδ
2
j1 + (AJ − 1)ρjδ

2
j2(ρ2δ

2
12 + (AJ − 1)ρjδ

2
j1) + 2(1 −

ξ)ρ1ρ2σ̂
2
E2|s=1(2δ2

12 + σ̂2
E2|s=1), respectively. Moreover, T is

given by

T =
λx

(1− λx
λy

)AJ−1

(
A+ B

)
, (28)

with λx = 1/ρ2δ
2
12, λy = 1/ρjδ

2
j1, A = −(Φ+lnλx)

λx
, and

B =
AJ−2∑
m=0

(1− λx
λy

)m
(lnλy−ψ(m+1))

λy
.

Proof. Please see Appendices B and C.

Eq. (27) indicates that the HJ can decrease the ergodic
legitimate rate of D2D nodes by increasing its jamming power
or utilizing more transmit antennas.

2) Ergodic Eavesdropping Rate:

Proposition 1. The exact closed-form expression for the
ergodic eavesdropping rate, RE, is given by

RE =
ξ

2me ln 2

M∑
k=0

pk
eck/ξ

ck(1− ξ)

(
e−ckEi(

−ck
ξ

)− Ei(
−k
me

)

)
,

(29)

where me = ρ1δ
2
1e, pk = (−1)k+1k

(
M
k

)
, ck = kξ

me(1−ξ) , and(
n
k

)
is the binomial coefficient.

Proof. Please see Appendix D.

Eq. (29) shows that the legitimate nodes can improve the
secrecy rate by increasing their transmit power, leading to
ergodic eavesdropping rate reduction.

Based on the above discussions, the achievable ESR can be
obtained as the secrecy metric of our proposed scheme:

3) Ergodic Secrecy Rate: The closed-form expression for
R̄LBs , defined in (24), is given by

R̄LBs = [RL −RE]+, (30)

where RL and RE are given by (25) and (29), respectively. So
far, we have derived the expression for the achievable ESR.
In the next subsection, we aim to improve the ESR by taking
into account the optimal allocation of power.

C. Optimal Power Allocation

In this subsection, we take into account the OPA for
message transmission by maximizing the ESR of our proposed
scheme in the presence of an HJ and a multiple-antenna-aided
passive Eve. Without loss of generality, we presume that both
D2D nodes have fixed-value transmit powers denoted by Pµ1
and Pµ2 defined in Subsection III-B. This assumption is also
compatible with the low-complex IoT nodes present in the
network [46], [47]. Accordingly, optimizing the network from
the security view-point is handled by adjusting the power split-
ting ratio ξ, which automatically adjusts the power allocated
for injecting AN and the power of message transmission as
well. We stress that instantaneous OPA between the AN signal
from D2 and the message signal from D1 depends on the
state of HJ, i.e., whether the jamming signal exists in the
used sub-channel or not. Besides, the power allocation should
be performed at the beginning of each time slot. However,
in this paper, the low-complex IoT nodes are not capable of
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detecting the presence of jamming attack at the start of each
time slot. Thus, finding the OPA in an instantaneous manner
is not applicable in our proposed scenario.

Taking these considerations into account, we utilize the
closed-form expression R̄LBs , obtained in the previous sub-
section (Subsection IV-B) for the ESR, to formulate the
optimization problem as follows

ξ∗ = arg max
ξ

R̄s(ξ)

s.t. 0 < ξ ≤ 1.
(31)

In order to check the convexity of the problem in (31), we
proceed to calculate the derivatives of R̄s. The first derivative
of R̄LBs can be written as

∂R̄LBs
∂ξ

=
1

2 ln 2

[
(1− Nj

Nc
)L0 +

Nj
Nc
L1 −M

]
, (32)

where

L0 =
M0

M0 +N0
(
1

ξ
− P0

N0
), (33)

with P0 = −ρ1δ
2
12 − 2ρ1ρ2σ̂

2
E|s=0(2δ2

12 + σ̂2
E|s=0). Moreover,

L1 =
M1

M1 +N1
(
1

ξ
− P1

N1
), (34)

with P1 = −ρ1δ
2
12ρjδ

2
j1(AJ−1)− 2ρ1ρ2σ̂

2
E|s=1(2δ2

12 +σ̂2
E|s=1),

and

M =

M∑
k=0

pke
ck/ξ

(
1

me(1− ξ)2

(
Ei(
−ck
ξ

)− e−ckEi(
−k
me

)
)

+
e−ck/ξ

k(1− ξ)
+
ck
ξ

Ei(
−k
me

)e−ck
)
. (35)

One can similarly take the second derivative of R̄LBs to see
the ESR is a concave function of ξ in the feasible set 0 ≤ ξ ≤
1, where we omit the expressions due to space limitations.
Moreover, by evaluating of the limits `0 = lim

ξ→0
∂R̄LBs /∂ξ and

`1 = lim
ξ→1

∂R̄LBs /∂ξ via utilizing L’Hôpital’s rule, one can

easily infer that `0 > 0 and `1 < 0, hence a unique globally
optimal point of ξ exists. This fact is also validated in our
simulation results in Section V. Therefore, with the aim of
maximizing the ESR in (31), it suffices to invoke (32) and
solve ∂R̄LBs

∂ξ = 0. Toward this end, the well-known and easy-
to-implement bisection approach is used in this paper [27]. The
required algorithm for solving our proposed OPA problem is
summarized in Algorithm 1, where ε is the tolerable error for
solving the OPA.

Remark 6: In this subsection, we solved the OPA problem
in an ergodic point of view by maximizing the ESR. This view-
point has an advantage that the optimized value ξ∗ for power
splitting ratio only depends on the publicly-shared or fixed
values of the network, such as transmit powers and channel
variances [12]. Therefore, it is not required for the IoT nodes
to frequently conduct the OPA, and whenever these public
parameters are changed, e.g., altering the nodes’ positions, the
OPA is replayed for the network.

Remark 7: Based on the proposed scheme which has been
introduced and analyzed from the security perspective, one can

Algorithm 1 Optimizing the value of power splitting ratio ξ
1: procedure BISECTION(R̄LB

s ,ε)
2: Set initial values of 0 < ξ−, ξ+ ≤ 1 such that(

∂R̄LB
s (ξ−)/∂ξ

)(
∂R̄LB

s (ξ+)/∂ξ
)
< 0.

3: Set ξ∗ ← (ξ− + ξ+)/2.
4: Compute ∂R̄LB

s (ξ∗)/∂ξ by substituting (33), (34), and (35)
into (32).

5: if ∂R̄LB
s (ξ∗)/∂ξ < 0 then

6: Set ξ− ← ξ∗.
7: else
8: Set ξ+ ← ξ∗.
9: while |ξ+ − ξ−| > ε do

10: Repeat 3 to 7.

easily deduce that the proposed method utilizes lightweight
security protocols. More specifically: i) In the training phase,
the intrinsic fluctuations of wireless channel was the only
source of common randomness utilized for SKG process,
where the details for the complexity of physical layer SKG
were provided in Table I. We also note that the resource
and energy consumption of the key generation process can
be decreased by optimally designing its stages. Therefore, key
generation is highly recommended for IoT devices which are
under the constraint of computational capability and battery
power [10], and ii) In the message transmission phase, we
utilized the easy-to-implement with low complexity AN injec-
tion method for the single-antenna legitimate entities, i.e., we
didn’t exploit any multiple-antenna beamforming methods, nor
any intermediate helper node. This fact significantly reduces
the implementation costs and the signaling overhead.

V. NUMERICAL RESULTS AND DISCUSSIONS

In this section, we present several numerical examples to
investigate our obtained closed-form expressions for the SKR
and ESR metrics. Moreover, some related benchmarks are
compared with our proposed scheme to show the efficiency
of our scheme. The impact of HJ node on the performance of
the proposed scheme and some insights on design parameters
are also provided. The results for the proposed OPA problem
are also validated in this section. For simulations, we consider
a normalized two-dimensional region by placing the nodes
D1, D2, Eve, and the HJ on positions (−1, 0), (+1, 0),
(1,+0.5), and (0.0.5) respectively [45], [15]. In general, the
variance δ2

12 of wireless channel between nodes N1 and N2, is
considered to be proportional to d−n12 , where d12 is the distance
between the nodes and n is the path loss exponent [45]. The
numerical results of this section are obtained using Monte
Carlo simulation over 105 realizations in MATLAB as the
simulation tool. The distance-dependent path loss exponent
is set to n = 2.5 and the noise power spectral density is
considered to be N0 = 10−4. The total transmit power budgets
P τ = P τ1 +P τ2 and Pµ = Pµ2 +Pµ1 are evenly allocated to D1

and D2 in the training phase and message transmission phase,
respectively. We further examine the OPA between AN and
message signal by investigating the expressions obtained in
Subsection IV-C. In this section, the number of Eve’s antennas
and the number of jammed sub-channels are set to M = 4
and Nj = 40, respectively. For Figs. 3–5 and 7, we set the
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Fig. 3. Probability of successful handshaking vs. transmit SNR.

number of HJ’s antennas to be AJ = 4. For Figs. 3 and 5–7,
we consider the total number of sub-channels Nc = 128. The
power of the HJ is set to have the value of Pj = 20 dBm
for Figs. 4, 5, and 7. Moreover, we consider ξ = 0.5 for the
power splitting ratio in Figs. 3–6. The optimal value for ξ is
examined in Fig. 7.

Fig. 3 depicts the probability of successful handshaking Ps
with respect to the transmit SNR P τ1

N0
of the training phase

for two levels of HJ’s transmit power, i.e., Pj
N0

= 15 dB
and Pj

N0
= 30 dB. It is clear from the figure that increas-

ing the transmit SNR increases the probability of having a
successful training phase. This can be easily concluded from
(21). Moreover, based on the concepts presented in Remark
5, we can conclude that increasing the achievable SKR via
enlarging the training power budget results in having a resilient
handshaking procedure against active adversary. Furthermore,
we can deduce from the figure that when the proposed system
faces with an increase in the HJ’s power, the D2D devices must
increase their transmit power to have a successful transmission
against the HJ. In this experiment, the effect of HJ’s position
on the resiliency of the proposed scheme is also examined by
considering three cases: Case I, where the HJ is located in
(normalized) position (−1, 0.5) near D1 (which is trying to
have a resilient communication toward D2), Case II, where
the HJ is located in position (0, 0.5), and Case III, where the
HJ is located in position (+1, 0.5) near the receiving node
D2. It is seen that the HJ is more destructive when it is near
the receiving node. As another benchmark, we investigate the
resiliency of our proposed scheme when the HJ is powerful
enough to fully jam (FJ) all available sub-channels [20]. This
special case can be easily analyzed by substituting Nj = Nc,
taking the first term of (7), and finally, substituting the resultant
Rkey into (21). For this benchmark, the HJ is located in
position (0.0.5) and the benchmark shows that changing the
location of HJ toward the receiving legitimate node is more
effective than the FJ scenario. This is because in the FJ case,
the power of HJ is reduced over each individual sub-channel.
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Fig. 4. Secret key rate vs. total number of used sub-channels.
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Fig. 5. Ergodic secrecy rate vs. transmit SNR.

Figure 4 shows the SKR (obtained in (7)) vs the total
number of used sub-channels Nc for three different levels of
training power. It is clear from the figure that increasing Nc
reduces the achievable SKR. This observation is based on the
jamming-resiliency condition discussed in Subsection IV-A,
where an increase in the number of sub-channels makes the
resiliency of the system challenging as the right side of (22)
increases. However, the saturation in the figure implies that it
is not mandatory to design a system with a large number of
available sub-channels. Moreover, the red solid line depicts the
boundary line above which the resiliency condition of (22) is
satisfied. From the implementation view-point, as a conclusion
from Fig. 4, a system designer can save the allocated frequency
bandwidth, and also decrease some design costs, such as
switches needed for altering the used sub-channel, by choosing
an appropriate Nc. In other words, a suitable value for Nc
can be found for different values of training power of D2D
nodes, such that the resiliency is maintained in the system. For
instance, when P τ = 20 dBm (or 100 mW), the appropriate
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value for Nc is Nj ≤ Nc ≤ 45.
Fig. 5 illustrates the ESR vs the transmit SNR of message

transmission phase Pµ1
N0

which measures the confidential mes-
sage transmission rate. In this figure, our analytic closed-form
expression for the ESR derived in Subsection IV-B is depicted
and it coincides with simulation results. In Fig. 5, we also
compare our proposed resilient scheme with some state-of-
the-arts:

1) An upper bound for the ESR is provided, in which there
is no malicious Eve in the system [27]. In this case,
D2 is not obliged to inject jamming signal, thus, all
the transmission power budget is utilized for transmitting
the confidential message. Nevertheless, the proposed FH-
based scheme is still utilized to combat jamming attack.

2) The traditional direct transmission (DT) scheme [16],
where although the Eve exists in the network, the AN
injection scheme is not employed. As depicted in Fig. 5,
the performance of DT scheme is seriously poor. This
is because the Eve can obtain a high-quality version
of the message-bearing signal as there is no AN signal
to confuse it. We also compare our proposed model
with a DT scheme, where D1 aims to exploit spatial
diversity by two transmitting antennas. In this case, D1

applies MRT beamforming to improve the quality of the
legitimate link. However, we can see that the ESR of our
proposed model is superior to that of the DT scheme,
because of employing AN injection to degrade the Eve’s
receiving information signal. Moreover, a ceiling in the
ESR of the DT scheme can be observed. This is because
by increasing the transmit power, the quality of the
received signal at both the legitimate receiver D2 and
Eve increases.

3) The multi-frequency (MF) transmission scheme [48],
where the same message signal is conveyed over several
(here we choose 60) sub-channels. The goal of this ap-
proach is to safely transport at least one message-bearing
signal over a sub-channel, such that the message is not
corrupted by the jamming. Our simulation result shows
that the proposed FH-base scheme outperforms the MF
transmission scheme. Besides, in order to establish such
a multi hopping scheme, more bits must be dedicated to
address the sequence of FH pattern. This fact may limit
the performance of the system.

4) The fully-jammed (FJ) scenario [20], where Nj = Nc;
It is obvious from the figure that a non-zero secrecy rate
can still be achieved by our proposed FH-based scheme,
even in the presence of a powerful HJ. Nonetheless, the
ESR would become less than the partially-jammed case.
The closed-form analytical expression for the ESR of this
special case can be straightly obtained by substituting
Nj = Nc in (25) and taking the second term of it, and
then put the resulting expression into (24).

5) A non-hopping transmission scheme was presented in
[35], where the authors considered the whole transmission
to be established on a fixed carrier frequency. Simulation
result shows that the mentioned scheme starts to have a
non-zero secrecy rate from the SNRs about 25 dB. In
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Fig. 6. Ergodic secrecy rate vs. number of jammer’s antennas.

contrary, our proposed scheme which utilizes multi sub-
channels, has a non-zero secrecy rate even with a very
low transmit power. This implies the efficiency of our
scheme, which has satisfying secrecy capacity without
inquiring huge amount of transmit power.

6) The relay-assisted secure transmission, where an un-
trusted intermediate node amplifies and forwards the
message-bearing signal to D2. In this scenario, a relay
is located in (0,0) to help conveying message from D1

to D2, while the AN is injected from D2 to confuse
both the untrusted relay and Eve. The resultant ESR
in Fig. 5 shows that the relay-assisted scenario obtains
slightly better secrecy performance compared with our
proposed scheme. However, our proposed D2D scenario
has a low-complexity deployment without any need for a
helper node. Besides, the relay-assisted scenario has some
drawbacks, including synchronization between the relay
and D2D devices. In addition, the channel estimation
and the procedure of sharing the estimated CSIs among
legitimate nodes have some challenges in relay-based
transmissions [15].

Fig. 6 depicts the ESR with respect to the total number of
HJ’s antennas for different levels of jamming power Pj . In
this figure, the transmit power of message phase is considered
Pµ1 = Pµ2 = 20 dBm. It is clear from the figure that increasing
AJ results in decreasing the ESR performance of the system.
The saturation which is seen in the figure can be inferred
by invoking Eqs. (27) and (28), where by tending AJ to
infinity results in (27) to become zero. Moreover, analogous
to the results in Fig. 3, we see that the HJ can decrease the
performance of the network in terms of the ESR by enlarging
its jamming power.

The result of the OPA problem is plotted in Fig. 7 for differ-
ent distances d12 between the D2D nodes and Pµ1 = Pµ2 = 30
dBm. In this figure, all the nodes are fixed, except D1 which
moves from position (−1, 0) toward D2 located in (+1, 0).
The figure shows that higher ESR can be achieved when the
D2D nodes are closer to each other. This is because the D1-to-
D2 link will have higher quality when the nodes are near each
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Fig. 7. Ergodic secrecy rate vs. power splitting ratio.

other. Additionally, the figure implies that by having the D2D
nodes closer to each other, the optimal value for the power
splitting ratio ξ tends to larger values. Because, the D2D link
is high-quality enough; thus, the need for injecting AN signal
to confuse the Eve decreases. Finally, Fig. 7 validates the
optimality of the proposed bisection algorithm in Subsection
IV-C. It can be seen from this figure that the optimal values
of ξ∗ (depicted by blue square) are well matched with the
optimal points obtained from the exhaustive search result (the
red triangles).

VI. CONCLUSION AND FUTURE DIRECTIONS
In this paper, we proposed a lightweight jamming-resistance

and anti-eavesdropping scheme for IoT communication. In
our system model, a single-antenna transmitter communicates
with a half-duplex single-antenna receiver in the presence of
a multiple-antenna-aided passive Eve and a multiple-antenna
HJ. The simple AN injection scheme was adopted to ensure
secure transmission, while the physical layer SKG procedure
was proposed for ensuring resiliency against jamming attack.
For such a network structure, we obtained a new closed-
form expression for the SKR to indicate the FH rate, and
the ESR to highlight the secrecy efficiency of our proposed
scheme. Moreover, an OPA with the aim of maximizing the
secrecy rate was designed and solved. Eventually, numerical
examples were provided to gain engineering insights behind
the proposed communication scenario. Some of the future
research directions which can be investigated are as follows:
• Mobile Adversary in the Network: Such adversary can

explore spatial diversity techniques to boost its SINR.
Besides, it could get closer to the target node to improve
its data decoding chance. Accordingly, further investiga-
tions are required to establish the robustness of current
security schemes against this type of adversaries.

• Real Deployment Scenarios: Providing experimental
testbeds and open-source code could help the community
to verify research findings. Moreover, the interpretation
from simulation to experimental validation could help
fine-tune the theoretical models and highlights technical
challenges, such as network synchronization and interfer-
ence cancellation.

• Data Security Trust Mechanisms: To maintain data secu-
rity, trustworthiness of network nodes could be taken into
account. The idea of the trust-based network mechanism
is to assign trust evaluation values to different nodes.
For example, if a node has an unusual data forwarding
behavior, its trust degree should be reduced [2]–[4].

APPENDIX A

Based on (19), we derive the successful handshaking prob-
ability as

P(UA)
s (Rkey, γth) = Pr

{ ρ|h12|2
ρj
NK
|hj2|2I + 1

LK

> γth

}
= Pr

{
|h12|2 >

γth
ρ

( ρj
NK
|hj2|2I +

1

LK

)}
(a)
=

∫ ∞
0

exp

(
− γth
ρδ2

12

(
ρj
NK
|hj2|2I +

1

LK
)

)
× 1

δ2
j2

exp(− x

δ2
j2

)dx

=
exp(−γth/ρδ2

12LK)

1 + ρjδ2
j2γthI/ρδ2

12NK
, (36)

where (a) follows from the fact that |h12|2 ∼ exp(δ2
12)

and |hj2|2 ∼ exp(δ2
j2). Consequently, based on the concepts

of the multiple access interference (MAI) investigated in
[49], the value of I can be approximated by 1 + 2Rkey−2

3LK
.

Substituting this approximation into (36), a tight and efficient
approximation for P(UA)

s (Rkey, γth) is obtained, and the proof
is completed.

APPENDIX B

The ergodic legitimate rate RL can be calculated as follows.

RL =
F1

2 ln 2
=

1

2 ln 2
E
{

ln(1 + γD2
)
∣∣ s}. (37)

Conditioned on the jamming state vector s, one can calculate
the ergodic legitimate rate in (37) as11

RL =
1

2 ln 2

[
(1− Nj

Nc
)F1|s=0 +

Nj
Nc
F1|s=1

]
, (38)

where

F1|s=0
∆
= EγD2|s=0

{
ln(1 + γD2

)
∣∣ s = 0

}
(a)

≥ ln
(

1 + exp(F1n0 −F1d0)
)
, (39)

11To analyze the secrecy performance, one can derive the ESR following a
unified approach by considering a Bernoulli-distributed RV, which indicates
whether there is interference in the system or not. Inspired by this, we utilize
the following approach for analyzing the ESR, which provides useful insights
about the scenarios of jamming-experienced and jamming-free communication
links. This approach also facilitates the analysis for the case where a powerful
HJ jams all Nj = Nc sub-channels.
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where

F1n0 = E
{

ln(ξγ12γ21)
}

(b)
= ln(ξ) + ln(ρ1δ

2
12) + ln(ρ2δ

2
12)− 2Φ, (40)

F1d0 = E
{

ln
((
ρ2 + (1− ξ)ρ1

)
|h12|2 + (1− ξ)ρ1ρ2

×
∣∣ h2

12 − (ĥD2
12 )2

∣∣2 )}
(c)

≤ ln
{(
ρ2 + (1− ξ)ρ1

)
δ2
12 + 2(1− ξ)ρ1ρ2

× σ̂2
E2|s=0(2δ2

12 + σ̂2
E2|s=0)

}
, (41)

where (a) and (c) follow from using Jensen’s inequality12 on
the convex function ln(1 + exp(x)) and the concave func-
tion ln(x), respectively, and (b) follows from using [51, Eq.
(4.331.1)] and the fact that |h12|2 has exponential distribution
with mean δ2

12. We also remark that ĥD2
12 and σ̂2

E2 can be
obtained from (3) and (4), based on the channel estimation
in the training phase. Analogously, we have

F1|s=1
∆
= EγD2|s=1

{
ln(1 + γD2

)
∣∣ s = 1

}
≥ ln

(
1 + exp(F1n1 −F1d1)

)
, (42)

where

F1n1 = E
{

ln
(
ξγ12

)}
+ E

{
ln
(
γ21 + γj1

)}
︸ ︷︷ ︸

T

= ln(ξ) + ln(ρ1δ
2
12)− Φ + T , (43)

where T is given in Appendix C. Using the same procedure
as used in (41), we can rewrite

F1d1 ≤ ln
{

(1− ξ)ρ1δ
2
12(AJ − 1)ρjδ

2
j1 + (AJ − 1)ρjδ

2
j2

× (ρ2δ
2
12 + (AJ − 1)ρjδ

2
j1) + 2(1− ξ)ρ1ρ2σ̂

2
E2|s=1

× (2δ2
12 + σ̂2

E2|s=1)
}
. (44)

Substituting (40) and (41) into (39) results in (26), and
substituting (43) and (44) into (42) gives (27).

APPENDIX C

To obtain the expression for T = E{ln(X + Y )}, with
X

∆
= γ21 and Y

∆
= γj1, first note that X is an exponentially

distributed RV with mean mx = ρ2δ
2
12 and Y is a summation

of AJ−1 independent and identically distributed (i.i.d) expo-
nential RVs each with mean my = ρjδ

2
j1; thus, the pdf of Y

is given by [50]

fY (y) =
λAJ−1
y

Γ(AJ−1)
e−λyyyAJ−2, (45)

where λy = 1/my and Γ(·) is the gamma function [51, Eq.
(8.339)]. Accordingly, by defining Z ∆

= X + Y , the pdf of Z

12As discussed in [45], the Jensen’s inequality is sufficiently tight and
hence, leads to a tight lower bound expression for the ESR performance.
As will be observed in the simulations, the obtained closed-form expression
for the ESR matches well with the exact one.

can be obtained, using the concept of convolution as follows

fZ(z) =

∫ z

0

fX(x)fY (z − x)dx

(a)
=

λx

(1− λx
λy

)AJ−1
e−zλx

γ(AJ−1,−z(λx − λy))

Γ(AJ−1)

(b)
=

λx

(1− λx
λy

)AJ−1

[
e−λxz−e−λyz

AJ−2∑
m=0

(λy−λx)m
zm

m!

]
,

(46)

where λx = 1/mx, (a) is obtained from [51, Eq. (3.382.1)],
γ(α, β) is the lower incomplete gamma function [51, Eq.
(8.35)] and (b) follows by utilizing the series representation
for the incomplete gamma function.

Ultimately, the expression for T is calculated by the fol-
lowing steps

T = E{lnZ} (a)
=

λx

(1− λx
λy

)AJ−1

(
A+ B

)
, (47)

where A = −(Φ+lnλx)
λx

, B =
AJ−2∑
m=0

(1− λx
λy

)m
(lnλy−ψ(m+1))

λy
,

and (a) follows by using [51, Eqs. (4.331.1) and (4.352.1)].

APPENDIX D

The ergodic eavesdropping rate RE of our proposed scheme
can be formulated as

RE =
F2

2 ln 2
, (48)

where F2 is given by

F2 = E
{

ln(1 + γE)
}
. (49)

By defining W ∆
= γE = max

1≤i≤M
γEi , we can rewrite F2 as

F2 =

∫ ∞
0

ln(1 + w)fW (w)dw. (50)

In order to obtain the closed-form expression for F2, we
first calculate the pdf of W . We remark that γEi , for i ∈
{1, · · · ,M} has the following CDF, which can be easily
obtained using (15) and examining the definition of CDF for
an RV.

FγEi(w) = 1− exp
(−1

me
(

w

ξ − w(1− ξ)
)
)
. (51)

Then, by invoking (15), we note that the instantaneous SINRs
obtained by the antennas of Eve are independent from each
other. Therefore, we have

FW (w)=

M∏
i=1

FγEi(w) =

M∑
k=0

(−1)k
(
M

k

)
exp

( −kw/me

ξ − w(1− ξ)
)
.

(52)

By taking the derivative of (52) with respect to w, the pdf of
fW (w) is obtained, and the integral in (50) reduces to

F2 =
ξ

me

M∑
k=0

pkIk, (53)
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where pk is defined in (29) and

Ik =

∫ ξ
1−ξ

0

ln(1 + w)

(ξ − (1− ξ)w)2
exp

( −kw/me

ξ − w(1− ξ)
)
dw. (54)

By changing the variable v = (ξ−(1−ξ)w)−1 and simultane-
ously using integration by parts, through some straightforward
manipulations, the integral of Ik also reduces to the following

Ik =
eck/ξ

ck(1− ξ)

(
e−ckEi(

−ck
ξ

)− Ei(
−k
me

)

)
. (55)

Substituting (55) into (53) completes the proof.
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