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ABSTRACT

In an ad hoc network, users communicate with each other from a temporary network, without any form of centralized
administration. Each node participating in the network acts both as host and a router and must therefore be willing to forward
packets for other nodes. The existing wireless routing protocols do not accommodate enough sccurity for MANET and arc
highly vulnerable to attacks as malicious nodes may enter and leave the immediate radio transmission range at random
intervals. To reduce this vulnerability and ensure security some researchers introduced trust levels of each node to select the
neighbors. In this paper we introduce a technique for upgrading the trust levels of each node.
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L INTRODUCTION

Ad hoc npetwork does not rely on any stationary
infrastructure. The concept behind these infrastructures less
networks is the collaboration between its participating
members, i.c., instead of making data transit through a fixed
basc station, nodes consequentially forward data packets
from onc to another until a destination node is finally
reached. Typically, a packet may travel through a number of
nctwork points before arriving at its destination. The
operation of the system depends on distributed cooperation
among all nodes in the network and fairly needs to trust the
intermediate nodes between sender and receiver and the
neighbors. Because of the improvised nature of ad-hoc
networks, routes are built dynamically as and when nodes
arce regrouping (Discovery). Hence, ad hoc networks are
more responsive to topology changing than any wired
networks.  Consequently, routing protocols for ad-hoc
networks should be able to cope with link breakages and
make surc that the network won’t collapse as nodes are
moving or shutting down. This paper describes secure
neighbor detection for mobile ad hoc networks. In particular,
we employ a wrust-level based technique to find the nodes
which might be neighbors for the ad hoc on-demand
distance vector (AODV) routing protocol, a widely adopted
ad hoc routing protocol. AODV is a reactive and stateless
routing protocol that establishes routes only as desired by
the source node. AODV is vulnerable to various kinds of
attacks | 15]. This paper analyzes some of the vulnerabilitics,
specifically discussing attacks against AODV that related to
ncighbors. We propose a solution based on the trust level to
upgrade trust level as a malicious node may enter in
nctwork any time and cnsuc it cannot be chosen as the
neighbor. 'I'he remainder of this paper is organized as
follows: Section - describes the secure neighbor in AODV.
Section describes relative work on AODV security and

intrusion detection on ad hoc networks. Section describes
the upgrading technique of trust level in AODV. And finally
in section we summarize the work

II. SECURE NEIGHBOR DETECTION IN AODV

Differentiating between a node and malicious in ad hoc
networking environment is a challenging task. Malicious
nodes may behave maliciously only crratically, further
complicating their detection. A node that sends out false
routing information could be the one that has been
compromised, or mercly onc that has a temporarily stale
routing table due to volatile physical conditions. Dynamic
topologies make it difficult to obtain a global view of the
network and any approximation can become quickly
outdated. Therefore, secured neighbor detection is the first
task for secured routing in AODV. In a network a node
initiates path discovery process while it needs to
communicate with another node if it does not have sufficient
information. This process is accomplished by broadeasting a
route request (RREQ) packet to its neighbor. After recetving
a RREQ packet a node may reply back by forwarding RREP
packet or rebroadcast RREQ to its necighbors. Before
rebroadceast it will increase the hop field and remaining
same the destination sequence number. The previous one is
done if the receiving node 1s destination and the next one i
it is an intermediate node. For a secured neighbor detection
we propose to add several security modules with the
existing AODV. In AODYV protocol, a secure node wishing
to communicate with a destination node, first broadcasts a
RREQ packet to its neighbors. Upon receipt, the destination
nodc reply RREP packet to the source. Each node maintains
only the hop information to rcach to destination. The route
selection criteria of AODYV based upon hop count and
destination sequence number. Hop count determines how
short the route is, and the sequence number of the
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destination speaks about the freshness of the route
information. Therefore, the route selection metric is clearly
independent of the security level of the application and trust
factor of the participating nodcs.

Fach node maintains a local databasc of its
ncighbors, where trust factor is dynamically updated 3].
Trust factor of each node calculated from the trust level is
stored in the local database. Trust level of any node is
defined from an intcger value. Trust value is calculated from
the activities of a node when routing occurs. Every node
dynamically upgrades 1its trust level upon observing its
neighbor.

This protocol allows both the initiator and target to
verify that both are within their maximum transmission
range. It is a simple three-round mutual authentication
protocol. In 1% round, initiator sends a neighbor solicitation
packet by. The target sends the reply by a solicitation packet
after receiving the packet. In last round, the initiator sends
neighbor verification, including broadcast authentication of
a timestamp and the link from the source to destination.
Now the total delay between these two subsequent messages
1s found by

3=t -t

The distance between them (with respect to initiator) is
bounded by:

d<= 8/2*%¢,
where c is the speed of light in vacuum.

Thus. the initiator can check that the other party is within its
maximum lransmission range. The process of secure
neighbor detection is performed off line.

Each node maintains a local database for maintaining a
buffer with trust level of neighbor node. The following
figure 1 shows the format of local database (with possible
values):

Targct Packet ID Forwarded Unaltered
Node <IP, (Y/N) (Y/N)
Broadcast
D>
A | A 0001 1 0

Figure 1: Format of the local database of each initiator node

1. RELATED WORKS

Yan et al. [16] proposed a trust model for sccure
routing evaluation in MANET. The authors defined a large
trust evaluation matrix based on statistic data collected
during the network communication. The statistic fields try
to include different affective factors of the evaluation, such
as pre-existing relationship among the nodes. A linear
function is proposed to link these statistic fields together to
compute the trust value about a certain node or nodes.
However, no boundary cvaluation value is defined in their

approach. So it is difficult to define a threshold trust value
for on-going tasks.

Virendra et al. [17] proposed a pair-wise trust
evaluation scheme in MANETs. To cvaluate the
trustworthiness of a target node, a node implements somce
self evaluation on the target node while also considering
other nodes’ trust on the same target node. All frusts arc
evaluated via node monitoring on data delivery in the
network. For computing sclf cvaluation a traffic statistic
function is mentioned, but not explicitly presented. To
combine the self evaluation and others’ trust, a relationship
equation is defined. In the equation, self evaluation and
others trust
are weighted with factor al and a2 respectively (al ta2—1).
The limitation of such relationship equation is that all
different direct expericnces are adjusted with one weight
factor of same value.

It is evaluated two types of trust between a trustor node
and a trustee node: direct trust and recommendation trust.
Direct trust is a kind of credential gained by a trustor node
through its direct experience upon the trustee node. Recom-
mendation trust is the credential gained by a trustor node
from a third node or nodes’ recommendation on the trustee
node.

Jugal Krishna Das, Shareeful Islam, Abu Raihan
Mostofa Kamal, et al. 3] proposed a notation for calculating
the trust factor as T | A, B, t] = x. It implics that the trust
factor of a node A at time t is x measurcd by node B.
Therefore it is a relative measurc as T [A, B, t | #T| A, B,
t ] is not a necessary condition. Trust factor of a nodc 1s
determined by calculating the misbehaving of any node.

IV. ANEW MODEL FOR TRUST LEVEL
MODIFICATION

A predefined time period t,, is set up and after the t,, time all
entry of the local table will be deleted. A predefined
threshold value Pyyesnoid 18 the determination parameter to
detect a node as malicious. Our objective is to count the
successful forwards by the target node. It can be easily
computed by simply performing logical ANI) operation of
the forward and reverse field of figure 2. Then the total
number of 1s generates the desired successful packet
forwards.

Packet ID
Target
<IP, Forwarded Unaltered
Node
Broadcast (Y/N) (Y/N)
1ID>
A A, 0001 0 0
A A, 0002 1 0
A A, 0003 1 1
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oA | a0 | 0 ] o
A A, 0005 1 1
A A, 0006 1 1
oA | oao007 |1 | 1
A | A 0008 1 1

Figure 2: Local database with assumed value

Supposc a snapshot for a period of t,, is generated by a nodc.

Now by AND operation of the last two fields the resultant
transfer string becomes 00101111. So the number of the
successful packet forwards

Paossit =5
and the success factor ratio is

SIRA

= Psuccessl / Plnmi
=5/8
—62.57%.

Now D is calculated for a node A by subtracting the Peqola
{rom the new calculated success factor ratio as

D= SFR:\ - P‘hreshcld
If D <0 then the target node is detected as malicious. As
each node maintains a local database of its neighbors with
corresponding trust factor. So, the initiator updates the local
databasc setting the trust factor of target node —1. The usc of
SFR1 instcad of absolute number of successful packet
forward Pyc..is has been carefully chosen.

Upgrade of trust factor mechanism is slightly different
from that of degrade mechanism. But it uses almost the
same algorithm for building the transfer string. Upgrade
mechanism has two predefined values, t;and Pyesnoa Which
1s necessarily equal values of t,, and P eqo respectively of
the degrading process. The upgrading ratio will not be same
as the degrading ratio. The value Py 18 calculated by
summing up the number of consecutive 1s from the LSB
(Lcast Significant Bit). The SRIF2 computation is similar to
SRF1, and average the previous success ratio with the
current success ratio.

SFR2 = L (5

success? total + Psuccess]
2
Similarly, the degrading process D is calculated for a node
A by subtracting the Puresiors from the new calculated
success factor ratio as
D= SFI{\ - I’llu'cslmld

If the If ID > O then, the trust factor of the node is
incremented by 1. If SRF2 exceeds Pyeaon but does not

exceed by predefined value then trust factor is not
incremented.
Hence, notation for calculating the trust factor is

T[A B tf] =x

For secured routing, we want to ensure that a malicious
node can not be trusted by evaluating once. If ils
consecutive success ratio is satisfactory only then it is
trusted as a secured neighbor [detection is more essential.]
Hence, the upgrading is slower than degrading. A node.
which is not malicious may have suffered by this technique.

The above notation implics that the trust factor of a
node A at time t with previous success ratio f is x measured
by node B.

V. CONCLUSION

In this paper, we proposed a trust factor upgrading
technique of nodes in MANET. Here, both pre-existing
knowledge and direct interaction among nodes i the
network can be taken into account. In our scheme,
upgrading technique may not allow a secured neighbor at
the first time when route is discovered as its previous trust
level will be zero. But it ensurcs that no malicious node
entering in a network will be trusted. As the next step of
developing a general trust model, we plan to extend our trust
model to a general form to overcome this problem and we
will also look further at some issues like avoiding count to
infinity problem.
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