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Abstract. This paper reports on a case study of using rapid
prototyping to develop a serious game about crime prevention.
Five small-scale formative evaluations (with a total of 17 partici-
pants) were used to guide the collect user requirements and for-
mative feedback. Early formative results are positive and provided
early signals on what needs to be changed in the game design and
what could be kept. Evaluations also provided valuable feedback
for the underlying subject matter theory. The process used in this
research could possibly be transferred and adopted in other se-
rious game development projects, resulting in low-cost develop-
ment and early feedback on game design ideas.

1. Introduction

There is a growing interest in serious games (games
designed with an educational objective in mind), but there
has been little discussion of the cost involved in develop-
ing a successful serious game. Freitas and Jarvis [1] state
that the focus of development must be on target users of
the games, and recommend a series of user studies like
semi-structured interviews and workshop activities. At a
workshop in 2009 at the Game Developer Conference three
emerging trends for serious games were identified. Among
those were the broader use of early prototyping and new
market demands, notably pressure for lowering costs. This
trend can be seen as a response to the fact that commis-
sioned projects usually require multi-million-pound budgets
and diverse teams working over years to deliver [2].

Despite that a review of fifty serious games [3] found
out that the developers of less than half of those report to
have used established educational theories or principles.
Possibly related to that to date there is only weak empirical
evidence of the learning benefits of serious games [4].

In this paper, we report work in progress to develop
a low-cost game in the domain of crime prevention. The
intention is to provide a case study of how rapid
prototyping could be used to develop serious games and
how such a development approach impacts the collection of
user requirements and formative feedback.
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2. Background

The game under development is intended to support
practitioners when they learn to use a new framework for
crime prevention — the Conjunction of Criminal Opportu-
nity. CCO, as the framework is commonly abbreviated, comes
at the price of greater (but necessary) complexity relative to
widely used frameworks. Paradoxically this equips practitio-
ners to better handle the complex reality of crime [5]. A
diagram capturing the dimensions of CCO is provided in
figure 1. CCO has two aspects — 1) supporting analysis of
the immediate causes of criminal events, shown here; and
2) supporting systematic consideration of an array of prin-
ciples for preventive intervention, each principle in effect
blocking, weakening or diverting one of the causes.

The design of a serious game needs to take user
motivation and learning into account — both have been the
subjects of long-term research.

The term gamification — shorthand for the idea that
people generally like seeing tangible and comparable out-
comes of their effort — has recently gained popularity. When
receiving feedback in terms of numerical values (such as
points and scores), users get an opportunity to compare
their performance with others. This was acknowledged by
Richard Bartle [6], who in 1996 designed one of the first
taxonomies of approaches towards playing networked games.
In his taxonomy, people driven by performance scores are
called achievers. There are three further types: explorers,
socializers and killers. Subsequently, Andreasen and
Downey [6] developed a survey to classify people accord-
ing to this taxonomy.

Starting with this survey Yee [7] conducted a more
extensive investigation, using factor analysis on more than
two thousand players in massive multiplayer games. Yee
concluded that the motivational types identified by Bartle
are not exclusive to one another. As a result of his research
he rearranged motivational factors into three groups:
achievement, immersion and social motivations. Each of
these factors are the aggregation of loosely related subsid-
iary factors. Social motivation unites the needs for social-
ization, relationship building and teamwork. Achievement
motivation represents the needs to make progress, to com-
pete and to understand underlying rules. Immersion moti-
vation combines together discovery, role-play, customization
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Figure 1. A diagram featuring crime causes according to CCO. It portrays the 11 generic causes to crime, represented as rays
here and the resulting conjunction of criminal opportunity (CCO), represented as the black blot in the middle. A similar diagram
represents the corresponding 11 areas of preventive interventions

and escapism. Yee considers the labels of achievement and
eimmersion to loosely correspond to whether the player is
extrinsically or intrinsically motivated respectively. In a re-
cent study by Ruskov and colleagues [8], students were
interviewed after playing a leadership simulation game.
Collected responses typified Yee’s motivational factors.

Variation is another feature that game designers have
identified as engaging [9]. Even more relevant for the pur-
poses of a serious game, educational researchers [10,11]
have argued for the importance of variation in learning.
Researchers have reported using interactive tools [12], simu-
lations [13] or even traditional games [14] to expose learners
to variation. In the research presented here, we explore
possible systematic ways to introduce learning variation in
the design of a serious game.

As a way to operationalize variation Marton and Pang
[10] identify four necessary conditions for learning: con-
trast, separation, generalization and fusion. Contrast stipu-
lates that in order for a quality to be discerned, a mutually
exclusive quality has to be experienced in parallel. Separa-
tion emphasizes that one certain dimension of variation can
be discerned only if other dimensions remain invariant or
vary independently. Generalization complements separa-
tion by focusing on the fact that discerning a certain value
in a dimension is easier when this value is kept constant
when other dimensions change. Finally fusion stipulates
that the interplay of two dimensions can only be appreci-
ated when both of them are varied in conjunction.

Online social platforms are known for successfully
crowd-sourcing knowledge. There are examples like Sermo
[15] of living knowledge ecosystems utilizing surveys, tag-
ging, discussions and rating among other features. Collec-
tively constructed practical knowledge, developed within

Sermo, is a product that has been considered to be of
commercial value, which itself is an indirect evidence of
data quality. To our best knowledge there is only limited
research on specific attempts to integrate knowledge
sharing in games, like e.g. [16], despite the acknowledged
potential added value of peer-driven discussion and
feedback. In line with the practices of knowledge-sharing
applications and in order to allow for easy access in future,
our game prototype was developed as a browser-based
application.

Started as an exercise without a major development
budget, the project reported here tried to engage players
and help them learn with a minimalistic serious game. Our
project developed incrementally and strived to include only
features that are considered necessary. The intention is to
avoid escalating cost of development related to more com-
plex game systems. Research [16] has acknowledged impor-
tance of visual design for the development of any type of
game. Lacking the resources for this, we nonetheless had
to devise ways of testing the principle. Our hope was that
despite the poor visuals, addressing Yee’s motivational
factors would result in a prototype that is attractive as
interaction itself.

3. Method

Although crime prevention practitioners report that
they recognize the usefulness of CCO, more often than not
they also find it challenging to use, because of its complex-
ity and subsequent difficulty to oversee all the systemic
interactions that it represents. The aim of our prototype is
to engage players with different motivational factors, and to
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get them to experience the variation necessary to effectively
learn how to use the framework.

A first approach towards Yee’s motivational factors
[7] resulted in addressing each of the three wider catego-
ries: achievement, social and immersion motivations.
Achievement is the drive to stand out and excel; it is met
in the prototype by the scoring and ranking system, based
on peer assessment of user ideas, and dedicated badges for
suggestions that are perceived as innovative or described
with exceptional detail. The need for meaningful interaction
with other people — the social motivational factor — is
addressed through the opportunity for free-form idea for-
mulation and corresponding user comments. It is also in-
tended that the prototype is also usable in groups, thus
fostering discussions. The immersion factor — getting en-
gaged in the process of the game — is addressed by the
problem-based formulation of the task, and the exploratory
breadth provided by the variety of 11 CCO generic causes
and counterpart intervention principles.

Initial brainstorming to provide the four necessary
conditions of learning [10] resulted in the following way to
explicitly implement all four: contrast, separation, generali-
zation, fusion. For the early prototype, all four are expressed
through role-play in the peer assessment. This means that
after generating own ideas, players are asked to assume
various roles from the scenario, are given ideas suggested
by others and are asked to provide feedback. Secing new
realistic ideas covering the full spectrum of CCO exposes
players to contrast and separation. While role-playing, play-
ers provide feedback from the perspective of an offender or
potential victim. This allows them to maintain focus on CCO
while considering the context of different preventive inter-
ventions and perspectives, thus experiencing generaliza-
tion. The prototype allows players to review their own
ideas once again at the end and thus fuse between their
initial ideas and what they have seen during role-play.

Developing a game using rapid prototyping means
having two concurrent and interacting streams: develop-
ment (progressing from paper-based materials to software)
and evaluation. These correspond to the materials and pro-
cedure of the evaluation studies and are described in dedi-
cated sections below.

3.1. Materials

Our approach to rapid prototyping included early pa-
per-based versions of the intended game interaction and
using the Scrum software development methodology [17].
In response to formative feedback the development process
included two paper prototypes and a subsequently and
continuously developed software prototype with stable
releases every two weeks. Each of those prototypes is
based on a scenario that features a recurring crime or dis-
order event. By using each of the prototypes users are
asked to come up with contextualized cause and interven-
tion ideas, and subsequently to assess such ideas, pro-
posed by others. The narrative of this scenario also evolved
in parallel with the development of the prototype.

3.1.1. Paper Prototypes

The first paper prototype was developed with the
intention to encourage participants to both decide how
they could re-use existing crime prevention good practices
for the scenario, and also be innovative and come up with
their own ideas. We designed a board-and-cards prototype
to be used by a group. In it the discussed scenario is
presented through a narrative text, a map, and a set of
photographs of the environment. When using the proto-
type each participant receives a board with the CCO radial
diagram (see figure 1) and a stack of 50 of cards with ideas
on them. Participants are also given blank cards and a pen
to suggest new ideas whenever appropriate.

After the board-and-cards prototype, a second car-
bon-paper-and-pen prototype was developed. This second
prototype uses the same board as the first one. However,
instead of providing participants with ideas in the form of
cards, it allows them to freely write ideas on the board.
They are offered only one idea as a ‘starter’ example to refer
to. A facilitator guides participants through a process of
getting to know the scenario, three phases of generation of
ideas and three phases of role-play and revision of ideas.
At the end the facilitator collects the materials for assess-
ment by an expert.

3.1.2. Browser-based Prototype

Participant feedback from the second paper prototype
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Figure 2. The process and data flow established in the
browser-based prototype. The solid line in the middle between
activities represents the process flow. Dashed lines to the
right represent flow of ideas (text-based qualitative data) and
the dotted line to the left represents flow of assessments
(numeric data), which are similar for all three assessment
screens
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Figure 3. Sample screen of the Interactive part of the browser-based prototype also featuring the CCO diagram used throughout
the studies. On the left is a navigation menu allowing participants to switch between currently accessible views. On the right there
are static context-specific explanations

was positive (more details in the procedure and results
sections) and it was chosen as a basis of a computer-based
version. For it, a website with a Model-View-Controller ar-
chitecture was developed. It features the same process, plus
a final score screen for immediate automated feedback when
possible. The overall process can be split in scenario, idea
generation, role-play assessment and score (providing feed-
back) wider parts, as illustrated on figure 2.

After initially reading through the scenario, in the idea
generation part, the browser-based version features a
clickable version of the CCO diagram. Whenever a partici-
pant clicks on one of the 11 contributing causes of CCO,
further information appears and the participant is prompted
to type ideas in a dedicated dialogue box (see figure 3).
Participants are sequentially taken through two related
screens with the diagram, one for ideas for causes, and
another one for ideas for corresponding interventions. The
ideas (text-based qualitative data) collected in each of the
screens are further re-used. Ideas for causes are prompted
as reminders at the interventions screen and ideas for inter-
ventions are worked with further as explained further in this
section.

After the phases of generation of causes and inter-
ventions, participants are given access to a table having the
proposed interventions as rows and the 11 CCO generic
causes as columns. This way they can further explore the
impact certain intervention could have on wider causes.

The assessment part of the process prompts partici-
pants to evaluate ideas of interventions generated by other
players (for example previous participants). This is done by

letting participants grade each idea along a 5-point Likert-
scale [18]. This way qualitative text data is given quantita-
tive assessment by other users. Participants are first asked
to assess how strongly each idea impacts the criminal op-
portunity. After this initial assessment, two more follow,
this time asking participants to think from a different role
perspective. One of the subsequent assessments puts them
in the role of the offender assessing how ideas impact upon
the criminal opportunity. In the last assessment players are
put in the role of neutral citizen who could potentially
become victim of crime, helpful preventer (someone who by
their action or presence makes crime less likely) or even
unintentional crime promoter (someone who inadvertently
makes the crime more likely to happen, e.g. by failing to lock
a door). In contrast to the previous assessments where
probability of criminal events is explored, in the third one
players are asked to assess if intervention ideas have im-
pacted the harm that the criminal event can cause once it
happens.

The final game screen delivers the score achieved by
the player. This includes overall score and ranking of the
player, and a table with suggested intervention ideas and
a breakdown of the three scores these ideas received from
other players. In order to be able to deliver feedback in-
stantly at least some partial assessment of ideas is neces-
sary. To this end, newly suggested ideas are matched against
patterns derived from the database of previously suggested
ideas. When a new idea can be matched to a pattern with
good certainty, it is automatically assigned the average
assessment of previous ideas matching that pattern.

13 3

2012

information technologies
and control



A widely used framework for rapid prototyping in
software development — Scrum [17] — was used. The devel-
opment effort consisted of 2-week iterations (called sprints).
In effect overall goals were identified, but priorities of tasks
to be implemented were planned only for the following
sprint. Tasks needed to be broken down to an oversee able
complexity. Then the effort needed to implement them is
estimated by the developers. As a result of this process
there was a growing list of tasks that have been identified
as potential improvements, but are considered of too low
priority to be implemented in the foreseeable future.

To facilitate this process an online software project
management platform was used. The features that are inten-
sively used are version control, ticketing system and mile-
stone/sprint planning. In order to allow for browser use and
flexibility established web technologies were chosen for the
development platform, notably JQuery and SVG.

3.3. Procedure

The prototype is designed to address knowledge
which requires users that have crime prevention expertise.
Graduate students at the Jill Dando Institute of Crime Sci-
ence at University College London were considered to be
subject matter experts (SMEs) and approached with a pro-
posal to be participants in studies with the prototype. So
far three small-scale formative evaluations have been con-
ducted with the paper prototypes and two with an early
version of the browser-based prototype. These are summa-
rized in the table and described in further detail below. For
one of the studies it was considered that usability expertise
would be useful, so correspondingly usability experts were
recruited.

3.3.1. Paper Prototype

One evaluation was done with the board-and-cards
paper prototype and two with the carbon-paper-and-pen
prototype. The first took place as a one-hour game-playing
session and a subsequent half-hour focus group with four
participants. They were given a personal set of board and
cards and a pen to write on blank cards. Participants were
explained the scenario and asked to discuss and propose
ideas each by putting them on their personal board. After
each 15 minutes they were asked to change places and
discuss the ideas of others.

The second prototype (carbon-paper-and-pen) was

Table 1. Summary of conducted formative evaluations. As a
result of rapid prototyping prototype versions were released
every fortnight. The 5" such browser-based version was consid-
ered to have sufficient functionalities to start formative evalua-
tions

used in two different evaluation sessions. The first one was
intended as a focus group with three participants, but due
to absent participants actually turned out to be a one-
participant one-hour think-aloud session. The second was
a deployment of the prototype in a class environment. A
class of seven students was split into three groups and
each group was given a folder containing the carbon paper
version of the prototype. All participants engaged with
providing ideas intuitively when they were told they could
write on the A3-sized paper diagram they were given, rep-
resenting the game board. In these circumstances partici-
pants were given 45 minutes, but that time was insufficient
for the role-play assessment part of the process.

After the successful studies with the second proto-
type it was decided to move on to a browser-based proto-
type mimicking the paper-based interaction of writing on
segments of the diagram.

3.3.2. Browser-based Prototype

The browser-based prototype was under continuous
scrutiny and discussion by members of the development
team, including non-technical SMEs. So far it has already
gone through two evaluation iterations with participants.
Three usability experts commented on it and two SME
participants used it in a think-aloud session. The usability
experts provided a total of 50 recommendation items in total.
Recurring ones had to do with the oversight of the process
through the navigation menu and distributing information
in on-demand tooltips to reduce its perceived volume.

SME participants took about 45 minutes to complete
the game process without being pressured by time. In the
think-aloud sessions participants were very positive about
the idea of providing a dynamic interface to introduce some-
thing as complex as CCO.

4. Results

The five small evaluations in this case study gave us
confidence that we are currently on the right track in our
development process. Typical for Scrum, this feedback pro-
vided us with clarity about short-term steps that need to be
taken and some vision how a future browser game should
look like.

Early results from the knowledge sharing mechanism
piloted with this prototype are encouraging. In the first
paper prototype participants got focused in reading the
multitude of ideas present to them with the cards. On sev-
eral occasions they were reminded that they could suggest
their own ideas, which resulted in discussions, but it actu-
ally required input from the facilitator to get the raised ideas
written on new cards. In the focus group they commented

# Version Participants Gsric;l;p I:a:(rg::z::t that they didn’t find the map and photographs useful. This
1 1% paper 4 4 SME prototype was considered unsuccessful, because it over-
2 2" paper 1 1 SME loaded players with options, thus causing paralysis by
3 2:: paper 7 2-3 SME analysis. Once this obstacle was removed and players found
4 5 browser 3 1 Usability it easier to contribute, they readily completed nearly the
5 7" browser 2 1 SME whole wide range of contributions, resulting in more than
information technologies 32012 19
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25 ideas each on average.

SMEs evaluating the browser-based prototype pro-
vided suggestions of how to improve the usability and
attractiveness of the prototype. They further provided com-
ments that were very different from those of usability ex-
perts, but overall there was considerable overlap between
the two SME participants. They felt confused about the
terminology used by CCO, as it somewhat differs from theo-
ries that participants were more familiar with. They also both
challenged the design and layout of the CCO diagram, which
has essentially remained unchanged since its origin in 1998.

A comparison between feedback from the two evalu-
ations with the browser-based prototype can be made.
Whereas naturally usability experts provided very specific
ideas about improving the general usability of the proto-
type, feedback from SMEs was much more focused on the
actual way CCO is used. As a result of the evaluations, on
a number of occasions development priorities were reshuffled.

Some of the ideas that SME participants proposed are
commonly used tactics like police patrols or installing CCTV,
others are more specifically tailored and sometimes innova-
tive. In this initial multitude some ideas often get repeated
by different players. Of the six instances (four with the
second paper prototype and two with the browser-based
prototype) when users generated their ideas themselves,
there were six ideas that came up three times or more. The
pattern matching mechanism managed to match very few of
those. As a result scores were not representative in the
eyes of participants. However, when one of the participants
saw someone else’s ideas being the same as the one she
had just contributed, she got noticeably intrigued.

5. Conclusions and Future Work

The adoption of a rapid prototyping approach gave
early feedback and guidance in the development process.
Resulting from this approach, evaluation activities had to be
adapted accordingly. Taking a more flexible approach to-
wards evaluation allows for earlier insights into the imple-
mentation of certain design ideas and consequential early
remedial actions in the game design.

This study attempted to minimally deliver for easy
learning a complex crime prevention framework. Early feed-
back that we got indicates that utilizing interactive diagrams
where players can drill-down into complex aspects is a prom-
ising way to do that.

Furthermore the multitude of commonly recurring ideas
might allow for easy and relatively accurate clustering of
player ideas. This is possible, because the prototype puts
contributions in the context of CCO and its scenario. As a
result, wordings are easier to interpret contextually. To do
that clustering and classification algorithms will be put in
place to better capture repetitive ideas. This part of the
development process is data-driven and as a next step ideas
will be represented in a bag-of-words form, only counting
word occurrences. This representation will be used to de-
fine aggregated word clusters and subsequently to match

new ideas towards the average word usage. Once such an
idea matching mechanism is in place, it would allow for
immediate feedback on newly suggested ideas, reuse of
assessment and comments on previous similar ideas and
higher chances of identification of innovative ideas (those
that do not match any existing pattern). In the crime preven-
tion context, such innovation is particularly important given
that professional preventers are in an arms race with of-
fenders [19].

Despite its existence in over a decade and positive
reception among crime prevention practitioners across the
world, feedback collected in these studies, challenged CCO
itself. Participants had very specific comments regarding
the visual representation of the theory and the terminology
used. As a result, efforts have started towards re-phrasing
and re-designing the CCO diagram and its terms, but this
theoretic and knowledge-management process might con-
tinue beyond the scope of the game prototype project.

This research will be continued with a controlled ex-
periment comparing the effects of applying variation. Twenty
four participants will be split into two experimental groups
— one with role-play as the implementation of variation and
one without. The two groups will be given the same amount
of time and their final intervention ideas will be assessed.

References

1. Freitas, S. de, and S. Jarvis. A Framework for Developing Serious
Games to Meet Learner Needs. The Interservice/Industry Training,
Simulation & Education Conference (I/ITSEC), Jan. 2006, No. 1.
2. Ulicsak, M. and M. Wright. Games in Education: Serious Games.
Futurelab. Jun. 2010.

3. Kebritchi, M. and A. Hirumi. Examining the Pedagogical Foun-
dations of Modern Educational Computer Games. — Computers &
Education, 51, Dec. 2008, No. 4, 1729-1743.

4. Anderson, P. H. and L. Lawton. Business Simulations and
Cognitive Learning: Developments, Desires, and Future Directions.
— Simulation Gaming, 40, Apr. 2009, No. 2, 193-216.

5. Ekblom, P. The Conjunction of Criminal Opportunity Theory.
Encyclopedia of Victimology and Crime Prevention. B. S. Fisher
and S. P. Lab, Eds., Sage, 2010.

6. Bartle, R. A. Designing Virtual Worlds. New Riders Games,
2003.

7. Yee, N. Motivations of Play in MMORPGs. 2005.

8. Ruskov, M. and W. Seager. What Can Bits Teach about Lead-
ership: A Study of the Application of Variation Theory in Serious
Games. 2011.

9. Juul, J. Variation over Time. F. von Borries, S. P. Walz, and M.
Boettger, Eds. Birkhaeuser, 2007.

10. Marton, F. and M. F. Pang. On Some Necessary Conditions of
Learning. — Journal of the Learning Sciences, 15, 2006, No. 2,
193-220.

11. Merrieenboer, J. J. G. van and J. Sweller. Cognitive Load
Theory and Complex Learning: Recent Developments and Future
Directions. — Educational Psychology Review, 17, Jun. 2005, No. 2,
147-177.

12. Pang, M. F. and F. Marton. Beyond “’Lesson Study’’: Compar-
ing Two Ways of Facilitating the Grasp of Some Economic
Concepts. — Instructional Science, 31, May 2003, No. 3, 175-194.
13. Fraser, D. and C. Linder. Teaching in Higher Education through

)

20 3

2012

information technologies
and control



the Use of Variation: Examples from Distillation, Physics and Pro-
cess Dynamics. — European Journal of Engineering Education, 34,
2009, No. 4, 369-381.

14. Schilling, M. A., P. Vidal, R. E. Ployhart, and A. Marangoni.
Learning by Doing Something Else: Variation, Relatedness, and the
Learning Curve. — Management Science, 49, Jan. 2003, No. 1,
39-56.

15. Bray, D. A., K. Croxson, W. H. Dutton, and B. Konsynski.
Sermo: A Community-Based, Knowledge Ecosystem. Social Science
Research Network Working Paper Series, Sep. 2007.

16. Ruskov, M., W. Seager, and M. A. Sasse. Persuading Giants to
be Wise: An Exploratory Study of Advice Sharing in Online Games.

Manuscript received on 13.9.2012

Martin Ruskov is currently a PhD student
at the University College London
Deptartment of Computer Science. He has
previously worked in the areas of interac-
tive storytelling and authoring tools for
multimedia publishing. For his PhD Mar-
tin Ruskov explores how to develop effec-
tive serious games and measure the learn-
ing happening with their use.
Contacts:
University College London
e-mail: m.ruskov@cs.ucl.ac.uk

Prof. Dr. Paul Ekblom is currently Pro-
fessor and Co-Director of the University
of the Arts London Research Centre on
Design Against Crime, based at Central
Saint Martins College of Art and Design.
For many years he has worked as a re-
searcher in the UK Home Office on a
number of crime prevention projects and
orchestrated the industrial-scale evalua-
tion of the Safer Cities Programme, focus-
ing on the impact of residential burglary
projects. He also advised on DAC and

o

developed the professional discipline and knowledge management of
crime prevention. He has recently published a book on his frame-
works for general crime prevention, community safety and problem-
oriented policing such as the Conjunction of Criminal Opportunity,
Sls and the Misdeeds and Security framework.

Contacts:
Central Saint Martins College of Art and Design
e-mail: p.ekblom@csm.arts.ac.uk

Personal Learning Environments Conference, Jul. 2010.

17. Kniberg, H. Scrum and XP from the Trenches (Enterprise
Software Development). Lulu.com, 2007.

18. Hartley, J. and L. R. Betts. Four Layouts and a Finding: the
Effects of Changes in the Order of the Verbal Labels and Numerical
Values on Likert-type Scales. — International Journal of Social
Research Methodology, 13, 2010, No. 1, 17-27.

19. Ekblom, P. Gearing Up Against Crime: A Dynamic Framework
to Help Designers Keep Up With the Adaptive Criminal in a
Changing World. — International Journal of Risk, Security and Crime
Prevention, 2, Oct. 1997, No. 4, 249-265.

Jose Maestre Celdran works as a Re-
search Assistant at the University Col-
lege London Information Security Re-
search Group in the Department of
Computer Science. He has a background
in software development and has accu-
mulated expertise in web development,
game development and game usability
research.
Contacts:
University College London
e-mail: jomaceld@gmail.com

M. Angela Sasse is the Professor of Hu-
man-Centred Technology and Head of In-
formation Security Research in the Depart-
ment of Computer Science at University
College London. She is also Director of the
Science of Cyber Security Research Insti-
tute. A usability researcher by training, she
started investigating the causes and effects
of usability issues with security mechanisms
in 1996. In addition to studying specific
mechanisms such as passwords, biomet-
rics, and access control, her research group
has developed human-centred frameworks
that explain the role of security, privacy, identity and trust in human
interactions with technology.
Contacts:
University College London
e-mail: a.sasse@cs.ucl.ac.uk

information technologies
and control

32012 21




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket true
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue true
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /PDFX1a:2001
  ]
  /PDFX1aCheck true
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError false
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (U.S. Web Coated \050SWOP\051 v2)
  /PDFXOutputConditionIdentifier (CGATS TR 001)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /Description <<
    /CHS <>
    /CHT <>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF che devono essere conformi o verificati in base a PDF/X-1a:2001, uno standard ISO per lo scambio di contenuto grafico. Per ulteriori informazioni sulla creazione di documenti PDF compatibili con PDF/X-1a, consultare la Guida dell'utente di Acrobat. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 4.0 e versioni successive.)
    /JPN <>
    /KOR <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die moeten worden gecontroleerd of moeten voldoen aan PDF/X-1a:2001, een ISO-standaard voor het uitwisselen van grafische gegevens. Raadpleeg de gebruikershandleiding van Acrobat voor meer informatie over het maken van PDF-documenten die compatibel zijn met PDF/X-1a. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 4.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents that are to be checked or must conform to PDF/X-1a:2001, an ISO standard for graphic content exchange.  For more information on creating PDF/X-1a compliant PDF documents, please refer to the Acrobat User Guide.  Created PDF documents can be opened with Acrobat and Adobe Reader 4.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /HighResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [581.102 822.047]
>> setpagedevice


