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Abstract. The businesses in various fields use the online communication application to gather 

their data and information with local and global sources. The gathered data may sensitive such 

as the financial and businesses development information. The hackers or online thief try to 

stole the valuable data i.e. credit card numbers. The organizations looking for secure online 

channels in order to transfer their data efficiently and avoid the data thieving. One of the most 

applicable methods that developed to secure the online transferred data is the cryptography 

which transfers the original data or information to encrypted formulation. Cryptography still 

has many drawbacks such as stole and decrypts the original texts using automatic decryption 

counter. The main aim of this research is to improve the cryptography securing level using 

supportive method which is Steganography. The Steganography is the processes of hide the 

data or information in media files such as video, images and audio files. There are four stages 

represent the methodology of this paper; (1) encrypt the original texts using RSA algorithm, (2) 

hide the encrypted texts in Image files, (3) extract the encrypted texts from Image files, and (4) 

decrypt the original texts using decryption key of RSA algorithm. It is expected to improve the 

security level of the online transferred textual data. The performance of the final results will be 

evaluated through compare the Image files quality before and after hide the data in these files. 

The quality of the original and stego Image files need to be same or near in order to maximize 

the difficulty of detect that there data hide in these files. 
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1. Introduction 

This Nowadays, the internet and communication applications pro-vide many advantages such as 

transfer the data and information at real time and online conferences [11;21]. This wide increasing in 

the online applications in various fields such as financial, govern-mental and social fields maximize 

the importance of secure the channels that used to transfer the data through internet network [20; 17]. 

Therefore, these applications are necessary to improve the businesses of various fields. However, the 

data and information security is one from the most challenges that face the organizations that need to 

transfer sensitive or private data online. According to [13;22;23], the number of hackers or online data 

thief increased rapidly in the last years. The hackers focus on stole the sensitive data such as credit 

cards numbers and organizations secrets. Thus, the organizations always afraid from the security level 

of data transferring channels.  

Cryptography is playing a major role in data protection in applications running in a network 

environment that used to secure the online transferred data [18; 2]. The cryptography allows people to 

do business electronically without worries of deceit and deception in addition to ensuring the integrity 

of the message and authenticity of the sender [12]. It has become more critical to our day-to day life 

because thousands of people interact electronically every day; through e mail, e-commerce, ATM 

machines, cellular phones, etc. This geometric increase of information transmitted electronically has 

made increased reliance on cryptography and authentication by users [9].  

The main weakness of cryptography method is that the hackers can detect the encrypted messages 

and try to decrypt these messages through many ways such as automatic counters or random tests 

based on mathematic calculations [4]. Therefore, the cryptography method still has security drawbacks 

i.e. only depend on decryption keys. The main question is how to improve the cryptography security 

level of the online transferred texts? According to [7], cryptography method could be improved using 

supportive another security method such as Steganography method. The Steganography method is one 

form the most supportive methods that can improve the security level of cryptography method. Both of 

these methods can be integrated efficiently to provide high level of online data security [7]. The 

Steganography can be defined as the method of hide the data and information in media files such as 

images, audio files, or video files [1; 26]. The main aim of Steganography is to maximize the difficulty 

of detect the encrypted data that transferred online [1]. Therefore, the encrypted data can be hidden in 

media file before send this file through online application [24]. The receiver can ex-tract the encrypted 

data from the media file and decrypt the data using the secret keys. Thus, the hackers will face 

difficulty to discover encrypted data the transferred online. Cryptography and Steganography are well 

known and widely used techniques that manipulate information in order to cipher or hide their 

existence respectively [27]. Steganography is the art of communicating in a way which hides the 

existence of the communication. Cryptography scrambles a message so it can’t be understood; the 

Steganography hides the message so it can’t be seen. Even though both cryptography and 

steganography methods provide security, but combine cryptography and steganography in to one 

system for better security and confidentiality [25].  
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Figure 1. Combination of Cryptography and Steganography. 
 

Therefore, the main objective of this research is to develop hybrid security system using cryptography 

and Steganography methods through hide the encrypted texts data in Image files that transferred online 

between two points.  

 

2. Methodology 

The main scope of this paper is securing the texts data using cryptography and Steganography 

methods. The data will be encrypted using RSA Algorithm. On the other hand, the encrypted data will 

be hided in Image files of (.bmp) extension. Figure 2 illustrates the research paper scope. While, 

Figure 3 illustrates the research paper model. There are four main stages of the methodology which are 

as the following (1) Encrypt the text data using RSA through and generate the encryption keys. (2) 

Hide the encrypted data using Image files. (3) Extract the encrypted data from the Image files. (4) 

Decrypt the text data using the decryption key.    

 

 

 

 

 

 

     Figure 2. Research Scope.  Figure 3. Research paper methodology. 

 

2.1. Cryptography  

According [16; 1], cryptography is the method of witting using secret styles or codes. The original text 

can have transferred to cipher-text using secret keys or codes. Thus the original texts structure and 

representation will be changed to ambiguous texts. The processes of transfer the original text to 

cipher-text called encryption. The decryption is the processes of transferring from cipher-text to 

original texts. Also, the decryption needs secret code or keys to extract the original texts. 
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2.1.1. RSA Algorithm.  

[14] mentioned that, RSA is one from the most popular encryption algorithms. RSA 

considered as asymmetric cryptography method [14]. Thus, the encryption and decryption 

processes need independent keys based on RSA. The RSA algorithm can be used for both key 

exchange and digital signatures. Although employed with numbers using hundreds of digits, 

the mathematics behind RSA is relatively straight-forward. To create an RSA public and 

private key pair, the following steps can be used:  

 Choose two prime numbers, p and q. From these numbers we can calculate the modulus, n = 

p*q 

 Select a third number, e, that is relatively prime to (i.e. it does not divide evenly into) the 

product (p −1) *(q −1), the number e is the public exponent. 

 Calculate an integer d from the quotient . The number d is the private exponent. 

 The public key is the number pair (n, e). Although these values are publicly known, it is 

computationally infeasible to determine d from n and e if p and q are large enough. 

 To encrypt a message, M, with the public key, creates the cipher text, C, using the equation: C 

=Me Mod n 

 The receiver then decrypts the cipher-text with the private key using the equation:                

M= Cd Mod n 

2.2. Steganography 

Steganography is the art of hiding the fact that communication is taking place, by hiding information 

in other information. It is the art of concealing a message in a cover without leaving a remarkable 

track on the original message [15; 3; 19]. Currently, Steganography is the processes of hide the digital 

data and information in media files such as video, audio, and images files [5]. The sender hide the data 

using media files and the receiver can extract this data using stego applications to import and export 

the data in/from the media files [6; 10] Image files lend themselves to exploitation particularly well, 

which we will explore throughout this project. Focus will primarily be on bitmap formatted images.  

2.2.1. Least Significant Bit.  

One A digital image consists of a matrix of color and intensity values. In a typical gray scale 

image, 8 bits/pixel are used. In a typical full-color image, there are 24 bits/pixel, 8 bits assigned 

to each color components. Least significant bit (LSB) insertion is a common, simple approach 

to embedding information in a cover image. The least significant bit in other words, the 8th bit 

of some or all of the bytes inside an image is changed to a bit of the secret message. When 

using a 24-bit image, a bit of each of the red, green and blue color components can be used, 

since they are each represented by a byte. In other words, one can store 3 bits in each pixel. An 

800 × 600-pixel image, can thus store a total amount of 1,440,000 bits or 180,000 bytes of 

embedded data. For example, a grid for 3 pixels of a 24-bit image can be as follows:  
(00101101 00011100 11011100) 
(10100110 11000100 00001100) 
(11010010 10101101 01100011) 

When the number 200, which binary representation is 11001000, is embedded into the least 

significant bits of this part of the image, the resulting grid is as follows:  
(00101101 00011101 11011100) 
(10100110 11000101 00001100) 
(11010010 10101100 01100011) 

Although the number was embedded into the first 8 bytes of the grid, only the 3 underlined 

bits needed to be changed according to the embedded message. On average, only half of 

the bits in an image will need to be modified to hide a secret message using the maximum 

cover size. Since there are 256 possible intensities of each primary color, changing the LSB 
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of a pixel results in small changes in the intensity of the colors. These changes cannot be 

perceived by the human eye - thus the message is successfully hid-den. With a well-chosen 

image, one can even hide the message in the least as well as second to least significant bit 

and still not see the difference [8]. 

 

3. Model Validation/Verification using software  

 

Using hybrid encryption and steganography, provides the user a convenient way to transmit and 

exchange data from one place to another in a safe manner that prevent an attacker from accessing on 

the secret information. This software typically makes the task of encrypting/decrypting and data hiding 

smoothly and reliably, com-pared to the traditional ways. The software should ease the encryption and 

data hiding activities. It should be user friendly and highly secured. The software will respond to the 

user commands depending on the types of commands issued by the user. We believe that the 

developed software will be more reliable, more secured, more robust, attractive and easy for the users. 

The figure below describes the architecture of the software. This figure is divided into two parts. The 

first one Figure 4 defines the process from the sender side, which includes specifying the secret 

message to encrypt and hide within the cover file. The second part Figure 5 represents the recipient 

side where the recipient attempts to retract and decrypt the secret message. 

 

 

 

 

    Figure 4. Architecture of the Software at a  

sender. 

 Figure 5. Architecture of the Software at a 

recipient. 

 

4. Experimental Results  

 

Brief results of the implementation of the various phases of the software: There are two keys that 

important in this process, namely: public e and private d keys. These created keys depend on the 

following variable p and q, where the values of these variables consist of prime numbers. The values 

of p and q have chosen randomly with no need to be entered by the user to be easy and more secure. 

Generally, through the value of p and q, the system will compute and show the value of n, where this 

value comes from (p ˟ q) and represent the part of the public key. On the other hand, also calculates 

the value of phi (ᵠ) through (p-1) ˟ (q-1), where this value represents the number of integers less than n 

and relatively prime to (n).  For example, suppose the values of a recipient will be getting after he 

click on the button of generate keys as illustrated in Figure 6. Where we see the recipient got the 

values which are; public key = 18A1, n = 4ED, MAC-address= 904CE53E2897 and private key = 

8DEC9. After the sender receives the public key, n value and MAC address from the recipient 

becomes able to manage the encrypting and hiding process through available selection Encrypt button 

on the interface that is prepared for this purpose The sender will determine many inputs that are 

needed to perform this process by insert the public key e, value n and MAC-Address of the recipient. 

The both public key e and value n of the recipient using to encrypt message by RSA algorithm, but the 

MAC-Address of the recipient hide in the cover file to verify from the Recipient. After the termination 
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of insert keys, insert the secret message to encrypt, sender will click on encrypt button to execute 

encrypting of the secret message and can see the cipher text in the encrypted message list box, as 

shown in Figure 7. 

 

 

 

Figure 6. Generation Key Process.  Figure 7. Encrypt Process at a sender. 

 

However, Determine Image file; through the browse option. After the termination of all the above 

steps, sender will click on steganography button to execute hide cipher text inside the cover file 

(Image file) after the progress of the processes is completed, a message will be viewed to indicate the 

success of this process, as shown in Figure 8 describes selecting Image file to hide encrypted message; 

Figure 9 steganography was completed.  

 

 

 

 

Figure 8. Selecting image file.  Figure 9. Embedding Process Completed. 

 

Finally, the stego file that is produced which includes the cipher text became ready to be sent to 

recipient via transmitted channels. How-ever, implement of retracting and decrypting processes at the 

recipient site after received encrypt-stego file from the sender. The recipient will select decrypt and 

retract interface that is prepared for this purpose the recipient will determine many inputs to perform 

this operation, through determining the stego file is by clicking recover text button to choose the 

desired file, as shown in Figure 10. The software automatically check on the MAC-Address for 

receiver, if it is true continue process, if not true will be display message no hide message. After that, 

Insert the private key d to use for decryption the secret message through the use of RSA algorithm, as 

shown in Figure 11. After the process progress is completed, we will see the secret message after 

clicking decrypt button.  
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Figure 10. Specify the Stego File. 

 

 Figure 11. Complete the Decrypt process. 

5. Result Discussion  

 

The Mean Square Error (MSE) and the Peak Signal to Noise Ratio (PSNR) are the two error metrics 

used to compare image compression quality. The MSE represents the cumulative squared error 

between the stego Image and the original image, whereas PSNR represents a measure of the peak 

error. result discussion The lower the value of MSE, the lower the error.  

 

                                 

(1) 

To compute the PSNR, the block first calculates the mean-squared error using the following equation: 

In the previous equation, M and N are the number of rows and columns in the input images, 

respectively. Then the block computes the PSNR using the following equation: 

                                                                                                                                    

(2) 

In the previous equation, R is the maximum fluctuation in the input image data type. For example, if 

the input image has a double-precision floating point data type, then R is 1. If it has an 8-bit un-signed 

integer data type, R is 255, etc. 

 

 

 

 

Figure 12. original image.  Figure 13. steganographic image. 
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The result of PSNR between original image and steganography image is equal 83.2591. So, the LSB 

method has been successfully implemented & results are delivered. From the result it is the clear that 

PSNR is high and MSE is low in LSB based steganography. 

 

6. Conclusion  

 

The Cryptography methods are used widely to secure the online transferred data. However, the 

Cryptography approaches still have many drawbacks. Thus, the supported security methods are 

necessary to improve the efficiency of Cryptography. The Steganography approach could be effective 

method to improve the Cryptography approach. In this our paper, we using hybrid RSA and LSB 

algorithms the integration between these methods are applicable and reliable. As we are using image 

as a cover file, high amount of data can be embedded and also provides resistance from external 

attacks.  
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