
General Data Protection Regulation – are we up to date? 

Robert S.D. Smyth,*1 Kate Parker1 and Mohammad O. Sharif2 

1Orthodontic Department, Royal National ENT and Eastman Dental Hospitals, 47-49 Huntley 

Street, London, WC1E 6DG, UK. 

2Orthodontic Unit, UCL Eastman Dental Institute, 256 Gray’s Inn Road, London, WC1X 8LD, 

UK. 

*Correspondence to: R.S.D. Smyth 

Email: robert.smyth2@nhs.net 

 

Key Points: 

1. Provides an overview of contemporary data protection regulations, implemented in the 

UK as part of EU legislation (25th May 2018), which are applicable to all. 

2. Highlights important changes that need to be adhered to for compliance which will 

impact on dental practice.  

3. Discusses a strategy for teaching and learning for the dental team with respect to data 

protection regulations. 

Abstract 

Introduction: The General Data Protection Regulation (GDPR) is now at the core of data 

protection and provides more rights than ever before for individuals to control the data that is 

held about them, and holds organisations accountable.  

Materials and methods: Questionnaire-based knowledge audit consisting of 18 questions 

relating to GDPR which was created and distributed to all staff at departmental audit meetings. 

The gold standard was set that all members of staff were required to pass the questionnaire 

with the pass mark set at 14/18. This was it followed by a tailored teaching session in 

conjunction with an online delivery element. 

Results: Cycle 1 was completed in December 2018; the pass rate was 1.6% (1/63) with a 

response rate of 87.5% (63/72). Scores ranged from 5-14 out of 18. Following dissemination 

of results, a tailored teaching session was conducted in conjunction with online learning. Cycle 

2 was completed in February 2019; the pass rate was 83.9% (47/56) with a response rate of 

77.7% (56/72). Scores ranged from 3-18 out of 18. 

Conclusions: Initially staff knowledge of GDPR was inadequate. Staff knowledge improved 

with tailored teaching, however, knowledge and understanding of GDPR requires further 



improvement to meet the gold standard. Therefore, repeat cycles of tailored teaching and audit 

are planned. It is important that all staff have a good understanding and working knowledge of 

GDPR to ensure compliance in all areas of practice.  

 

Introduction 

On the 25th May 2018, the General Data Protection Regulation (GDPR) came into law and is 

perhaps the most important change in data privacy in the last 20 years.1 The regulation 

fundamentally reshapes the way data is handled across many sectors, including healthcare. It 

standardises data protection law across all 28 European Union (EU) countries and imposes 

strict new rules and regulations on controlling and processing personally identifiable 

information, of which dental hospitals and dental practices alike are responsible for. In the 

United Kingdom (UK), the Data Protection Act 2018 (DPA) brings these new regulations into 

UK law.2 The UK’s decision to leave the EU will not have an effect on data protection 

regulation as the EU (Withdrawal) Act 2018 retains the GDPR in UK law. The fundamental 

principles, obligations and rights that organisations and data subjects have become familiar 

with will remain unchanged.  

 

Personal data is defined as any data that may identify a living person either directly or 

indirectly, for example; name, address, email address, NHS number, location data and IP 

address. Further to this, ‘special categories’ of personal data (previously ‘sensitive personal 

data’) include:3  

 Racial or ethnic origin 

 Political opinions 

 Religious or philosophical beliefs 

 Membership of a trade union 

 Data concerning health or sex life and sexual orientation 

 Genetic data  

 Biometric data where processed uniquely to identify a person  

The GDPR includes specific rights for individuals regarding their data, which are;4 

 The right to be informed 

 The right of access 

 The right to rectification 

 The right to erasure 



 The right to restrict processing 

 The right to data portability 

 The right to object 

 The right not to be subject to automated decision-making including profiling 

 

The GDPR defines responsibilities for data controllers to manage data in a responsible way. 

There are two types of designated data handlers that are defined in the GDPR, these are 

controllers and processors.1 A data controller is defined as someone who ‘determines the 

purposes and means of processing personal data’, such as a practice principal, NHS Trust or 

business owner, who makes decisions on how patient data is shared, stored and deleted. A data 

processor is ‘any person (other than an employee of the data controller) who is responsible for 

processing personal data on behalf of a controller (including third parties such as cloud storage 

companies)’.1 In the context of a dental practice, the data processor may be a self-employed 

associate dentist working at the practice, or a laboratory. 

 

Should there be a breach of patient or individual confidentiality, it is required that the data 

controller notify the Information Commissioner’s Office (ICO) without delay, ideally within 

72 hours of becoming aware of the breach.5 The patient must also be informed if the breach 

has a high risk of affecting their privacy rights, however, it is not always necessary to report a 

data breach if it is unlikely to result in harm. The new regulations provide for higher penalties 

for data breaches, the maximum fine under the GDPR is up to 4% of annual global turnover or 

€20 million, whichever is greater, for organisations that infringe its requirements. 

 

In essence the core points of the GDPR are that: 

 Personal data must be processed fairly, kept securely, and stored for no longer than 

necessary 

 Data must be gathered and processed for a specific purpose, and it must be relevant to that 

purpose 

 Data must be both accurate and up to date, and individuals have the right to request that 

their data be erased 

 

Following the introduction of GDPR and the changes it brought about in UK and EU law, we 

decided to undertake a departmental audit to assess knowledge of GDPR and to educated staff 



through tailored teaching sessions in any areas where knowledge and understanding of GDPR 

were lacking.  

 

Materials and Method 

This audit aimed to assess knowledge of the GDPR within the Orthodontic Department at the 

UCLH Eastman Dental Hospital (EDH). A GDPR audit questionnaire (Figure 1) was 

specifically developed for the audit and was piloted and amended prior to use in the audit. The 

questionnaire consisted of 18 questions relating to GDPR and was distributed in paper format 

to all staff at departmental audit meetings. The gold standard was set that all members of staff 

were required to pass the questionnaire, with the pass mark set at 14/18. The pass mark was 

determined based on the pass mark from a previous information governance questionnaire-

based knowledge audit carried out within the Orthodontic Department at EDH. Data analysis 

was carried out using Microsoft Excel by RSDS.6 

 

Results 

First cycle results 

In December 2018 at a departmental audit meeting, 63 members of staff completed the 

questionnaire (87.5% response rate). Scores ranged from 5-14 out of 18 with 1.6% (1/63) of 

staff passing the questionnaire (Figure 2). Table 1 shows the scores achieved by clinician grade 

and the overall pass rate. Figure 3 shows the average scores by grade of clinician with reference 

to the gold standard. The consultant group performed best with a mean score of 11, and the 

speciality registrar year 3 (ST3)  group performed worst with a mean score of 7. Unfortunately, 

overall, the gold standard was not met.  

 

The best answered questions were Question 16, “If there is a data breach of patient 

confidentiality which is ‘high risk’- who should be informed?” which 56/63 participants 

correctly answered “Information Commissioner’s Office and Patient” and Question 13, “How 

long are adult patient dental records recommended to be kept for?” which 55/63 participants 

correctly answered “10 years”. 

 

The worst answered questions were Question 9, “With respect to children in the UK, the age 

at which the patient can consent for processing data is?” which 4 out of 63 participants correctly 

answered “13 years old” and Question 17, “A patient can request access to their own dental 



records. In doing so they…” which 3 out of 63 participants correctly answered “Cannot be 

charged for copies of records”. 

 

Intervention 

Following dissemination of the results at a subsequent departmental meeting, a tailored 

teaching session was organised for staff, alongside delivery of follow up online learning. 

 

Second cycle results 

In February 2019, 56 members of staff completed the same audit questionnaire (77.7% 

response rate). Scores ranged from 3-18 out of 18, with 83.9% (47/56) of staff passing the 

questionnaire (Figure 4). Table 2 highlights the scores achieved by clinician grade and the 

overall pass rate. Figure 5 shows the average scores for the different grades of clinician for 

both cycles of the audit with reference to the gold standard. The consultant group performed 

best with a mean score of 18, and the speciality registrar year 2 (ST2)  group performed worst 

with a mean score of 13. Unfortunately overall the gold standard was not met in the second 

cycle due to the ST2 group failing to achieve the gold standard. 

 

Discussion 

The audit carried out showed that staff knowledge improved with tailored teaching on GDPR. 

Whilst the initial knowledge level was low, with a dedicated tailored teaching intervention the 

pass rate was increased from 6.3% in cycle one to 83.9% in cycle two. It is worth noting that 

in both cycles the consultant group performed best, with the highest mean scores achieved. 

Whilst the results highlight that knowledge of GDPR was low, it may be that senior clinicians 

have a higher awareness of the changing legislation relevant to data protection as they have 

more responsibility in their roles. It would be interesting to see in future cycles if seniority of 

clinician is a factor in the results. Unfortunately overall the gold standard was not met in the 

second cycle and as a result further cycles of teaching and audit are planned. 

 

Clinical governance is a term now synonymous with the systematic approach to maintaining 

and improving the delivery and quality of patient care in the NHS.7 Whilst one pillar of clinical 

governance is indeed clinical audit, it is important to remember that another pillar is education 

and training of which teaching is a key aspect. For this audit process, in order to address the 

underlying lack of knowledge of the GDPR the teaching element was critical. It was important 

to tailor any teaching to the audience, and ensure that all staff members, regardless of their role 



or responsibility had access to the teaching and learning experience. This is why it was felt 

useful to engage with online learning as some staff only work on certain days of the week and 

it allows people to carry out self-directed learning in relation to the teaching in their own time. 

Solely carrying out a traditional lecture would not necessarily have captured all staff members 

for the teaching required. 

 

Some limitations were identified with the audit during the audit process which included the 

difficulty of the questions used in the questionnaire and the length of questionnaire, alongside 

a low level of initial knowledge and a lower than ideal response rate. Whilst it is the case that 

not every member of staff passed the questionnaire, this does not mean that the data protection 

regulations would be breached. It is essential that staff members know when to ask for help in 

a potential breach of the data protection regulation and this audit has helped to raise awareness 

of this important issue. It was not possible to collect a response from every member of the 

department which may have affected the results and it is possible that those who failed to take 

part in the audit may have benefitted from engaging in the process and the subsequent teaching.  

An important aspect to assess following this audit will be if the improved knowledge of GDPR 

is retained. This can be assessed in the subsequent cycles of the audit, and if required, further 

tailored teaching sessions for individual staff groups will be arranged. The results of this audit 

have been disseminated to other departments within the hospital and a first cycle of the audit 

has been carried out within the Paediatric Dentistry Department at the EDH. We anticipate that 

this audit will be used in other departments at the EDH, regularly reviewed with further cycles 

and we hope to incorporate it into trust mandatory training on the topic. 

 

Conclusion 

This article has summarised the important changes in data protection regulation that GDPR has 

brought into effect. This regulation fundamentally reshapes the way data is handled across 

many sectors including healthcare and must be adhered to. The audit carried out showed that 

staff knowledge was initially inadequate but improved with tailored teaching on GDPR. As 

knowledge of GDPR could improve further, repeat cycles of this audit are planned. It is 

important for all clinicians to be aware of these important changes that need to be adhered to 

for compliance which will impact on dental practice.  
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Clinician 

Grade 

Number 

of 

Responses 

Minimum 

Questionnaire 

Score 

Maximum 

Questionnaire 

Score 

Mean 

Questionnaire 

Score 

Gold 

Standard 

Met 

Consultant 11 9 13 11 0 

Specialist 

Orthodontist 
3 5 14 9 1 

Post-CCST 5 6 8 7.5 0 

ST3 9 5 10 7 0 

ST2 8 6 10 8 0 

ST1 8 5 13 8 0 

Nurse 18 5 11 8 0 

Technician 1 11 11 11 0 

Overall 63 5 14 8 1 

Table 1. First cycle results by clinician grade.  

 

 

Clinician 

Grade 

Number 

of 

Responses 

Minimum 

Questionnaire 

Score 

Maximum 

Questionnaire 

Score 

Mean 

Questionnaire 

Score 

Gold 

Standard 

Met 

Consultant 8 18 18 18 8 

Specialist 

Orthodontist 
3 13 18 16 2 

Post-CCST 3 15 18 17 3 

ST3 9 12 18 17 8 

ST2 9 6 17 13 5 

ST1 8 3 18 15 6 

Nurse 15 8 18 16 12 

Technician 1 14 14 14 1 

Overall 56 3 18 16 45 



Table 2. Second cycle results by clinician grade. 

 

 

 

 

 

 

 



 



 



 

Figure 1. GDPR audit questionnaire.  

 



 

 

Figure 2.  Overall pass rate for the first audit cycle. 

 

 

 

 

Figure 3. Average scores for the first cycle by clinician grade. 

 



 

Figure 4.  Overall pass rate for the second audit cycle.  

 

 

 

 

Figure 5. Average scores by clinician grade for the first and second audit cycles.  

 

 


