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Abstract

Progress in genomics is enabling researchers to better understand the role of the genome

in our health and well-being, stimulating hope for more effective and cost efficient

healthcare. At the same time, the rapid cost drop of genome sequencing has enabled the

emergence of a booming market for direct-to-consumer (DTC) genetic testing. Nowa-

days, companies like 23andMe and AncestryDNA provide affordable health, geneal-

ogy, and ancestry reports, and have already tested tens of millions of customers. How-

ever, while this technology has the potential to transform society by improving people’s

lives, it also harbors dangers as it prompts important privacy, and societal concerns.

In this thesis, we shed light on these issues using a mixed-methods approach. We

start by conducting a technical investigation of the limitations on privacy-enhancing

technologies used for testing, storing, and sharing genomic data. We rely on a struc-

tured methodology to contextualize and provide a critical analysis of the current state-

of-the-art and we identify and discuss ten open problems faced by the community. We

then focus on the societal aspects of DTC genetic testing by conducting two large-scale

analyses of the genetic testing discourse focusing on both mainstream and fringe social

networks, specifically, Twitter, Reddit, and 4chan. Our analyses show that DTC genetic

testing is a popular topic of discussion on all platforms. However, these discussions

often include highly toxic language expressed through hateful and racist comments

and openly antisemitic rhetoric, often conveyed through memes. Overall, our findings

highlight that the rise in popularity of this new technology is accompanied by several

societal implications that are unlikely to be addressed by only one research field and

rather require a multi-disciplinary approach.
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Impact Statement

The research in this thesis revolves around the societal impact of personal genomic

testing. It investigates whether the privacy of those who contribute their data to genetic

testing services and public initiatives can be adequately protected both in the short-

and the long-term, how personal genomic testing is reflected online, and whether it

is purposely misused. Thus, this thesis impacts various entities, such as researchers,

policy makers, companies, and individuals.

First, we demonstrate that current genome privacy tools developed for testing, stor-

ing, and sharing genomic data are unable to adequately protect the privacy of the users,

both in the short- and the long-term. Our evaluation shows that the overwhelming ma-

jority of proposed techniques aiming to scale up to large genomic datasets need to opt

for weaker security guarantees or weaker models. Furthermore, one serious challenge

stems from lack of long-term security protection, which is difficult to address as avail-

able cryptographic tools are not suitable for this goal. We believe that our work will

inspire researchers to find alternative and/or creative ways of addressing some of the

non-trivial open problems we identify in this thesis.

The results of this thesis have also real-world implications on the DTC genetic test-

ing industry and policy makers. Specifically, we show that DTC genetic testing is being

used by fringe groups online to ingrain and empower genetics-based prejudice and

discrimination, and even call for genocide. Considering that platforms like Facebook

and Twitter have begun to be held accountable when their services enable harmful be-

havior [229], we believe that our work will motivate policy makers to address the DTC

genetic testing industry and legislate so that these companies consider the potential

abuse of their services and attempt to find ways of minimizing this behavior. Finally, it

is our hope that this thesis will raise awareness about the potential privacy and societal

implications of DTC genetic testing to the general public.
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Chapter 1

Introduction

Recent breakthroughs in biology and bioinformatics have enabled researchers to fully

sequence the human genome at a cost of about $1,000 [120] and genotype it (i.e., look

for specific markers) for much less [107]. These developments have led to a “genomic

revolution” [133] that is taking shape in a number of different contexts. For example,

they are paving the way to personalized medicine, a concept that enables diagnosis and

treatment to be tailored to patients’ genetic features, aiming to make healthcare more

preventive and effective. They also enable public initiatives to sequence large numbers

of genomes and build large biorepositories for research purposes, for example, the All

Of Us research program in US [164] and the Genomics England project in UK [91] are

sequencing the genomes of, respectively, 1 million and 100 thousand volunteers.

At the same time, this rapid cost drop has led to the birth of direct-to-consumer (DTC)

genetic testing. Rather than visiting a clinic, customers purchase a collection kit for a

few hundred dollars or less, deposit a saliva sample, and mail it back. After a few days,

they receive a report with information about their genetic health risks (e.g, their likeli-

hood of developing Parkinson’s), wellness (e.g., how well they metabolize lactose), car-

rier status (e.g., their likelihood of hearing loss), and traits (e.g., their eye color). How-

ever, perhaps the most popular service is that of genetic ancestry testing [188] which

promises to discover one’s ancestral roots, building on patterns of genetic variations

common in people from similar backgrounds [185]. Nevertheless, these are subject to



2 Chapter 1. Introduction

several limitations and their results differ from provider to provider due to different

control groups [162]. As of June 2020, AncestryDNA alone, a company that specializes

in genetic ancestry tests, has tested more than 16 million customers [7].

However, while this technology has the potential to transform society by improv-

ing people’s lives, it also harbors dangers as it prompts important privacy, security,

and ethical concerns. Specifically, research has shown that genomic data is hard to

anonymize [99, 196] while containing sensitive information related to a variety of fac-

tors, such as one’s ethnic heritage, their disease predispositions, and other phenotypic

traits [84]. Furthermore, the consequences of genomic data disclosure are neither lim-

ited in time nor to a single individual, i.e., due to its hereditary nature, an adversary

obtaining a victim’s genomic data can also infer a wide range of features that are rele-

vant to her close relatives and her descendants. Consequently, disclosing the genomic

data of a single individual will also put the privacy of others at risk [191].

At the same time, the increased popularity of DTC genetic testing has been accom-

panied by media reports of far-right groups using it to attack minorities and prove their

genetic “purity” [119, 182] mirroring concerns of a new wave of scientific racism [187].

Recently, white nationalists were taped chugging milk at gatherings to demonstrate the

ability of white people to better digest lactose [104]. Meanwhile, statements from US

President Donald Trump led Senator Elisabeth Warren to publicly confirm her Native

American ancestry via genetic testing, prompting heated debates on the matter [144].

This interest in DTC genetic testing by right-wing communities comes at a time when

racism, hate, and antisemitism on online social platforms such as 4chan, Gab, and cer-

tain communities on Reddit is on the rise [108].

In this thesis, we study several unexplored technical and societal challenges stem-

ming from the rise of personal genomic testing. On the technical side, we focus on

the limitations of proposed privacy enhancing technologies (PETs) geared for testing,
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storing, and sharing genomic data and identify ten open research questions. To recon-

cile privacy with progress in genomics, researchers have initiated investigations into

solutions for securely testing and studying the human genome. While this effort has

produced a relatively large number of publications on the topic over the last few years,

it is also partially operating ahead of the curve, proposing the use of PETs in an envi-

sioned, rather than an existing, setting, and often making assumptions for the future;

for example, that cheap, error-free whole genome sequencing will soon be available

to citizens, or that individuals will be sequenced at birth so that all genetic tests can

be easily and cheaply done via computer algorithms. Furthermore, while millions of

genomes are already being sequenced and stored in biorepositories both in the public

and the private sector [26], at the moment, the privacy of the clients/donors is protected

by legal or policy restrictions and access control, rather than by cryptographic tools.

Meanwhile, on the societal side, the fact that individuals can now learn potentially

life-changing results with a few clicks of the mouse, without contacting a medical pro-

fessional leads to social media platforms attracting discussions, sharing of experiences,

and molding of perceptions around genetic testing. However, it is unclear what exactly

the genetic testing discourse is about. Furthermore, the fact that racist, misogynistic,

and dangerous behavior festers and spreads on the Web at an unprecedented scale,

prompts the need for a thorough understanding of how genetic testing tools are being

used in online discussions.

1.1 Research Questions and Contributions

The widespread use of genetic testing motivates a number of interesting questions that

have received little attention from the research community. Specifically:

RQ1. Can we leverage PETs to adequately protect genome privacy now or in the near future?

Considering that disclosing the genomic data of a single individual can have a signif-

icant negative impact both to them and their relatives, it is important to understand
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whether the privacy of the clients/donors of genetic testing services is likely to be ade-

quately protected in the near future by cryptographic tools or whether this is impossible

due to unassailable obstacles tied to the very nature of the problem.

RQ2. How do people perceive and feel about DTC genetic testing when discussing it online? As

citizens of most developed countries have now easy and affordable access to a wealth

of reports related to their health and cultural heritage, it is important to understand

how their experiences mold the discourse on genetic testing. Do people discuss about

genetic testing online? If yes, in what context and how do they feel about it?

RQ3. Is DTC genetic testing being used as a means to promote racist views and ideologies

online? As genetic testing is often a controversial topic that is frequently associated with

racism and ethical concerns, it is important to investigate whether these controversies

hold truth. Do people use DTC genetic testing results to discriminate against groups of

people and/or minorities? If yes, how?

In this thesis, we shed light on these research questions. We start by adopting a

methodology to analyze themes of genome privacy research, which we then study

across several axes using a set of systematic criteria that span a broad spectrum of prop-

erties. This allows us to reason about the challenges the genome privacy community

faces and whether these are likely to be addressed in the near future.

Then, we conduct an exploratory, large-scale analysis on Twitter to understand the

nature and the prevalence of the online genetic testing discourse. Using 10 keywords

related to DTC genetic testing companies and 3 to genomics initiatives, we search and

crawl all available tweets containing these keywords posted between January 1, 2015

and July 31, 2017. We collect 302K tweets from 113K users and analyze them content-

wise, studying the most common hashtags/URLs and measuring sentiment. This en-

ables us to understand how DTC genetic testing is viewed online.

Finally, we move our attention to two platforms that are only loosely moderated and

are often associated with high degrees of toxicity: Reddit and 4chan. We expand our set
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of keywords by an order of magnitude, aiming to capture as many hateful instances as

possible. Specifically, we collect 77K comments from Reddit related to genetic testing

from January 1, 2016 to March 31, 2018, and 7K threads from the politically incorrect

(/pol/) board of 4chan (consisting of 1.3M posts) from June 30, 2016 to March 13, 2018.

Our analysis focuses on instances of hateful and toxic speech, using natural language

processing and machine learning tools, including (i) Latent Dirichlet Allocation (LDA)

to identify topics of discussion, (ii) word embeddings to uncover words used in a sim-

ilar context across datasets, (iii) Google’s Perspective API to measure toxicity in texts,

and (iv) Perceptual Hashing to assess the imagery and memes shared in posts. This

allows us to study the connection between DTC genetic testing and online hate.

To this end, the general contributions of this work can be summarized as follows:

1. We identify and discuss ten open research questions faced by the genome privacy

community and demonstrate that several of them are unlikely to be addressed

organically as they are inherently tied to the unique properties of the human

genome.

2. We show that genetic testing is a popular topic of discussion online that is dis-

cussed in a variety of contexts and is mostly viewed in a positive light. At the

same time, we find evidence of people sharing and discussing screenshots of their

ancestry test results, despite the possible privacy implications and we show that

the conversation around genetic testing is dominated by users that might have a

vested interest in its success.

3. We uncover evidence of genetic testing being misused online by groups adjacent

to fringe political agendas ingraining and empowering genetics-based prejudice

and discrimination, and even calling for genocide.



6 Chapter 1. Introduction

1.2 Implications

Access to easy, accurate, and affordable genetic testing has the potential to transform

society and improve people’s lives. At the same time, the rise in popularity of this

new technology is accompanied by several societal implications that are unlikely to be

addressed by only one research field.

In fact, our findings demonstrate that a multi-disciplinary approach may be essential

for addressing the issues pertaining DTC genetic testing. Specifically, this thesis sheds

light on two aspects of this conundrum: a) a technical investigation of the technological

limitations regarding privacy, and b) a societal investigation of how people perceive

and use DTC genetic testing services using large-scale quantitative analyses.

The former focuses the privacy implications of accessing, storing, and sharing one’s

genomic data. In that respect, the genome privacy community has achieved admirable

progress in a short amount of time. Nevertheless, our research shows the existence of

several open problems, some of which are unlikely to be addressed organically (e.g.,

by discovering better and faster cryptographic primitives). Thus, it may be essential

to the progress of the field to focus on alternative and/or creative solutions to known

problems [222].

The latter makes use the relatively new phenomenon of sharing personal experi-

ences on online social platforms. As this has become the norm for a large portion of

the total population, it is important to measure and keep track of the effect DTC genetic

testing has on society. Considering how technological innovation often has the poten-

tial for societal disruption [37, 208], and in light of recent evidence of people (mis)using

DTC genetic testing to promote racist ideologies, it is important to keep using quanti-

tative metrics to understand both the benign and harmful sides of this technology.
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1.3 Thesis Outline

The organization of this thesis and its detailed contributions are the following:

Chapter 2 introduces preliminary notions, concepts, and tools that are widely used

throughout this thesis. Then, Chapter 3 reviews prior work related to the research

performed in this thesis.

In Chapter 4, we critically evaluate the research produced by the genome privacy

community in the context of PETs geared for testing, storing, and sharing genomic data

across several axes, using a set of systematic criteria that span a broad spectrum of

properties. We start by adopting a methodology to analyze themes of genome privacy

research using a sample of representative papers. Then, we present a systematization

which we rely upon to summarize the critical analysis and guide the examination of

10 key aspects of genome privacy. Finally, aiming to validate and broaden the discus-

sion around the identified challenges, we report on an online-administered survey of

genome privacy experts, whom we ask to weigh in on them with respect to their im-

portance and difficulty.

Next, in Chapter 5, we present an exploratory, large-scale analysis of Twitter dis-

course related to genetic testing. We collect 302K tweets from 113K users, and analyze

them along several axes, seeking to understand who tweets about genetic testing, what

they talk about, and how they use Twitter for that. We start by presenting a general

characterization of our dataset. Then, we analyze the tweets content-wise, studying

the most common hashtags/URLs and measuring sentiment. Next, we perform a user-

based analysis, looking at the profiles and their location, and assessing whether they

are likely to be bots. We also select a random sample of 15K users and analyze their

latest 1K tweets to study their interests. Finally, we examine the most negative tweets

in our dataset, finding a number of tweets related to racism and hate-speech, as well as

fears of privacy and data misuse, and look for instances of users sharing screenshots of

their test results.
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In Chapter 6, we collect 7K threads consisting of 1.3M posts from the politically

incorrect (/pol/) board of 4chan and 77K comments from Reddit related to genetic

testing between 2016 and 2018. We then analyze them along several axes relying on

several natural language processing, computer vision, and machine learning tools to

study the connection between DTC genetic testing and online hate.

Finally, Chapter 7 concludes the thesis with a discussion about the implications of

its results, its limitations, as well as potential avenues for future research.

1.4 Collaboration

The content presented in this thesis has been co-authored with other researchers and

has been published in Computer Science conferences and journals.

The work of Chapter 4 has been conducted in collaboration with Prof. Bradly Malin,

and Prof. Emiliano De Cristofaro, and was published at PoPETS 2019 [153]. Specifically,

the research required and the writing of the paper was done by the author of this thesis

while Prof. Malin and Prof. De Cristofaro had an advisory and editorial role.

The work presented in Chapter 5 has been conducted along with Prof. Jeremy Black-

burn and Prof. Emiliano De Cristofaro and was accepted at ACM TWEB 2020. The data

analysis and the writing of the paper was done by the author of this thesis while Prof.

Blackburn and Prof. De Cristofaro had an advisory and editorial role.

Finally, the work of Chapter 6 has been conducted in collaboration with Dr. Savvas

Zannettou, Prof. Jeremy Blackburn, and Prof. Emiliano De Cristofaro and was pub-

lished at ICWSM 2020 [154]. The data analysis and the writing of the paper was done

by the author of this thesis, except from Figures 6.3 and 6.5 which were produced by Dr.

Zannettou. Subsections 6.4.2 and 6.5 were co-written by the author of this thesis and Dr.

Zannetou. Specifically, Dr. Zannettou wrote the parts of these subsections that explain

how Figures 6.3 and 6.5 were produced. Prof. Blackburn and Prof. De Cristofaro had

an advisory and editorial role.
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Chapter 2

Background

In this chapter, we introduce preliminary notions, concepts, and tools that are widely

used throughout this thesis. We start with a primer on genetic testing focusing on

terminologies, contexts, attacks, and legal aspects. Then, we provide descriptions of

the social networks we focus on in this thesis and we also describe the tools we use to

analyze them.

2.1 Genomics Primer

We now describe important terminologies and contexts discussed in this thesis, as well

as common attacks against genome privacy. We also discuss how genome privacy is

being protected legally in the EU and USA.

2.1.1 Terminologies

Whole Genome Sequencing. Whole Genome Sequencing (WGS) is the process of de-

termining the complete DNA sequence of an organism. In other words, it is used to

digitize the genome of an individual into a series of letters corresponding to the vari-

ous nucleotides (A, C, G, T). WGS costs are now on the order of $1,000 [157].

Whole Exome Sequencing. Whole Exome Sequencing is the process of sequencing

parts of DNA which are responsible for providing the instructions for making proteins.
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Genotyping. Sequencing is not the only way to analyze the genome; in fact, in-vitro

techniques such as genotyping are routinely used to look for known genetic differences

using biomarkers.

SNPs, CNVs, STRs, RFLPs, Haplotypes, and SNVs. All members of the human pop-

ulation share around 99.5% of the genome, with the remaining 0.5% differing due to

genetic variations. However, this 0.5% variation does not always manifest in the same

regions of the genome. As an artifact, storing how much or where differences occur

could lead to uniqueness and identifiability concerns.

A Single Nucleotide Polymorphism (SNP) is a variation at a single position, oc-

curring in 1% or more of a population. SNPs constitute the most commonly studied

genetic feature today, as researchers use them to identify clinical conditions, predict the

individuals’ response to certain drugs, and their susceptibility to various diseases [228].

However, Copy Number Variations (CNVs) [209] and Short Tandem Repeats (STRs) [40]

are also becoming increasingly more used. Restriction Fragment Length Polymorphisms

(RFLPs) refer to the difference between samples of homologous DNA molecules from

differing locations of restriction enzyme sites, and are used to separate DNA into pieces

and obtain information about the length of the subsequences.

A haplotype refers to a group of genes of an individual that was inherited from

a single parent. Finally, while a SNP refers to variation which is present to at least

1% of a population, a Single Nuncleotide Variant (SNV), is a variation occurring in an

individual, without limitations on frequency.

GWAS. Genome Wide Association Study is the process which compares the DNA of

study participants to discover SNPs that occur more frequently in people carrying a

particular disease.

SAM, BAM, FASTQ, and VCF. Fully Sequenced Genomes (FGSs) are typically stored in

either SAM, BAM, or FASTQ formats. SAM (Sequence Alignment Map) is a text-based

format, which may include additional information such as the reference sequence of
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the alignment or the mapping quality, BAM is a binary format (in practice, the com-

pressed and lossless version of SAM), while FASTQ is a text-based format which stores

nucleotide sequences along with their corresponding quality scores. VCF (Variant Call

Format) is another text file format broadly used in bioinformatics for storing gene se-

quence variations.

Genome Operations. A variety of operations can be performed on genomes. For the

purpose of this thesis, we describe three of the most common:

1. SNP weighted average. There are several methods to compute the disease suscepti-

bility of an individual, or other genetic testing related analysis that involve SNPs.

A common method is based on weighted averaging, where certain weights are

applied on SNPs to calculate the result of a test.

2. Edit distance. An edit distance algorithm measures the dissimilarity of two strings.

Specifically, the edit distance between two strings corresponds to the minimum

number of edit operations (i.e., insertion, deletion, substitution) needed to trans-

form one string into the other. In the context of genomics, usually researchers

measure the edit distance between a patient and a reference genome.

3. χ2 test. A χ2 test is a statistical method to test hypotheses. Specifically, a χ2 test is

used to determine whether there is a significant difference between the observed

frequencies in a sample against the expected ones if the null hypothesis is true.

In the context of genomics, a χ2 test helps researchers determine whether certain

hypotheses are true, e.g., determine whether two or more alleles are associated

(linkage disequilibrium).

2.1.2 Contexts

Progress in genomics has led to a “genomic revolution” that is taking shape in a number

of different contexts. In this thesis, we focus on two of them, namely, public sequencing

initiatives and the private market.
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Public Sequencing Initiatives. The promise of improved healthcare has encouraged

ambitious sequencing initiatives, aiming to build biorepositories for research purposes.

In 2015, the US government announced the Precision Medicine Initiative (now known

as the All Of Us Research Program [164]), aiming to collect health and genetic data

from one million citizens. Similarly, Genomics England is sequencing the genomes of

one hundred thousand patients, focusing on rare diseases and cancer [91].

The rise of data-driven genomics research also prompts the need to facilitate data

sharing. In 2013, the Global Alliance for Genomics and Health (GA4GH) was estab-

lished with an objective to make data sharing between institutes simple and effec-

tive [94]. The GA4GH has developed various software, such as the Beacon Network [72],

which permits users to search if a certain allele exists in a database hosted at a certain

organization, and the Matchmaker Exchange [176], which facilitates rare disease dis-

covery.

Private Market. Progress in genomics has also encouraged the rise of a flourishing

private sector market. Several companies operate successfully in the business of se-

quencing machines (e.g., Illumina), genomic data storage and processing (e.g., Google

Genomics), or AI-powered diagnostics (e.g., Sophia Genetics). At the same time, others

offer genetic testing directly to their customers, without involving doctors or genetics

experts in the process. There are now hundreds of DTC genetic testing companies [177],

which collectively have amassed tens of millions of customers [1, 7].

2.1.3 Attacks Against Genome Privacy

Sharing genetic findings is crucial for helping biomedical discoveries advance. How-

ever, research has shown that genetic data is hard to anonymize [99, 196] prompting

important privacy concerns. In that respect, several types of attacks against genome

privacy have been demonstrated by the research community.
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A few re-identification attacks have been proposed whereby an adversary recovers

the identity of a target by relying on quasi-identifiers, such as demographic information

(e.g., linking to public records such as voter registries), data communicated via social

media, and/or search engine records [210]. For instance, Gymrek et al. [99] infer the

surnames of individuals from (public) anonymized genomic datasets by profiling short

tandem repeats on the Y chromosome while querying genealogy databases.

Also, in membership inference attacks, an adversary infers whether a targeted indi-

vidual is part of a study that is possibly associated with a disease, even from aggregate

statistics. Homer et al. [109] do so by comparing the target’s profile against the ag-

gregates of a study and those of a reference population obtained from public sources.

Wang et al. [223] leverage correlation statistics of a few hundreds SNPs, while Im et

al. [118] use regression coefficients.

Shringarpure and Bustamante [196] present inference attacks against Beacon by re-

peatedly submitting queries for variants present in the genome of the target, whereas,

Backes et al. [16] attacks focused on microRNA expressions. More generally, Dwork et

al. [75] prove that membership attacks can be successful even if aggregate statistics are

released with significant noise. For a comprehensive review of the possible/plausible

attacks against genome privacy, we refer the readers to [76].

2.1.4 Legal Aspects

The General Data Protection Regulation (GDPR) [173] came into effect in the EU in

May 2018. However, its impacts on genetic testing and genomic research are not yet

clear. The data minimization principle suggests that the minimum required amount of

data should be stored to achieve the intended goal, while the purpose limitation principle

dictates that researchers should predetermine the scope of the study (Article 5). Under

Article 35, genetic data is designated both as sensitive and personal data.
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In the US, there is no equivalent of GDPR, however, certain legislation and policy

protects the privacy of study participants using indirect means. For example, to access

sensitive data in NIH databases, a researcher must first submit a request. More specif-

ically, under the Health Insurance Portability and Accountability Act (HIPAA)1 and its

Privacy Rule2 genetic information is considered to be “health information” even if it

is not clinically significant, and under the Genetic Information and Nondiscrimination

Act of 2008 (GINA) it is illegal for employers or health insurers to request genetic infor-

mation of individuals or of their family members. However, this legislation does not

cover the cases of life, disability, and long-term care insurance.

Overall, the HIPAA Privacy Rule was not designed to be a comprehensive health

privacy protection system. In the US healthcare system, patients are required to sign

an acknowledgment of privacy practices when they seek care which may lead them to

the assumption that their health privacy is adequately protected, however, the HIPAA

Privacy Rule has numerous exceptions permitting access to individually identifiable

health information, such as when it is required by law, to avert a serious threat to health

or safety, for specialized government functions including national security, and oth-

ers [55]. Finally, there are cases of individuals voluntarily making their genomic data

public without considering the privacy impact on themselves and their relatives.

2.2 Social Platform Analysis

In this section, we describe the three social networks this thesis focuses on, as well as

the tools we use to analyze them.

142U.S.C.300gg-300gg-2
245C.F.R.pts.160,162,164

42 U.S.C. 300gg-300gg-2
45 C.F.R. pts. 160, 162, 164
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2.2.1 Social Platforms

Our work in Chapters 5 and 6 uses datasets from three social platforms, namely, Twitter,

Reddit, and 4chan.

Twitter. Twitter is a social networking and micro-blogging service where users can

post short messages known as “tweets.” These tweets can, in return, be commented on,

retweeted, and liked by other users.

Reddit. Reddit is a social news aggregation and discussion website, where users post

content (e.g., images, text, links) that gets voted up or down by other users. Users

can add comments to the posts, and comments can also be voted up or down and

receive replies. Top submissions appear on the front page, and top comments appear at

the top of each post. Content on Reddit is organized in communities created by users

called subreddits which are usually associated with areas of interest (e.g., movies, sports,

politics).

4chan. 4chan is an imageboard website with virtually no moderation. An “Original

Poster” (OP) creates a thread by posting an image that may include a message. Content

is organized in subcommunities, called boards (as of June 2020, there are 80 of them),

with various topics of interest (e.g., video games, literature, etc.). Other users can post

in the OP’s thread with a message and/or an image. On 4chan, users do not need a

registered account to post content.

As of 2020 there are at least 95 Internet social networks [2]. Studying how DTC

genetic testing is perceived on all of them would an infeasible task and arguably out of

scope. Nevertheless, we choose these three networks for several reasons. First, Twitter

and Reddit are extremely popular; as of June 2020, Twitter has more than 330 million

active users [239] and Reddit has more than 430M monthly active users and 21B visits,

which makes it the fifth most visited site in the US [181]. Second, 4chan has been shown

to include a high volume of racist, xenophobic, and hateful content [108] which allows

us to study how DTC genetic testing is used in this context.
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2.2.2 Tools

To analyze and interpret our datasets, we use the set of tools described below.

Latent Dirichlet Allocation. LDA is a generative statistical model that allows the iden-

tifying of topics that best describes a set of documents [29]. In the context of this the-

sis, it allows us to summarize our collected documents (i.e., posted texts) into a small

number of topics consisting of keywords that are representative of the overall themes

pertaining them.

Before applying the LDA algorithm we cleaned the data (i.e., removed punctuation

and special characters, lower-cased). We did so by using the Python library NLTK.3

For the LDA process we used the Python library Scikit Learn, specifically its Latent

Dirichlet Allocation method.4

When using an LDA algorithm there are two important parameters to take into con-

sideration: The alpha parameter is a concentration parameter that represents document-

topic density. Specifically, higher alpha means that documents are assumed to be made

up of more topics which results in more specific topic distribution per document. The

beta parameter is a concentration parameter that represents topic-word density. Specif-

ically, higher beta means that topics are assumed to made of up most of the words and

result in a more specific word distribution per topic. For our implementation, and after

experimenting with the alpha and beta values, we chose to keep Scikit Learn’s default

values which, for both parameters, equals to 1/number_o f _topics. We also used the

batch learning method. We kept the rest of the parameters on their default options.

While LDA can be a valuable tool for summarizing topics of interest it also suffers

from several limitations. Most notably, the number of the extracted topic (usually de-

noted as K) is fixed (i.e., it must be known ahead of time). In this thesis, our K varies

from 3 to 10 topics depending on the number of documents processed in each analysis.

3https://www.nltk.org/
4https://scikit-learn.org/stable/modules/generated/sklearn.decomposition.

LatentDirichletAllocation.html

https://www.nltk.org/
https://scikit-learn.org/stable/modules/generated/sklearn.decomposition.LatentDirichletAllocation.html
https://scikit-learn.org/stable/modules/generated/sklearn.decomposition.LatentDirichletAllocation.html
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Furthermore, LDA cannot capture correlations and assumes that words are exchange-

able.

Google’s Perspective API. Perspective API is a publicly available tool geared to iden-

tify toxic comments [175]. The API returns a value between 0 and 1, pertaining to the

likelihood of a text being toxic, i.e., how rude, disrespectful, or unreasonable a comment

is likely to be; severely toxic, which is similar to toxicity but only focuses on the “most

toxic” comments; and inflammatory, which focuses on texts intending to provoke or

inflame.

Perceptual Hashing. Perceptual hash functions extract features from multimedia con-

tent and calculate hash values based on them. They can be used to compare two objects

by calculating a distance/similarity score between two hash values; the objects are la-

beled as (perceptually) equal if the distance is below a chosen threshold [166].

Word Embeddings. Word embeddings is the collective name for a set of language mod-

eling and feature learning techniques in the natural language processing (NLP) field

where words or phrases from a vocabulary are mapped to vectors of real numbers. In

this thesis, we use a specific type of word embeddings called word2vec [151]. Word2vec

models are trained on large corpora of text and generate a high-dimensional vector for

each word that appears in the corpus; words that are used in similar context also have

a closer mapping to the high-dimensional vector space. This allows us to study which

words are used in similar contexts.
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Chapter 3

Related Work

The work in this thesis revolves around the privacy and societal challenges stemming

from the rise of personal genomic testing. In this chapter, we review prior work related

to our line of research. Specifically, we start by presenting the related literature on

analyzing security and privacy challenges in the context of genomic data. Then, we

present prior work on the societal effects of DTC genetic testing, followed by studies

of health-related topics on social networks. We also review prior exploratory studies

on Twitter, Reddit, and 4chan. Finally, we present prior work on hate speech on social

platforms.

3.1 Security & Privacy Challenges of Genetic Testing

In this section, we review prior work analyzing security and privacy challenges in the

context of genomic data.

Erlich and Narayanan [76] analyze the different routes that can be used to breach

and defend genome privacy. They group plausible and possible attacks into three cat-

egories: completion, identity tracing, and attribute disclosure attacks, and discuss the

extent to which mitigation techniques (i.e., access control, anonymization, and cryp-

tography) can address them. Ayday et al. [12] summarize the importance of progress



20 Chapter 3. Related Work

in genomics along with the need for preserving the privacy of the users when dealing

with their genomic data.

Shi et al. [194] review genomic data sharing, the potential privacy risks, as well as

regulatory and ethical challenges. They also categorize tools for protecting privacy into

controlled access, data perturbation (specifically in the context of differential privacy),

and cryptographic solutions, providing an overview for each category. Also, Wang et

al. [224] study the clinical, technical, and ethical sides of genome privacy in the United

States, describing available solutions for the disclosure of results from genomic stud-

ies along record linkage, and the ethical and legal implications of genome privacy in

conjunction to informed consent.

Naveed et al. [161] present an overview of genome privacy work from a computer

science perspective, reviewing known privacy threats and available solutions, and dis-

cuss some of the known challenges in this area—e.g., that genomic databases are often

not under the control of the health system, or that privacy protection might affect util-

ity. They also interview 61 experts in the biomedical field, finding that the majority of

them acknowledge the importance of genome privacy research and risks from privacy

intrusions.

Aziz et al. [15] categorize genome privacy research in three groups: privacy-preserving

data sharing, secure computation and data storage, as well as query or output privacy;

they discuss solutions and open problems in those fields, aiming to help practitioners

better understand use cases and limitations of available crypto primitives. and com-

pare their performance and security. Finally, Akgün et al. [6] focus on bioinformatics

research where private information disclosure is possible. For instance, they consider

scenarios about querying genomic data and sequence alignment, while surveying avail-

able solutions for each.
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3.2 Genetic Testing & Society

We now present studies that have worked toward understanding the societal effects of

genetic testing.

Roth and Ivemark [192] interview users to study how ancestry testing affects eth-

nic and racial identities by conducting 100 interviews with people who have white,

black, Hispanic/Latino, Native American, and Asian ancestry. They find instances of

consumers not accepting test results, and instead focus on estimates based on social

appraisals and aspirations. Overall, they suggest that genetic ancestry testing may re-

inforce race privilege.

Clayton et al. [56] conduct a meta-analysis of 53 studies involving 47K people around

perceptions of genetic privacy, highlighting how survey questions are often phrased

poorly, thus leading to possible misinterpretations of the results. They also show that

not enough attention was paid to influential factors, e.g., participants’ sociocultural

backgrounds.

Also, Couldry and Yu [58] discuss how DTC genetic companies, such as 23andMe,

influence the public toward sharing their genetic data by claiming that the abundance

of data will improve people’s lives in the long term, despite a body of work showing

that genetic data cannot be securely anonymized [99, 196].

Panofsky and Donovan [172] analyze 70 discussion threads on the far-right web-

site Stormfront.org, where at least one user posted ancestry test results. They group

posters based on whether they consider their results good or bad and study how other

Stormfront users react: if the posters receive “bad news,” they tend to question the va-

lidity of genetic genealogy science, trying to reinterpret their results to fit their views

on races.

In follow-up work [171], they also look at the relationship between citizen science

and white nationalists’ use of genetic testing, shedding light on how “repair strategies”

combine anti-scientific attacks on the legitimacy of these tests and reinterpretations of

Stormfront.org
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them in terms of white nationalist histories. Finally, Chow-White et al. [52] examine

2K tweets containing the keyword ‘23andMe’ spanning one week. They calculate their

sentiment and find out that the positive tweets outnumber the negative, while users

appear overall enthusiastic about the company’s services.

3.3 Health in Social Networks

Twitter has been extensively used to study health and health-related issues, e.g., to

measure and predict depression.

De Choudhury et al. [63] identify 476 users self-reporting depression, collect their

tweets, and study their engagement, emotion, and use of depressive language. By

comparing to a control group, they extract significant differences, and build a classi-

fier to predict the likelihood of an individual’s depression. Coppersmith et al. [57]

study tweets related to various mental disorders, while Paul et al. [174] gather pub-

lic health information from Twitter, discovering statistically significant correlations be-

tween Twitter and official health statistics. Abbar et al. [3] analyze the nutritional be-

havior of US citizens: they collect 892K tweets by 400K US users using food-related

keywords and find that foods match obesity and diabetes statistics, and that Twitter

friends tend to share the same preferences in food consumption.

Prasetyo et al. [179] study how social media can effect awareness in health cam-

paigns. Focusing on the Movember charity campaign, they collect more than 1M tweets,

using the keyword ‘Movember’, and uncover correlations between the visitors of the

Movember website and popular Twitter users, but none between tweets and donations.

Finally, Cavazos-Rehg et al. [43] study drinking behaviors on Twitter: using keywords

related to drinking (e.g., drunk, alcohol, wasted), they collect 10M tweets and identify

the most common themes related to pro-drinking and anti-drinking behavior.
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3.4 Quantitative Studies on Twitter, Reddit, and 4chan

Researchers have extensively studied social networks like Twitter, Reddit, and 4chan,

producing a number of exploratory studies of discourse and overall user behavior.

Twitter. Lerman et al. [142] conduct an emotion analysis on tweets from Los Angeles:

using public demographic data, they find that users with lower income and educa-

tion levels, and who engage with less diverse social contacts, express more negative

emotions, while people with higher income and education levels post more positive

messages.

Chatzakou et al. [47] study the GamerGate controversy1 on Twitter, collecting a

dataset of tweets containing keywords indicating abusive behavior. They compare the

characteristics of the related Twitter profiles to a baseline, finding that users tweeting

about GamerGate are more technologically savvy and active, and that their tweets are

more negative. Burnap et al. [38] study Twitter responses to a terrorist attack occurred

in Woolwich in 2013. Using ‘Woolwich’ as a keyword search, they collect 427K tweets,

finding that opinions and emotional factors are predictive of size and survival of infor-

mation flows.

Reddit. De Choudhury and De [62] look at Reddit conversations about mental health,

aiming to understand language attributes of online self-disclosure and factors driving

support in online posts. They show that users explicitly share personal information on

their mental health, and use Reddit for self-expression, even for seeking diagnosis or

treatment information.

Other studies analyze how users behave in specific subreddits. Kasunic et al. [132]

focus on a specific subreddit called /r/RoastMe, where users post photos of themselves

and invite others to ridicule them. They find that the RoastMe community relies on a

specific set of norms, such as highly valuing caustic comments but also being concerned

about the potential psychological harm of the participants. Nobles et al. [167] study

1https://en.wikipedia.org/wiki/Gamergate_controversy

https://en.wikipedia.org/wiki/Gamergate_controversy
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/r/STD to understand how users seek health information on sensitive and stigmatized

topics. They find that most posts crowd-source information about non-reportable STDs,

focusing on treatment, symptoms, as well as aspects of social and emotional impact.

Flores-Saviaga et al. [82] analyze 16M comments spanning two years to examine

the characteristics of political troll communities. They find that /r/The_Donald sub-

scribers spend energy educating their community on certain events and that they use

various socio-technical tools to mobilize other subscribers. Finally, Mills [152] com-

pares /r/The_Donald to /r/SandersForPresident, a subreddit broadly supporting the

2016 presidential candidate Bernie Sanders, exploring whether rapidly formed subred-

dits exhibit collective intelligence. Mills finds that these communities are very effective

on pursuing their agendas and that Trump supporters more often tend to clash with

other communities and Reddit administrators.

4chan. Bernstein et al. [24] study 5M posts on 4chan’s random board (/b/) to examine

anonymity and ephemerality on 4chan. They find that most threads expire in less than

5 minutes, while over 90% of the posts are anonymous.

Hine et al. [108] study 8M posts from /pol/ collected over two and a half months.

Their content analysis reveals that while most URLs point to YouTube, a non-negligible

amount link to right-wing websites. They also find evidence of organized “raids”

against YouTube users, where users collectively post hateful comments on videos they

disapprove of.

3.5 Online Hate

Researchers have also studied hate speech on mainstream social networks like Twit-

ter [197, 61, 168, 190], Reddit [44, 168], Facebook [23, 69], YouTube [169, 189], and In-

stagram [112]. Chatzakou et al. [46] explore cyberbullying on Twitter. They rely on a

dataset of 1.6M tweets to study the properties that characterize bullying, and build a

machine learning classifier which identifies users exhibiting aggressive behavior.
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Founta et al. [83] focus on abuse detection. They leverage a deep learning archi-

tecture which takes into consideration various features (e.g., metadata of posts, prior

posts, account settings, social network, popularity) and propose a tool that is able to

capture several facets of abusive behavior, i.e., cyberbullying, hateful and offensive

content, and sarcasm.

Zannettou et al. [236] explore how mainstream and fringe online communities on

Twitter, Reddit, and 4chan influence each other with respect to disinformation and hate-

ful propaganda. Then, Zannettou et al. [235] detect and study racist and hateful memes,

and their propagation, on 4chan, Gab, Reddit, and Twitter. Among other things, they

find that racist memes are very common on /pol/ and Gab, and that /pol/ and the

/r/The_Donald subreddit are the most influential Web communities with respect to

the dissemination of memes.

Then, in [81], Finkelstein et al. study anti-semitism on /pol/ and Gab—a Twitter

clone known for attracting users who are banned from Twitter—revealing that anti-

semitic content increases in those networks after major political events, such as the

“Unite the Right” rally or the 2016 US elections. Also, they leverage word embeddings

to identify terminology associated with anti-semitic content.

Chandrasekharan et al. [45] study how Reddit’s decision to ban subreddits that

violated anti-harassment policy affected hate speech on the platform. They examine

100M posts and comments from two banned subreddits, namely r/fatpeoplehate and

r/CoonTown, and measure the generated hate speech by its users before and after the

ban. They find that the ban had a positive effect on the platform as the users who

continued posting drastically reduced their hate speech usage.
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3.6 Discussion

Our literature review yields several findings. Regarding the field of genome privacy,

the current collection of surveys review and summarize available solutions. In combi-

nation, they complement our work (Chapter 4) and are useful in providing an overview

of the state of the art, as well as the different avenues for privacy protection. Some

also highlight challenges from non-technical perspectives, including ethics, law, and

regulation. However, they are mostly limited to reviews of already completed work

by grouping and assessing available solutions without a structured methodology, and

therefore, their analysis is usually restricted to the papers they survey and do not apply

to the community in general.

Whereas, in Chapter 4, we define systematic criteria and sample relevant papers

that are representative of a line of work; this helps us provide a critical analysis of

challenges and outlooks. Specifically, we discuss several challenges which have not

been identified in the past by previous surveys, including: the lack of long-term con-

fidentiality protection, the over-reliance on non-collusion assumptions, the challenges

presented by making strong data representations assumptions, as well as the lack of

solutions applicable to current genomics initiatives.

Regarding studying how DTC genetic testing is perceived we find that most of the

research in this area relies on qualitative studies examining the societal effects of genetic

testing [42, 59, 102, 53, 163], and somewhat lacks quantitative large-scale analysis. To

the best of our knowledge, our work in Chapters 5 and 6 is the largest, quantitative

measurement study on the trends, themes, and topics of discussion around genetic

testing.



27

Chapter 4

Reconciling Privacy with Progress in

Genomics: A PETs Perspective

4.1 Introduction

Facilitated by rapidly dropping costs, genomics researchers have made tremendous

progress over the past few years toward mapping and studying the human genome.

Today, the long-anticipated “genomic revolution” [133] is taking shape in a number

of different contexts, ranging from clinical and research settings to public and private

initiatives.

At the same time, this progress also prompts important privacy, security, and eth-

ical concerns. Genomic data is hard to anonymize [99, 196] and contains information

related to a variety of factors, including ethnic heritage, disease predispositions, and

other phenotypic traits [84]. Moreover, consequences of genomic data disclosure are

neither limited in time nor to a single individual; due to its hereditary nature, an adver-

sary obtaining a victim’s genomic data can also infer a wide range of features that are

relevant to her close relatives as well as her descendants. As an artifact, disclosing the

genomic data of a single individual will also put the privacy of others at risk [191].

Motivated by the need to reconcile privacy with progress in genomics, researchers
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have initiated investigations into solutions for securely testing and studying the hu-

man genome. Over the past few years, the genome privacy community has produced

a relatively large number of publications on the topic, with several dedicated events

including international seminars [101, 115, 92], a workshop [121], and a competition

series [117].

At the same time, the community is partially operating ahead of the curve, propos-

ing the use of privacy-enhancing technologies (PETs) in envisioned, rather than exist-

ing, settings. In fact, as discussed later on, genome privacy research also makes as-

sumptions for the future, e.g., that cheap, error-free whole genome sequencing will

soon be available to private citizens, or that individuals will be sequenced at birth so

that all genetic tests can be easily and cheaply done via computer algorithms.

Based on these developments, it is time to take stock of the state of the field. To do

so, we conduct a systematic analysis of genome privacy research, aiming to evaluate not

only what it has achieved so far, but also future directions and the inherent challenges

the field faces. Overall, our work is driven by three main research objectives:

1. Critically review, evaluate, and contextualize genome privacy research using a

structured methodology that can be reused in the future to assess progress in the

field.

2. Reason about the relevance of the proposed solutions to current public sequenc-

ing initiatives as well as the private market.

3. Identify limitations, technical challenges, and open problems faced by the com-

munity. In particular, we aim to assess which of these are likely to be addressed

via natural progress and research follow-ups and which are inherently tied to the

very nature of the problem, involving challenging trade-offs and roadblocks.

Roadmap. With these objectives in mind, we set out to critically evaluate work pro-

duced by the genome privacy community across several axes, using a set of systematic
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criteria that span a broad spectrum of properties. Rather than presenting an exhaustive

review of the very large body of work in this field, we adopt a methodology to analyze

themes of genome privacy research using a sample of representative papers.

We focus on research relying on PETs in the context of testing, storing, and sharing

genomic data. To do so, we retrieve the list of publications in the field from a com-

munity managed website (GenomePrivacy.org) while intentionally excluding papers

about attacks and risk quantification (Section 4.2). After identifying relevant sub-areas

of genome privacy research, we select results that provide a meaningful sample of the

community’s work in each area (Section 4.3).

Next, we present a systematization which we rely upon to summarize the critical

analysis and guide the examination of 10 key aspects of genome privacy (Section 4.4).

Finally, in Section 4.5, aiming to validate and broaden the discussion around the identi-

fied challenges, we report on an online-administered survey of genome privacy experts,

whom we ask to weigh in on them with respect to their importance and difficulty. Over-

all, our analysis, along with the input from the experts, motivates the need for future

work as well as more interdisciplinary collaborations, while pointing to specific techni-

cal challenges and open problems; moreover, our methodology can be reused to revisit

new results and assess the progress in the field.

Main Findings. Our analysis also helps us draw some important conclusions. First,

that the effective use of PETs in the context of genome privacy is often hindered by the

obstacles related to the unique properties of the human genome. For instance, the sen-

sitivity of genomic data does not degrade over time, thus prompting serious challenges

related to the lack of effective long-term security protection, as available cryptographic

tools are not suitable for this goal. Second, we find that the majority of the proposed

solutions, aiming to scale up to large genomic datasets, need to opt for weaker secu-

rity guarantees or weaker models. While it is not unreasonable to expect progress from

the community with respect to underlying primitives, it is inherently hard to address

GenomePrivacy.org
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the limitations in terms of utility and/or flexibility on the actual functionalities. When

combined with assumptions made about the format and the representation of the data,

this poses major hurdles against real-life adoption.

On the positive side, we highlight how, in its short lifespan, the genome privacy

community has achieved admirable progress. For instance, several tools can already

enable genomics-related applications that are hard or impossible to support because of

legal or policy restrictions.

4.2 Methodology

In this section, we introduce our systematization methodology. We provide intuition

into how we select a representative sample of the community’s work; next, we describe

the criteria used to systematize knowledge.

4.2.1 Sampling Relevant Work

GenomePrivacy.org. We study research on genome privacy from the point of view of

privacy-enhancing technologies (PETs) – specifically, we focus on work using PETs in

the context of testing, storing, and/or sharing genomic data. Therefore, we rely on the

website GenomePrivacy.org, which bills itself as “the community website for sharing

information about research on the technical protection of genome privacy and security.”

In the summer of 2017, we retrieved the 197 articles listed on the site, and grouped them

into six canonical categories – Personal Genomic Testing, Genetic Relatedness Testing,

Access and Storage Control, Genomic Data Sharing, Outsourcing, and Statistical Re-

search – from which we selected a sample representing the state of the art for each

category.

Excluding Attack/Quantification Papers. We excluded work on attacks (reviewed in

Chapter 2) and privacy quantifications as our main focus is on the use of PETs. We refer

GenomePrivacy.org
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readers to [220] for a comprehensive evaluation of metrics geared to quantify genomic

privacy, and to [222] for game-theoretic approaches to quantify protection in genomic

data sharing. We also did not include recent proposals to address specific attacks in

the context of Beacon [196], e.g., the work by Raisaro et al. [180] or Wan et al. [221],

although we note their importance later in Section 4.4.4.

Selection. To select the list of papers used to drive our systematic analysis (Section 4.4),

we followed an iterative process. First, the team selected 45 articles considered to rep-

resent the state of the art in the six categories, and later added four more during a

revision of the paper in March 2018. Since it would be impossible to review and sys-

tematize all of them in a succinct and seamless manner, we trimmed down the selection

to 25 papers (reviewed in Section 4.3). When deciding whether to include one paper

over another, the team preferred papers published in venues that are more visible to the

privacy-enhancing technologies community or that have been cited significantly more,

as they arguably have a stronger influence on the community over time.

Ultimately, the selection covers four papers in Personal Genomic Testing, three in

Genetic Relatedness Testing, four in Access & Storage Control, six in Genomic Data

Sharing, six in Outsourcing, and four in Statistical Research. Note that two articles

appear in both Personal Genomic Testing and Genetic Relatedness Testing categories.

For completeness, in Section 4.3, we also add a citation to the papers from the first list

of 49 papers that are not included in the final selection.

Remarks. We stress that we do not aim to analyze all papers related to genomic privacy

in the context of PETs; in fact, our selection is meant to be representative of the state

of the art for each category, but not of its breadth or depth. Rather, we systematize

knowledge around genomic privacy protection mechanisms and critically evaluate it.

As a consequence, if we added or replaced one paper with another, the main takeaways

would not be considerably altered.
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4.2.2 Systematization Criteria

We now discuss the main axes along which we systematize genome privacy work. To

do so, we elicit a set of criteria designed to address the research questions posed in the

introduction. Inspired by similar approaches in SoK papers [31, 134], we choose criteria

aiming to capture different aspects related to security, efficiency, and system/data mod-

els while being as comprehensive as possible. These criteria constitute the columns of

Table 4.1 (see Section 4.4), where each row is one of the papers discussed below. Specif-

ically, we define the following 9 criteria:

1. Data Type. We capture the type of genomic data used, e.g., some protocols per-

form computation on full genomes, or other aspects of the genome such as SNPs or

haplotypes.

2. Genomic Assumptions. We elicit whether techniques make any assumptions as to

the nature of the data. For instance, the processing of sequencing data is not perfect

and nucleotides (or even sequences thereof) might be misreported or deleted, while

others might be inserted unexpectedly. In fact, the error rate percentage across various

next-generations sequencers can be as high as 15% [96]. As such, the output of modern

Illumina sequencing machines (i.e., FASTQ format1) is made of segments of DNA with

probabilities associated with the confidence that letters were read correctly. This crite-

rion serves to note which of the proposed methodologies take into consideration, or are

particularly affected by this.

3. Storage Location. We study where genomic data is assumed to be stored. We identify

three options: (i) a personal device, like a mobile phone or a dedicated piece of hard-

ware which is operated by the user, (ii) the cloud, from which a user can directly obtain

her data or allow a medical facility to obtain it, and (iii) institutions (e.g., biobanks and

hospitals), which store and are able to process genomic data at will. We refer to the

latter as Data Controllers, following GDPR’s terminology [173].

1https://help.basespace.illumina.com/articles/descriptive/fastq-files/

https://help.basespace.illumina.com/articles/descriptive/fastq-files/
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4. Use of Third Parties. We determine the presence of third parties, if any, as well as

their nature. For instance, some protocols may involve key distribution centers and

semi-trusted cloud storage providers.

5. Long-Term Security. Due to its hereditary nature, the sensitivity of genomic data

does not degrade quickly over the years: even access to the genome of a long-deceased

individual might still pose a threat to their descendants. Therefore, we look at the un-

derlying building blocks and the computational assumptions in genome privacy tools

and analyze whether or not they can realistically withstand several decades of compu-

tational advances.

6. Security Assumptions. We study the assumptions made on entities involved, if any.

For instance, we consider if third parties are assumed not to collude with any other

entities.

7. Methods. We report on the main security tools and methods used (e.g., secure mul-

tiparty computation, homomorphic encryption).

8. Privacy Overhead. We broadly quantify the overhead introduced by the privacy de-

fense mechanisms, compared, whenever possible, to non privacy-preserving versions

of the same functionality. This is a non-trivial task because each sub-area of genome

privacy has different goals and each piece of work in that area does not necessarily

solve the exact same problem. Nonetheless, we analyze the complexity of each solu-

tion to assess their efficiency in terms of time and storage overhead. We report on the

lower and upper values of complexity to emphasize how each solution fares against

the non-privacy version of the same functionality. We do so based on the premise that

if the technique imposes orders of magnitude higher overhead than the non-privacy-

preserving version, then the overhead is considered to be high, and low otherwise.

9. Utility Loss. Finally, we measure the impact of privacy tools on the utility of the

system. Such measurements include the overall flexibility of the proposed work in
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comparison with the intended task. Similar to the privacy overhead criterion, we com-

pare against non-privacy-preserving versions of the same functionality, and quantify

utility loss as either low or high.

Remarks. We do not necessarily report on the specific metrics used in the selected

papers (e.g., running times) as (i) not all papers provide metrics, and (ii) similar ap-

proaches already appear in prior work (see Section 3.1). Rather, the metrics used in

the systematization are designed to support a critical analysis of the PETs invoked to

protect genome privacy.

4.3 Representative Papers

We now review the papers selected according to the methodology presented in Sec-

tion 4.2. These papers constitute the rows in Table 4.1.

4.3.1 Personal Genomic Testing

We begin with papers that define privacy-preserving versions of personal genomic

tests. These have a variety of uses, including assessments of a person’s predisposition

to a disease, determining the best course of treatment, and optimizing drug dosage.

Typically, they involve an individual and a testing facility, and consist of searching for

and weighting either short patterns or single nucleotide polymorphisms (SNPs). In this

context, there are two main privacy-friendly models: (1) one assuming that individuals

keep a copy of their genomic data and consent to tests so that only the outcome is dis-

closed and (2) another involving a semi-trusted party that stores an encrypted copy of

the patient’s genetic information, and is involved in the interactions.

Baldi et al. [18] operate in model (1), supporting privacy-preserving searching of

mutations in specific genes. They use authorized private set intersection (APSI) [68],

which guarantees that the test is authorized by a regulator (“authorization authority”)

and pushes pre-computation offline so that the complexity of the online interaction only
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depends on the handful of SNPs tested. It also ensures that the variants which make up

the test are kept confidential, as this may pertain to a company’s intellectual property.

Ayday et al. [11] introduce model (2), letting a Medical Center (MC) perform private

disease susceptibility tests on patients’ SNPs, by computing a weighted average of risk

factors and SNP expressions. In this model patients have their genome sequenced once,

through a Certified Institution (CI) that encrypts the SNPs and their positions, and

uploads them to a semi-trusted Storage and Processing Unit (SPU). The MC computes

the disease susceptibility using cryptographic tools, such as homomorphic encryption

and proxy re-encryption. Also in model (2) is the work by Naveed et al. [160], whereby

the CI encrypts genomes using controlled-functional encryption (C-FE), under a public

key issued by a central authority, and publishes the ciphertexts. MCs can then run tests

using a one-time function key, obtained by the authority, which corresponds to one

specific test and can only be used for that test.

Djatmiko et al. [70] operate in both models (i.e., patients control their data by storing

it on a personal device or in the cloud) to support personalized drug dosing (which in

this case happens to be Warfarin, a blood thinner). The testing facility retrieves data to

be evaluated (using private information retrieval [51]) and processes it while encrypted.

The patient then securely computes the linear combination of test weights (using addi-

tively homomorphic encryption), and shows the results to the physician.

Personal Genomic Testing – Selected Papers

1. Baldi et al., CCS’11 [18]

2. Ayday et al., WPES’13 [11]

3. Naveed et al., CCS’14 [160]

4. Djatmiko et al., WPES’14 [70]
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Additional Papers

See [215], [28], [65], [195], [150]

4.3.2 Genetic Relatedness

We next look at genetic relatedness, i.e., testing to ascertain genealogy or ancestry of in-

dividuals. Genealogy tests determine whether two individuals are related (e.g., father

and child) or to what degree (e.g., they are nth cousins), while, ancestry tests estimate

an individual’s genetic “pool” (i.e., where their ancestors come from). These tests are

often referred to as part of “recreational genomics”, and are one of the drivers of the

DTC market (with 23andMe and AncestryDNA offering them at under $100). How-

ever, due to the hereditary nature of the human genome, they also raise several privacy

concerns [158]. Privacy research in this area aims to support privacy-respective ver-

sions of such tests.

Baldi et al. [18] allow two users, each holding a copy of their genome, to simulate

in vitro paternity tests based on Restriction Fragment Length Polymorphisms (RFLPs),

without disclosing their genomes to each other or third-parties, through the use of pri-

vate set intersection protocols [66]. He et al. [106] let individuals privately discover their

genetic relatives by comparing their genomes to others stored, encrypted, in the same

biorepository, using fuzzy encryption [73] and a novel secure genome sketch primitive,

which is used to encrypt genomes using a key derived from the genome itself. Finally,

Naveed et al. [160] rely on C-FE to enable a client to learn certain functions, including

paternity and kinship, over encrypted data, using keys obtained from a trusted author-

ity.

The tools above differ in a few aspects. First, [18] assumes individuals obtain and

store a copy of their sequenced genome, whereas [106] and [160] operate under the as-

sumption that users will rely on cloud providers. Second, [18] operates on full genomes,
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while [160] supports SNP profiles obtained from DTC genomics companies, with [106]

requiring individuals’ haplotypes.

Genetic Relatdness – Selected Papers

1. Baldi et al., CCS’11 [18]

2. He et al., Genome Research’14 [106]

3. Naveed et al., CCS’14 [160]

Additional Papers

See [110], [67], [150]

4.3.3 Access and Storage Control

Next, we discuss results aiming to guarantee secure access to, and storage of, genomic

data. Karvelas et al. [131] use a special randomized data structure based on Oblivious

RAM (ORAM) [95] to store data while concealing access patterns, using two servers to

cooperatively operate the ORAM. Clients can then query data using a third entity who

retrieves encrypted data from the ORAM and instructs the servers to jointly compute

functions using secure two-party computation [232]. Ayday et al. [10] present a frame-

work for privately storing, retrieving, and processing SAM files where a CI sequences

and encrypts patients’ genomes, and also creates the SAM files, storing them encrypted

in biorepositories. Then, MCs using order-preserving encryption [5] can retrieve data

and conduct genetic tests.

Beyond SAM files, genomic data is also stored in BAM (a binary version of SAM)

or CRAM files, which allows a lossless compression. Huang et al. [113] introduce a

Secure CRAM (SECRAM) format, supporting compression, encryption, and selective

data retrieval. SECRAM requires less storage space than BAM, and maintains CRAM’s

efficient compression and downstream data processing. Finally, Huang et al. [114] focus
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on long-term security, introducing GenoGuard, a system aiming to protect encrypted

genomic data against an adversary who tries to brute-force the decryption key (likely

to succeed in 30 years). They rely on Honey Encryption (HE) [128] so that, for any

decryption attempt using an incorrect key, a random yet plausible genome sequence is

produced. Overall, we find that security issues in this context are not explored in as

much depth as other areas.

Access and Storage Control – Selected Papers

1. Karvelas et al., WPES’14 [131]

2. Ayday et al., DPM’14 [10]

3. Huang et al., IEEE S&P’15 [114]

4. Huang et al., Genome Research’16 [113]

Additional Papers

See [215], [130], [28], [41]

4.3.4 Genomic Data Sharing

We now discuss results in the context of genomic data sharing, which is an important

aspect of hypothesis-driven research. Consider, for instance, genome wide associa-

tion studies (GWAS): to elicit robust conclusions on the association between genomic

features and diseases and traits, researchers may need millions of samples [39]. Even

if sequencing costs continue to rapidly drop, it is unrealistic to assume that research

teams can easily gain access to such a large number of records. Yet, though there is

an interest in data sharing, these sharing initiatives face several obstacles, as (1) re-

searchers in isolation may be prevented from (or are hesitant to) releasing data, and (2)

might only have patients’ consent for specific studies at specific institutions. Therefore,

privacy-enhancing methods have been proposed to address these issues.
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Kamm et al. [129] present a data collection system where genomic data is distributed

among several entities using secret sharing. Secure multiparty computation (MPC) is

then used to conduct computations on data, privately, supporting secure GWAS across

multiple entities, such as hospitals and biobanks. Xie et al. [230] introduce SecureMA,

which allows secure meta-analysis for GWAS. (Meta-analysis is a statistical technique to

synthesize information from multiple independent studies [77].) Their framework gen-

erates and distributes encryption/decryption keys to participating entities, encrypts

association statistics of each study locally, and securely computes the meta-analysis re-

sults over encrypted data.

Humbert et al. [116] consider the case of individuals willing to donate their genomes

to research. They quantify the privacy risk for an individual using a global privacy

weight of their SNPs and use an obfuscation mechanism that functions by hiding SNPs.

Wang et al. [226] enable clinicians to privately find similar patients in biorepositories.

This could be applied, for instance, to find out how these patients respond to certain

therapies. In their paper, similarity is defined as the edit distance [159], i.e., the min-

imum number of edits needed to change one string into another. Using optimized

garbled circuits, they build a genome-wide, privacy-preserving similar patient query

system. This requires participating parties (e.g., medical centers) to agree on a public

reference genome and independently compress their local genomes using a reference

genome, creating a Variation Call Format (VCF) file. The edit distance of two genomes

can then be calculated by securely comparing the two VCF files.

Jagadeesh et al. [124] enable the identification of causal variants and the discovery of

previously unrecognized disease genes while keeping 99.7% of the participants’ sensi-

tive information private using MPC. Finally, Chen et al. [48] introduce a framework for

computing association studies for rare diseases (e.g., the Kawasaki Disease [135]) over

encrypted genomic data of different jurisdictions. They rely on Intel’s Software Guard

Extensions (SGX), which isolates sensitive data in a protected enclave and allows the
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secure computation of the results.

In summary, work in this category focuses on a wide range of problems, from GWAS

and meta-analysis to edit distance computation. Also, tools primarily build on crypto-

graphic protocols, except for [48], which relies on SGX.

Genomic Data Sharing – Selected Papers

1. Kamm et al., Bioinformatics’13 [129]

2. Xie et al., Bioinformatics’14 [230]

3. Humbert et al., WPES’14 [116]

4. Wang et al., CCS’15 [226]

5. Jagadeesh et al., Science’17 [124]

6. Chen et al., Bioinformatics’17 [48]

Additional Papers

See [207], [240], [14], [225], [222]

4.3.5 Outsourcing

At times, research and medical institutions might lack the computational resources re-

quired to store or process large genomic datasets locally. As such, there is increasing

interest in outsourcing data computation to the cloud, e.g., using dedicated services

like Google Genomics or Microsoft Genomics. However, this requires users to trust

cloud providers, which raises security and privacy concerns with respect to data of re-

search volunteers and/or patients. To address these concerns, several solutions have

been proposed. Note that this category relates to the processing of genomic data in a

public cloud environment, whereas, the previously discussed Access & Storage Control

category relates to where and how data is stored, regardless of the location.
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Chen et al. [49] propose the use of Hybrid Clouds [88], a method that involves both

public and private clouds, to enable privacy-preserving read mapping. Read mapping

is the process of interpreting randomly sampled sequence reads of the human genome.

Their solution involves two stages: a seeding stage where the public cloud performs ex-

act matching on a large amount of ciphertexts, and an extension stage where the private

cloud computes a small amount of computations (such as, edit distance) at the genetic

locations found by the seeding stage. Yasuda et al. [233] present a somewhat homomor-

phic encryption scheme (SWHE) for secure pattern matching using Hamming distance.

More specifically, in this setting physicians supply patients with homomorphic encryp-

tion keys who then encrypt their genomic data and upload them to the cloud. When

the physician needs to test whether a certain DNA sequence pattern appears in the

patient’s genome, the cloud computes the Hamming distance over encrypted DNA se-

quences and the desired pattern, and sends the (encrypted) result back to the physician.

Cheon et al. [50] also use SWHE to calculate the edit distance of two encrypted DNA

sequences, allowing data controllers (e.g., patients) to encrypt their genomic data and

upload them to the cloud, which can calculate the edit distance to the reference genome

or other encrypted sequences. Lauter et al. [140] introduce a leveled homomorphic

encryption scheme (LHE) to securely process genomic data in the cloud for various

genomic algorithms used in GWAS, such as Pearson and χ2 Goodness-of-Fit statistical

tests.2 Usually, computation of these statistics require frequencies or counts but, since

their scheme cannot perform homomorphic divisions, [140] have to modify some of

these computations to work with counts only.

Kim and Lauter [136] also use SWHE to securely compute minor allele frequen-

cies and χ2-statistics for GWAS-like applications, over encrypted data, as well as the

edit/Hamming distance over encrypted genomic data. Finally, Sousa et al. [203] rely

on SWHE and private information retrieval to let researchers search variants of interest

2LHE is a fully homomorphic encryption scheme variant that does not require bootstrapping but can
evaluate circuits with a bounded depth.
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in VCF files stored in a public cloud. Their solution represents an improvement upon

the state of the art in terms of efficiency, however, it suffers from high error rates and

poor scalability.

Outsourcing – Selected Papers

1. Chen et al., NDSS’12 [49]

2. Yasuda et al., CCSW’13 [233]

3. Lauter et al., LatinCrypt’14 [140]

4. Cheon et al., FC’15 [50]

5. Kim and Lauter, BMC’15 [136]

6. Sousa et al., BMC’17 [203]

Additional Papers

See [34], [231], [241], [93]

4.3.6 Statistical Research

The last category focuses on attempts to address unintended leakage threats from the

disclosure of genomic data statistics, e.g., membership inference attacks discussed in

Section 2.

A possible defense is through statistical disclosure control, of which differential pri-

vacy (DP) is one related approach. DP enables the definition of private functions that

are free from inferences, providing as accurate query results as possible, while minimiz-

ing the chances for an adversary to identify the contents of a statistical database [74].

Johnson and Shmatikov [127] point out that it is inherently challenging to use DP

techniques for GWAS, since these methods output correlations between SNPs while the

number of outputs is far greater than that of the inputs (i.e., the number of participants).

In theory, it is possible to limit the number of available outputs and provide results with



4.3. Representative Papers 43

adequate accuracy [25, 80]. In practice, however, this requires researchers to know be-

forehand what to ask (e.g., the top-k most significant SNPs), which is usually infeasible

because finding all statistically significant SNPs is often the goal of the study. To ad-

dress this issue, [127] define a function based on the exponential mechanism, which

adds noise and works for arbitrary outputs. Their mechanism allows researchers to

perform exploratory analysis, including computing in a differentially private way: i)

the number and location of the most significant SNPs to a disease, ii) the p-values of a

statistical test between a SNP and a disease, iii) any correlation between two SNPs, and

iv) the block structure of correlated SNPs.

Uhlerop et al. [218] aim to address Homer’s attack [109] using a differentially pri-

vate release of aggregate GWAS data, supporting a computation of differentially pri-

vate χ2-statistics and p-values, and provide a DP algorithm for releasing these statistics

for the most relevant SNPs. They also support the release of averaged minor allele fre-

quencies (MAFs) for the cases and for the controls in GWAS. Tramèr et al. [214] build

on the notion of Positive Membership Privacy [143] and introduce a weaker adversarial

model, also known as Relaxed DP, in order to achieve better utility by identifying the

most appropriate adversarial setting and bounding the adversary’s knowledge. Finally,

Backes et al. [17] study privacy risks in epigenetics, specifically, showing that blood-

based microRNA expression profiles can be used to identify individuals in a study, and

propose a DP mechanism to enable privacy-preserving data sharing.
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Statistical Research – Selected Papers

1. Johnson and Shmatikov, KDD’13 [127]

2. Uhlerop et al., JPC’13 [218]

3. Tramèr et al., CCS’15 [214]

4. Backes et al., USENIX”16 [17]

Papers on statistical methods are not reported in Table 4.1 because the systemati-

zation criteria do not apply, but, for context, they are discussed in Section 4.4.3.

Additional Papersk

See [234], [242], [126], [225], [198].

4.4 Systematic Analysis

This section reports on the systematic analysis of privacy-enhancing technologies in the

genomics context, as they stand today, building on the methodology and the research

results discussed in Section 4.2 and 4.3, respectively. We drive our discussion from

Table 4.1, which, in addition to providing an overview of the community’s work, con-

cisely summarizes the results of the analysis. It further enables a discussion on insights,

research gaps, as well as challenges to certain assumptions. In the process, we highlight

a list of ten technical challenges.

4.4.1 The Issue of Long-Term Security

The longevity of security and privacy threats stemming from the disclosure of genomic

data is substantial for several notable reasons. First, access to an individual’s genome

allows an adversary to deduce a range of genomic features that may also be relevant

for her descendants, possibly several generations down the line. Thus, the sensitivity

of the data does not necessarily degrade quickly, even after its owner has deceased.
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Data
Type

Genomic
Assu

mptio
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Storage Locatio
n

Long-Term
Secu

rit
y

Third
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Secu
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mptio

ns

M
ethods

Priv
acy

Overh
ead

Util
ity

Loss

Personal Genomic Testing

Baldi et al. [18] FSG Yes User No AA SH, NC A-PSI HSO, LTO Low
Ayday et al. [11] SNP No Cloud No SPU SH, NC Paillier, Proxy HSO, LTO Low
Naveed et al. [70] SNP No User/Cloud No N/CS SH Paillier, PIR LSO, LTO High
Djatmiko et al. [160] SNP No Cloud No CA, CS SH, NC C-FE LSO, LTO Low

Genetic Relatedness Testing

Baldi et al. [18] FSG Yes User No No SH PSI-CA LSO, LTO High
He et al. [106] SNP No Cloud No CS SH Fuzzy LSO, LTO High
Naveed et al. [160] SNP No Cloud No CA, CS SH, NC C-FE LSO, LTO Low

Access & Storage Control

Karvelas et al. [131] FSG No Cloud No CS SH, NC ElGamal, ORAM HSO, HTO Low
Ayday et al. [10] FSG No Cloud No CS, MK SH, NC OPE HSO, LTO Low
Huang et al. [114] FSG Yes Cloud Yes CS SH HoneyEncr LSO, HTO High
Huang et al. [113] FSG No User/Cloud No No SH OPE LSO, LTO Low

Genomic Data Sharing

Kamm et al. [129] SNP No Cloud Yes CS SH, NC SecretSharing LSO, HTO High
Xie et al. [230] SNP No DataController No KDC SH, NC Paillier, MPC LSO, LTO High
Humbert et al. [116] SNP No Cloud No No SH DataSuppr —, LTO Low
Wang et al. [226] VCF No DataController No No SH MPC LSO, LTO High
Chen et al. [48] SNP No DataController No No SGX SGX LSO, LTO High
Jagadeesh et al. [124] FSG No User No No SH MPC Varies∗ Low

Outsourcing

Chen et al. [49] FSG No Cloud No CS SH Hash HSO, HTO Low
Yasuda et al. [233] FSG No Cloud No CS SH SWHE LSO, LTO High
Lauter et al. [140] SNP No Cloud No CS SH LHE LSO, LTO High
Cheon et al. [50] FSG No Cloud No CS SH SWHE LSO, HTO High
Kim and Lauter [136] FSG No Cloud No CS SH SWHE LSO, HTO Low
Sousa et al. [203] VCF No Cloud No CS SH SWHE, PIR —, LTO High

Data Type: FSG: Fully Sequenced Genome, SNP: SNPs, Hap: Haplotypes, VCF: Variation Call Format
Third Parties: CS: Cloud Storage, SPU: Storage & Processing Unit, AA: Authorization Authority, CA: Central Authority,
KDC: Key Distribution Center, MK: Masking & Key Manager, No: No Third Party
Security Assumptions: NC: No Collusions, SGX: Software Guard Extensions
Methods: SWHE: Somewhat Homomorphic Encryption, LHE: Leveled Homomorphic Encryption, Fuzzy: Fuzzy Encryption,
PSI-CA: Private Set Intersection Cardinality, A-PSI: Authorized Private Set Intersection, C-FE: Controlled Functional Encryption,
HoneyEncr: Honey Encryption, OPE: Order-Preserving Encryption, MPC: Secure Multiparty Computation,
PIR: Private Information Retrieval, SGX: Software Guard Extensions
Privacy Overhead: LSO: Low Storage Overhead, HSO: High Storage Overhead, LTO: Low Time Overhead,
HTO: High Time Overhead
∗Varies: Depends on the Input Size

TABLE 4.1: A systematic comparison of the representative genomic pri-
vacy methodologies. The rows represent each work and the columns

represent the list of criteria we apply for assessment purposes.

Moreover, the full extent of the inferences one can make from genomic data is still not

clear, as researchers are still studying and discovering the relationship between genetic

mutations and various phenomena.
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These issues also imply that the threat model under which a volunteer decides to

donate their genome to science, or have it tested by a DTC company, is likely to change

in the future. As a consequence, the need or desire to conceal one’s genetic data might

evolve. For instance, a family member may decide to enter politics, or a country’s polit-

ical landscape shifts toward supporting racist ideologies aimed to discriminate against

members of a certain ancestral heritage.

Inadequacy of Standard Cryptographic Tools. We find that the vast majority of genome

privacy solutions rely on cryptographic tools, yet, they are not fit for purpose if long-

term security is to be protected. Modern cryptosystems assume that the adversary

is computationally bounded, vis-à-vis a “security parameter.” Suggestions for appro-

priate choices of the value for this parameter, and resulting key sizes, are regularly

updated by the cryptography community, however, assuming at most the need for se-

curity for thirty to fifty years [200]. While this timeframe is more than adequate in

most cases (e.g., classified documents get regularly de-classified and financial transac-

tions/records become irrelevant), it may not be in the case of genomic data.

In theory, one could increase key lengths indefinitely, but, in practice, this is not

possible for all cryptosystems, e.g., the block and stream ciphers available today are

only designed to work with keys up to a certain length, and libraries implementing

public-key cryptography also impose a limit on key sizes. Furthermore, flaws in cryp-

tosystems considered secure today may be discovered (as happened, recently, with RC4

or SHA-1), and quantum computing might eventually become a reality [238].

Implications. Naturally, the issue of long-term security affects different genome pri-

vacy solutions in different ways. For instance, if genomic information is stored in an

encrypted form and processed by a specialized third entity, such as the SPU in [11], then

a malicious or compromised entity likely has multiple chances over time to siphon en-

crypted data off and succeed in decrypting it in the future. This is also the case in
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settings where biobanks store patients’ encrypted SAM files [10] or in the context of se-

cure outsourcing solutions, where genomic information is offloaded and encrypted, to

a cloud provider. On the other hand, if encrypted data is only exchanged when running

cryptographic protocols, but not stored long-term elsewhere (as in [18, 70, 230]), then

the adversary has a more difficult task. Nonetheless, long-term security compromise is

still possible, even by an eavesdropping adversary and even if the protocol run is super-

encrypted using TLS. In fact, documents leaked by Edward Snowden revealed that the

NSA has tapped submarine Internet cables and kept copies of encrypted traffic [148,

35].

Possible Countermeasures. Ultimately, genome privacy literature has not sufficiently

dealt with long term security. In fact, only the work by Huang et al. [114] attempts to

do so, relying on Honey Encryption to encrypt and store genomic data. Though a step

in the right direction, this technique only serves as a storage mechanism and does not

support selective retrieval of genomic information, testing over encrypted data, and

data sharing. Moreover, it suffers from several security limitations. Specifically, while

their solution provides information-theoretic guarantees (and long-term security), their

threat model needs to account for possible side-channel attacks. This is because, if the

adversary knows some of the target’s physical traits (e.g., hair color or gender), then it

can easily infer that the decryption key she is using is not the correct one. The authors

attempt to address this issue by making their protocol phenotype-compatible for the

cases of gender and ancestry, but there are many other traits in the human genome that

possess probabilistic genotype-phenotype associations [145] thus making it very hard

to fully address.

Cryptosystems providing information theoretic security could help, as they are se-

cure even when the adversary has unlimited computing power. Unfortunately, they

require very large keys and do not support the homomorphic properties needed to per-

form typical requirements for genomic data (e.g., testing or sharing). Work relying on
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secret sharing (e.g., [129]) is somewhat an exception, in that it can provide information-

theoretic guarantees. However, for secret sharing to work, one needs non-colluding

entities, which is a requirement that is not always easy to attain (see Section 4.4.2).

P1. Long-Term Security

An individual’s genomic sequence does not change much over time, thus, the

sensitivity of the information it conveys may not diminish. However, crypto-

graphic schemes used by PETs in genomics guarantee security only for 20-30

years.

4.4.2 Security Limitations

Next, we focus on a number of security assumptions made by some genome privacy

protocols.

Semi-honest Adversaries. All papers listed in Table 4.1, as well as the vast majority

of genome privacy solutions, consider only semi-honest security. Rare exceptions are

represented by possible extensions to [19, 18]. This is because solutions in this model are

significantly easier to instantiate and yield computation and communication complex-

ities that are orders of magnitude lower than in the malicious model.

However, security in the semi-honest model assumes that the parties do not devi-

ate from the protocol and fails to guarantee correctness (i.e., a corrupted party cannot

cause the output to be incorrectly distributed) or input independence (i.e., an adver-

sary cannot make its input depend on the other party’s input) [105]. Moreover, in the

semi-honest model, parties are assumed to not alter their input. In practice, these re-

quirements impose important limitations on the real-world security offered by genome

privacy solutions. Specifically, it might not suffice to ensure that protocols only disclose

the outcome of a test to a testing facility or provide hospitals with only information

about common/similar patients. Indeed, this makes no guarantees as to whether the
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contents of the test or the patient information has not been maliciously altered or in-

flated. Additionally, the privacy layer makes it more difficult and, at times, impossible,

to verify the veracity of the inputs.

P2. Malicious Security

Most genome privacy solutions are designed for settings where the adversaries

are considered to be honest-but-curious as opposed to malicious, which may im-

pose limitations on real-world security.

Non-Collusion. We also observe that a number of solutions that involve third parties

(e.g., for storage and processing encrypted genomic data [11], issuing keys [160], and

authorizing tests [18, 160]) assume that these parties do not collude with other enti-

ties. Such an assumption has implications of various degrees in different contexts. For

instance, [160] assumes that a central authority (CA) is trusted to issue policies (i.e.,

generating one-time decryption keys, allowing researchers to access a specific genome

for a specific case). The CA is expected to be operated by some established entity such

as the FDA, so that one can likely assume it has no incentive to misbehave (unless com-

promised). Similarly, protocols supporting large-cohort research, like the one in [230],

involve medical centers with little or no economic incentive to collude, and violate pa-

tients’ privacy.

On the other hand, in some cases, non-collusion might be harder to enforce, while

the consequences of collusion might be serious. For instance, the framework in [11]

supports private disease susceptibility tests, and involves three entities: (i) the Patient,

(ii) the MC, which administers the tests, and (iii) the SPU, which stores patients’ en-

crypted SNPs. Data stored at the SPU is anonymized. However, if the SPU and MC

collude, then the SPU can re-identify patients. Moreover, the MC’s test specifics must

be considered sensitive (e.g., a pharmaceutical company’s intellectual property), other-

wise there would be no point in performing private testing. This is because one could
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simply tell the patient/SPU which SNPs to analyze and run the test locally. However,

patient and SPU collusion implies that confidentiality of the MC’s test would be lost.

Also, solutions that assume third-party cloud storage providers do not collude with

testing facilities, such as [131], are limited to settings where one can truly exclude fi-

nancial or law enforcement disincentives to collusion.

P3. Non-Collusion Assumption

Some genome privacy solutions involve a collection of entities. These solutions

further assume that the entities do not collude with each other, which may be

difficult to enforce or verify.

Trusted Hardware. Other assumptions relate to secure hardware, like SGX, which iso-

lates sensitive data into a protected enclave, thus supporting secure computation of

the results, even if the machine is compromised. For instance, [48] relies on secure

hardware to enable institutions to securely conduct computations over encrypted ge-

nomic data. However, side-channel attacks have been recently demonstrated to be pos-

sible [36, 100] and the full extent of SGX security has yet to be explored.

P4. Trusted Hardware

Some genome privacy solutions rely on trusted hardware, such as SGX. How-

ever, the security of such hardware is not yet fully understood and side-channel

attacks may limit the security of these solutions.

4.4.3 The Cost of Protecting Privacy

Genome privacy research mostly focuses on providing privacy-preserving versions of

genomics-related functionalities (e.g., testing, data processing, and statistical research).

While some of these functionalities are already in use (e.g., personal genomic tests of-

fered by DTC companies, data sharing initiatives), others do not yet exist, at least in
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the way the genome privacy community has envisioned them. For instance, some in-

vestigations assume that individuals will soon be able to obtain a copy of their fully

sequenced genome [18] or that we will be able to create an infrastructure and a market

with dedicated providers to store and process genomic data for third-party applica-

tions [11, 131]. Table 4.1 attempts to evaluate the overhead incurred by privacy protec-

tion on efficiency and scalability, by comparing to that of supporting its functionality in

a non privacy-preserving way. Similarly, we measure the loss in utility and flexibility.

Privacy Overhead. We observe that high privacy overhead is linked to the use of

expensive cryptographic tools, (e.g., ORAM, Paillier, and SWHE). On the one hand,

we can assume that some might become increasingly efficient in the future, thanks to

breakthroughs in circuit optimization [202]. Moreover, the efficiency of fully homo-

morphic encryption has improved several orders of magnitude over the last couple of

years [213].

On the other hand, the characteristics of the privacy properties under consideration

intrinsically make the problem harder. As a result, it is less likely that efficiency will

eventually improve in the foreseeable future. For instance, in personal genomic testing,

a basic privacy property is concealing which parts of the genome are being tested. This

implies that every single part needs to be touched, even if the test only needs to exam-

ine a few positions. Some solutions [11, 18] partially address this issue through means

of pre-computation. This is accomplished by encrypting genomic data so that it can be

privately searched. However, the ciphertext still needs to be transferred in its entirety.

Another example is in the context of genealogy testing, where the goal is to find rela-

tives and distant cousins [106]. Accomplishing this in the encrypted domain requires

the presence of a central, non-colluding authority, which, as discussed above, is not

always feasible. A similar situation arises in the context of data sharing: while secure

two-party computation can efficiently support pairwise privacy-friendly information

sharing, these do not scale well to a large number of participating entities.
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P5. Privacy Overhead

Some technical genome privacy solutions rely on cryptographic tools (e.g., ho-

momorphic encryption, garbled circuits, or ORAM). These often come with non-

negligible computation and communication overheads.

Data Representation. In Table 4.1, we capture the type of data each solution works

with. For instance, some protocols operate on SNPs (e.g., [11, 160]), others support

FSGs (e.g., [18, 131]). On the one hand, working with FSGs means that researchers and

clinicians can consider the genome as a whole, supporting various services, such as

research and testing relevant to rare genetic disorders. On the other hand, this might

be challenging, especially in the ciphertext domain. For instance, genome sequencing

is still not an error-free process: nucleotides are often misread by the sequencing ma-

chines, especially when operating at lower costs. Additionally, deletions/insertions of

nucleotides are not uncommon and the exact length of the human genome may vary

among individuals. Handling with such issues is easier in-the-clear than in the cipher-

text domain.

In some cases, solutions like [18] assume simplified formats where the genome is

stored and processed as a long vector of nucleotides along with their exact position.

Yet, when errors, deletions, or insertions are not identified before encryption, the ac-

curacy of testing will dramatically reduce (testing in [18] requires access to specific

positions of a vector containing all nucleotides in the genome, thus, if an unidentified

insertion or a deletion occurs, the position would shift and the test would not work).

Also, important metadata contained in standard formats (such as, SAM, BAM, and

FASTQ) is lost in such a custom representation. (Note that all of the selected papers

use only the data type reported in Table 4.1 as an input; however, if a tool works with

fully sequenced genomes (FSG), it can also support other formats (e.g., one can extract

SNPs from an FSG). Finally, a non-negligible portion of genome privacy investigations
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requires systems to change the way they store and process genomic data, which can

create challenging hurdles to adoption.

P6. Data Representation

Some genome privacy solutions make data representation assumptions, e.g., in-

troducing a custom or simplified data format, not taking into account sequencing

errors, removing potentially useful metadata.

Utility Loss. Finally, Table 4.1 suggests that, in many instances, the loss in utility, when

compared to the corresponding functionality in a non-privacy-preserving setting, is

high overall. For instance, this may arise due to data representation assumptions dis-

cussed above, or because the functionality needs to be adapted for privacy-enhancing

tools to work. Consider that the edit distance algorithm in [50] can only support small

parameters (thus, short sequences), while in [140] algorithms like Estimation Maxi-

mization need to be modified.

Overall, privacy protection inevitably yields a potential loss in utility, as the exact

amount of information that should be disclosed needs to be determined ahead of time

and rigorously enforced. As such, a clinician performing a test on the patient’s genome

loses the freedom to look at whichever data she might deem useful for diagnostic pur-

poses. Similarly, a researcher looking for relevant data in large-cohorts might be limited

as to what can be searched. A related consideration can be made with respect to data

portability across different institutions. For instance, if a patient’s genomic information

is encrypted and stored in a hospital’s specialized unit [11], and the patient is traveling

or visits another medical facility, it may be significantly harder to access and use her

data.
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P7. Utility Loss (Functionality)

Some genome privacy solutions may result in a loss of utility in terms of the

functionality for clinicians and researchers. For instance, privacy tools might

limit flexibility, portability, and/or access to data.

The Challenges of Statistical Research. In Section 4.3, we reviewed certain efforts [127,

218, 214, 17] to achieve genome privacy using differentially private mechanisms. The

use of DP in the context of statistical research is limited by the inherent trade-off be-

tween privacy and utility. DP mechanisms aim to support the release of aggregate

statistics while minimizing the risks of re-identification attacks. In this context, every

single query yields some information leakage regarding the dataset, and, as the num-

ber of queries increases, so does the overall leakage. Therefore, to maintain the desired

level of privacy, one has to add more noise with each query, which can degrade the

utility of the mechanism. The privacy-vs-utility trade-off is a common theme in DP, al-

though in many settings genomic data can present unique characteristics with respect

to its owner, thus further compounding the problem. This challenge is exemplified in

a case study by Fredrikson et al. [85], which focused on a DP release of models for per-

sonalized Warfarin dosage. In this setting, DP is invoked to guarantee that the model

does not leak which patients’ genetic markers were relied upon to build the model.

They show that, to effectively preserve privacy, the resulting utility of the model would

be so low that patients would be at risk of strokes, bleeding events, and even death.

However, in some settings, privacy and utility requirements might not be funda-

mentally at odds, and could be balanced with an appropriate privacy budget. For

instance, [218] show that adding noise directly to the χ2-statistics, rather than on the

raw values, yields better accuracy, while [127] demonstrate that the accuracy of the pri-

vate statistics increases with the number of patients in the study. Also, Tramèr et al.’s

techniques [214] can achieve higher utility than [218, 127] by bounding the adversary’s
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background knowledge. Moreover, it has also shown to be challenging to convince

biomedical researchers, who are striving to get the best possible results, to accept a

non-negligible toll on utility [150].

P8. Utility Loss (Statistical Research)

Some genome privacy solutions rely on differential privacy, i.e., introducing

noise to the data which yields a potential non-negligible loss in utility.

4.4.4 Real-Life Deployment

Relevance to Current Genomics Initiatives. An important aspect of the genome pri-

vacy work to date is its relevance to current genomics initiatives and whether solutions

introduced can be used in practice, to enhance the privacy of their participants. At

the moment, these initiatives deal with privacy by relying on access control mecha-

nisms and informed consent, but ultimately require participants to voluntarily agree to

make their genomic information available to any researchers who wish to study it. Sur-

prisingly, we only came across one solution that could be leveraged for this purpose,

although it would require infrastructure changes. Specifically, the controlled-functional

encryption (C-FE) protocol presented in [160] would allow participants’ data to be en-

crypted under a public key issued by a central authority. This would allow researchers

to run tests using a one-time function key, obtained by the authority, which corresponds

to a specific test and can only be used for that purpose. This means that the authority

would need to issue a different key for each individual, for every request, and for ev-

ery function. Unfortunately, this is not practical in the context of large-scale research

involving millions of participants and hundreds (if not thousands) of researchers. How-

ever, there actually is work aiming to address some attacks against data sharing initia-

tives, e.g., membership inference against the Beacon network [196] (see Section 3.1). To

address this attack, Raisaro et al. [180] propose that a Beacon should answer positively
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only if the individuals containing the queried mutation are more than one. They also

propose hiding a portion of unique alleles using a binomial distribution and providing

false answers to queries targeting them, or imposing a query budget. Wan et al. [221]

measure the discriminative power of each single nucleotide variant (SNV) in identify-

ing a target in a Beacon, and flip the top SNVs according to this power, measuring the

effects on privacy and utility. However, both solutions make important trade-offs with

respect to utility. More specifically, [180] alters or limits the responses of the network,

while [221], acknowledging that utility loss is unavoidable, provides ways to calculate

(but not solve) this trade-off.

P9. Relevance to Genomics Initiatives

Current genomics initiatives – e.g., All of Us or Genomics England – primarily

address privacy by relying on access control mechanisms and informed consent.

In the meantime, we lack technical genome privacy solutions that can be applied

to such initiatives.

Relevance to Private Market. We also reason about the applicability of PETs to the

genomics private market. As a case study, we consider DTC products for health reports

and genetic relatedness testing, where the potential drawbacks mentioned earlier (e.g.,

in terms of utility loss or computational overhead) might be less relevant than in clinical

settings.

Today, companies like AncestryDNA and 23andMe provide cheap and seamless ser-

vices, while investing substantial resources on improving user experience. Moreover,

as their customer base grows, they can discover and match a greater number of rela-

tives, as well as increase the accuracy of their models using metadata provided by the

users. In return, these companies can profit from monetizing customers’ data, e.g., by

helping researchers recruit participants for research studies or providing pharmaceuti-

cal companies with access to data at a certain price [170]. However, without access to
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data, their business model is not viable. This is because deploying privacy-preserving

testing would require the presence of entities that are willing to operate these services

with minimal data monetization prospects. Notably, this is not a new issue in privacy,

and similar considerations can be raised about research on privacy-preserving social

networking or cloud computing, which has also struggled with adoption.

P10. Relevance to Private Market

Direct-to-consumer genetic testing companies monetize customers’ data, and/or

use it for research studies. As such, genome privacy solutions for personal

genome tests may lack a viable business model.

4.5 Experts’ Opinions

The systematic analysis of research using PETs to protect genome privacy led to the

identification of a list of ten technical challenges. Aiming to validate and broaden the

discussion around them, we sought the viewpoints of experts in the field with respect

to their importance and difficulty.

Questionnaire. We designed a short questionnaire, presenting participants with each

of the ten challenges (P1–P10 in Section 4.4) and asking four questions for each:

Q1. How important is it to solve this problem?

Q2. How difficult is it to solve this problem?

Q3. What can be done to address this problem?

Q4. How knowledgeable are you in this area?

For Q1-Q2, we used a ten-point Likert scale, with 1 corresponding to “not at all im-

portant/difficult” and 10 to “extremely important/difficult.” Q3 was a non-mandatory
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(a) Importance

(b) Difficulty

FIGURE 4.1: Boxplots of answers to Q1 and Q2 of the online survey.

open-ended question, while Q4 provided three options: unfamiliar, knowledgeable, or

expert. The questionnaire took 10-15 minutes to complete.

Participants. To compile a list of genome privacy experts, we again used GenomePrivacy.

org, exporting all the authors of the papers listed on the site (262 as of March 2018). We

manually inspected each and removed those that appeared to have primarily biomed-

ical or legal backgrounds, or only authored one paper, thus shortening the list to 92

names. Then, we retrieved the email addresses of the authors from their websites and,

in April 2018, we sent an email with a request to fill out the questionnaire. After 30

days, we received answers from 21 experts.

The survey was designed to be anonymous, i.e., participants were provided with

GenomePrivacy.org
GenomePrivacy.org
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a link to a Google Form and were not asked to provide any personal information or

identifiers.

Analysis. Figures 4.1(a) and and 4.1(b) present boxplots of the answers to Q1 (im-

portance) and Q2 (difficulty). For most questions, participants considered themselves

experts or knowledgeable; only three identified as unfamiliar for P4: Trusted hardware

and P10: (Relevance to) Private Market, two for P8: Utility Loss (Statistical) and P9: (Rel-

evance to) Genomics Initiatives, and one for P3: Non-Collusion, P5: Privacy Overhead,

and P6: Data Representation.

Even though the questionnaire was administered with experts in the field, its lim-

ited sample and scope does not allow us to perform a quantitative analysis in terms of

statistical hypothesis testing with respect to each problem. However, the responses ob-

tained, along with the open-ended questions, do offer several interesting observations.

In fact, we found that participants seemed to consider most of the problems to be quite

important overall. Looking at the median (M), we find that M≥7 for eight out of ten

problems, and M=6 for the other two: P2: Malicious Security and P10: Private Market.

Most Important Problems. Three problems stood out as the most important, with

M=9. In particular, P1: Long-term Security received an average score of µ=8.23±2.02,

with 6 out of the 7 self-reported ‘experts’ in this area giving it a 10. High scores were also

obtained by P7: Utility Loss (Functionality), with µ=8.85±1.16, and P9: Genomics Ini-

tiatives (µ=9.09±0.97, the highest). The importance of these problems was confirmed

when normalizing scores by the average response of each participant, which let us rea-

son about the “relative” importance; again, P1 and P7 stood out.

When asked about how to solve the problem of long-term security, the experts pro-

vided a wide range of ideas, thus confirming the need for future work that takes differ-

ent approaches than the current ones. For instance, some experts raised the availability

of honey encryption [114], which, however, is limited in scope and security (see Sec-

tion 4.4.1). Others proposed the use of gene manipulation techniques like CRISPR [141],
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blockchain-based solutions, and post-quantum cryptography. Specifically, one partici-

pant said: “use post-quantum or information-theoretic solutions. In theory, we know

how to do this (just exchange primitives with PQ-secure ones), but one needs to check

security and performance issues”. Others focused on transparency of data access and

management rather than confidentiality, stating, e.g., that “maybe cryptography is not

the answer. Perhaps setting up an environment with different ways of controlling how

the data is managed in order to provide more transparency.” An expert proposed re-

encrypting the data, while another suggested the use of large parameters: “One option

is to use particularly large parameters, but this will degrade performance. Of course

we can’t know what improved attacks are coming up.” Finally, a participant responded

that this issue is not critical at the moment although it may be in the future, stating that

“despite of the issues of impact to future generations, I do not consider this a critical

factor in todays operations,” while another simply responded that there is not much

the community can do to address this issue.

Whereas, when asked about utility loss with respect to functionality, there was some

agreement that the community should start to carefully design specific solutions, rather

than generic ones, and validate them with clinicians and researchers before developing

them. For example, one participant mentioned: “we can develop fundamental and flex-

ible evaluations primitives for various applications. Some solution seems to be the best

for one case but there may be a better solution to other applications”, while another sug-

gested to “work on practical use cases by collaborating with, e.g., medical researchers.”

Further, an expert suggested to work on hybrid solutions: “The solution might have

to be multi-layered with crypto, access control policy, etc. components”, while another

focused on the users, suggesting to “educate humans to change their ways.”

Disagreements. We also found that two problems, P8: Utility (Statistical) and P10: Pri-

vate Market attracted very diverse scores, yielding a variance of, resp., 5.85 and 6.80.
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This was confirmed by the participants’ open-ended answers: four participants (self-

identified as knowledgeable) rejected the use of differentially private mechanisms in

clinical settings, while also providing low importance scores. When asked how the

community can address this challenge, some explained that, in certain cases, the utility

loss can be manageable (e.g., “A comprehensive, experiment-driven analysis for feasi-

ble epsilon and delta values can pave the way towards more formally founded utility

results for DP”), while another suggested that the utility loss is usually high because

the proposed solutions are generic instead of specialized for a specific task. A couple

of participants did not recognize the issue of relevance to the private market as partic-

ularly important since they found privacy in this context to be fundamentally at odds

with the DTC market, while others gave high scores for the very same reason.

Other Problems. Among other observations, we found that P6: Data Representation,

although considered important (M=9), was also considered the easiest to address.

Specifically, it was suggested that solutions should be designed to better handle real

data, and that the community should focus on harmonizing existing schemes and im-

prove interoperability. Although this might be feasible, it once again highlights the

need for truly interdisciplinary work. By contrast, regarding the scarcity of solutions

protecting against malicious adversaries (P2) or not relying on non-collusion assump-

tions (P3), we found that these were less important to the participants, both due to their

confidence in advances in cryptography research but also because they felt these might

be reasonable assumptions in the medical setting.

Take-Aways. In summary, the 21 genome privacy experts who responded to our sur-

vey evaluated the ten challenges identified through our systematization, helping us

put them in context and providing feedback on possible avenues to mitigate them. On

the one hand, some of the issues are likely to be eventually mitigated via natural re-

search progress (e.g., cryptographic tools geared to provide malicious security might
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become more efficient), optimization techniques (e.g., supporting specific functional-

ities in standardized settings), advances in new technologies (e.g., trusted hardware

might reduce computation overheads), and/or inter-disciplinary collaboration (e.g., by

improving interoperability). On the other hand, however, we do not have a clear grasp

as to how to tackle some of the other challenges that are inherently tied to the very

nature of genome privacy. For instance, the issue of long-term security cannot be effec-

tively addressed using standard approaches; similarly, the utility loss stemming from

hiding data might be hard to overcome with existing cryptographic and/or differential

privacy techniques.

4.6 Discussion

We introduced and applied a structured methodology to systematize knowledge around

genome privacy, focusing on defensive mechanisms offered by privacy-enhancing tech-

nologies (PETs). We selected a representative sample of the community’s work and

defined systematic criteria for evaluation. We compiled a comparison table which

guided a critical analysis of the body of work and helped us identify ten technical chal-

lenges/open problems. We also asked genome privacy experts to weigh in on how

important and difficult they are to address and to provide ideas as to how to mitigate

them. Overall, our analysis serves as a guideline for future work, while our methodol-

ogy can be reused by other researchers to revisit new results and assess the progress in

the field.

In short, we found that using PETs to protect genome privacy may be hindered by

the obstacles related to the unique properties of the human genome. For example, the

sensitivity of genome data does not degrade over time; as a consequence, one serious

challenge stems from lack of long-term security protection, which is hard to address as

available cryptographic tools are not suitable for this goal. We also observed that the

overwhelming majority of proposed techniques, aiming to scale up to large genomic
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datasets, need to opt for weaker security guarantees or weaker models. While it is

not unreasonable to expect progress from the community with respect to underlying

primitives, it is inherently hard to address the limitations in terms of utility and/or

flexibility on the actual functionalities. When combined with assumptions made about

the format and the representation of the data under analysis, this might pose major

hurdles against real-life adoption.

These hurdles are further compounded by the interdependencies between some of

the criteria and the categories discussed. For instance, the use of cloud storage for

genomic data implies the existence of a third party, and as such, the improvement in

usability may be overshadowed by security limitations (Section 4.4.2). Furthermore,

the solutions proposed in the Access & Storage Control category may have a direct

effect on every category as functionalities like secure storage and selective retrieval

are crucial parts of any complete framework, further highlighting the importance of

interoperability.

Nevertheless, in its short lifespan, the genome privacy community has achieved

admirable progress. Indeed, a significant portion of research can already be used to

enable genomics-related applications that are hard or impossible to support because of

legal or policy restrictions. For instance, genetic and health data cannot easily cross

borders, which makes international collaborations very challenging. In this context,

mechanisms provably guaranteeing privacy-friendly processing of genomic data may

alleviate these restrictions and enable important research progress, and we hope to see

more pilot studies along these lines in the near future. In fact, some initiatives have

started to provide encouraging results, e.g., a trial conducted at the CHUV hospital

in Lausanne (Switzerland) to encrypt genetic markers of HIV-positive patients and let

doctors perform tests in a privacy-preserving way [150].
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Chapter 5

Analyzing Genetic Testing

Discourse on the Web Through the

Lens of Twitter

5.1 Introduction

In 1990, the Human Genome Project was kicked off with the goal of producing the first

complete sequence of a human genome; at a cost of almost $3 billion, it was completed

13 years later [139]. Since then, costs have dropped at a staggering rate: by 2006, high-

quality sequencing of a human genome cost $14 million, and, by 2020, private individ-

uals could have their genomes sequenced for about $1,000 [120]. This rapid progress is

paving the way to personalized medicine, a concept advocating for diagnosis and treat-

ment to be tailored to patients’ genetic features, aiming to make healthcare more pre-

ventive and effective [9]. It also enables public initiatives to sequence large numbers of

genomes and build large bio-repositories for research purposes; for instance, the Preci-

sion Medicine research program in US (now called All Of Us) or the Genomics England

project in UK are sequencing the genomes of, respectively, 1M and 100K volunteers.

Moreover, a number of companies have entered the flourishing market of direct-

to-consumer (DTC) genetic testing. Rather than visiting a clinic, customers purchase a
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collection kit for a few hundred dollars or less, deposit a saliva sample, and mail it

back; after a few days, they receive a report with information about genetic health risks

(e.g., susceptibility to Alzheimer’s), wellness (e.g., lactose intolerance), and/or ancestry

and genealogy information. Today, there are hundreds of DTC companies – naturally,

some more reputable than others [178] – including 23andMe (which provides reports

on carrier status, health, and ancestry) and AncestryDNA (which focuses on genealogy

and ancestry). As of June 2020, 23andMe and AncestryDNA have, respectively, tested

more than 12M and 16M customers [1, 7].

Traditionally, health-related issues were communicated to patients primarily by

doctors and clinicians, however, the advent of direct-to-consumer genetic testing changes

this substantially. Individuals can now learn potentially life-changing results with a few

clicks of the mouse, without contacting a medical professional. Also, as results are de-

livered electronically, they are more easily shared with others. Affordable DTC prod-

ucts and participatory sequencing initiatives make genetic testing increasingly more

accessible and available to the general population. Like with other aspects of digital

health, this leads to social media attracting discussions, sharing of experiences, and

molding of perceptions around genetic testing, thus becoming a key platform for re-

lated news and marketing efforts. However, while the research community has ana-

lyzed in great detail the interlinked relationship between health and social networks

such as Twitter, to the best of our knowledge, genetic testing discourse on social media

has not been adequately studied.

To this end, we set to address a few open questions: 1) What are the tweets related

to genetic testing really about? 2) Which accounts are particularly active in tweeting

and what do they talk about? 3) Is the discussion about genetic testing dominated by

certain keywords, themes, or companies? 4) What is the overall sentiment and what

topics relate to more negative sentiment? We focus on Twitter due to its popularity and

the relatively ease of collecting data.
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Aiming to answer these questions, we present an exploratory, large-scale analysis

of Twitter discourse related to genetic testing. Starting from 10 keywords related to

DTC genetics companies and 3 to genomics initiatives, we search and crawl all avail-

able tweets containing these keywords that were posted between January 1, 2015 and

July 31, 2017. We collect 302K tweets from 113K users, and analyze them along several

axes, seeking to understand who tweets about genetic testing, what they talk about,

and how they use Twitter for that. Specifically, after presenting a general characteri-

zation of our dataset, we analyze the tweets content-wise, studying the most common

hashtags/URLs and measuring sentiment. Next, we perform a user-based analysis,

looking at the profiles and their location, and assessing whether they are likely to be

bots. We also select a random sample of 15K users and analyze their latest 1K tweets to

study their interests. Note that, as a substantial chunk of tweets turns out to be about

DTC companies 23andMe and AncestryDNA, we present a few case studies focused on

them. Finally, we examine the most negative tweets in our dataset, finding a number of

tweets related to racism and hate-speech, as well as fears of privacy and data misuse,

and look for instances of users sharing screenshots of their test results.

Overall, our study leads to a few interesting observations:

1. Users tweeting about genetic testing seem overall interested in digital health and

technology, although the conversation is often dominated by those with a vested

interest in its success, e.g., specialist journalists, medical professionals, entrepreneurs,

etc.

2. The two most popular DTC companies, 23andMe and AncestryDNA, also gener-

ate the most tweets. However, although 23andMe had half the customers at the

time of measurement, it produced almost 5 times more tweets, which is also due

to controversy around their failure to get FDA approval in 2015.

3. Sentiment around initiatives is positive, with coverage boosted by mainstream
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Tweets Users RTs Likes Official Media Quotes Hashtags URLs Top 1M

23andMe 132,597 64,014 72,848 149,897 1.31% 6.14% 3.49% 27.23% 68.68% 75.40%
AncestryDNA 29,071 16,905 16,266 47,249 7.08% 8.79% 2.69% 54.29% 75.50% 49.68%
Counsyl 3,862 1,834 2,716 4,255 3.49% 6.98% 4.64% 44.01% 83.94% 74.97%
DNAFit 2,118 844 1,336 2,508 15.34% 18.74% 5.37% 57.22% 78.94% 79.18%
FamilyTreeDNA 2,794 1,205 1,196 3,111 4.36% 19.97% 6.62% 34.18% 36.47% 69.21%
FitnessGenes 2,142 773 908 2,809 16.29% 18.47% 9.40% 44.53% 56.76% 71.28%
MapMyGenome 1,568 704 4,488 3,726 15.30% 13.13% 4.99% 53.63% 80.35% 64.30%
PathwayGenomics 1,544 579 1,968 2,521 2.13% 18.51% 6.11% 61.01% 76.55% 68.12%
Ubiome 14,420 6,762 9,223 13,991 2.71% 4.37% 2.85% 27.85% 73.28% 64.19%
VeritasGenetics 1,292 497 1,443 2,526 6.65% 17.07% 17.07% 46.13% 58.28% 71.95%
Genomics England 7,009 1,863 19,772 18,756 19.68% 17.80% 11.58% 61.19% 69.18% 48.82%
Personalized Medicine 20,302 4,631 19,085 15,514 – 6.93% 7.55% 99.93% 87.42% 71.98%
Precision Medicine 83,329 13,012 118,043 128,303 – 8.56% 10.41% 99.88% 83.39% 77.16%

Total 302,048 113,624 269,292 395,166 2.26% 7.75% 5.92% 56.54% 74.77% 71.80%
Baseline 163,260 131,712 282,063,006 486,960,753 – 41.20% 12.07% 23.48% 45.49% 89.57%

TABLE 5.1: Our keyword dataset, with all tweets from January 1, 2015 to
July 31, 2017 containing keywords related to genetic testing.

news and announcements (e.g. President Obama’s) and neutral for DTC compa-

nies, although with a few strongly opinionated users.

4. There is a clear distinction in the marketing efforts undertaken by different com-

panies, which naturally influence the type and the nature of users’ engagement;

e.g., we find the the promotional hashtag #sweepstakes in 1 out 8 tweets contain-

ing the keyword AncestryDNA.

5. We find a limited presence of social bots, with some keywords attracting a dif-

ferent degree of automated publishing, as some topics seem to be more popular

among individuals than others.

6. We find evidence of groups using genetic testing to push racist and anti-semitic

agendas, and of users expressing concerns about privacy and data protection.

7. A non-negligible amount of users share and discuss screenshots of their ancestry

test results, despite the possible privacy implications.

5.2 Dataset

We now describe our methodology for collecting the dataset.
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Genetic Testing Keywords. We start from a list of 36 DTC genetic testing companies

compiled by the International Society of Genetic Genealogy [123]. We use each com-

pany’s name as a search keyword; if the search returns less than 1,000 tweets, we dis-

card it. In the end, we collect tweets for 10 companies: 23andMe, AncestryDNA, Coun-

syl, DNAFit, FamilyTreeDNA, FitnessGenes, MapMyGenome, PathwayGenomics, Ubiome,

and VeritasGenetics. We opt for keywords not separated by spaces (e.g., VeritasGenet-

ics) rather than quoted search (e.g., “Veritas Genetics”) since we notice that companies

are primarily discussed via hashtags or mentions, and because Twitter’s search engine,

at the time of the collection, did not provide exact results with quotes.1

Besides tweets related to for-profit companies, we also want to study discourse re-

lated to public sequencing initiatives and related concepts. Thus, we select three more

keywords: PrecisionMedicine, PersonalizedMedicine, and GenomicsEngland. Person-

alized Medicine aims to make diagnosis, treatment, and care of patients tailored and op-

timized to their specific genetic makeup. Precision Medicine conveys a similar concept,

but also refers to the initiative sequencing the genome of 1M individuals announced

by President Obama in 2015 to understand how a person’s genetics, environment, and

lifestyle can help determine the best approach to prevent or treat disease [90]. Genomics

England is a similar UK initiative with 100K volunteers, primarily focusing on cancer

and rare disease research. Once again, we search for keywords not separated by spaces

(e.g., PrecisionMedicine) since these concepts are mostly discussed via hashtags and

because of the incorrectness of the search engine.

Twitter Dataset. We use a Python library called Tweepy [216] that is a wrapper of

Twitter’s official API to collect all posted tweets from January 1, 2015 to July 31, 2017

returned as search results using the 10 DTC keywords and the 3 keywords related to

genomics initiatives. Our script collects, for each tweet, its content, the username, date

1 For instance, when searching for tweets using the quoted search “Family Tree DNA,” we expect to
only get the tweets that include these exact words, in that order, including the spaces. However, we notice
that the following tweet appears: “Celebrate Valentine’s Day & give the gift of Family Finder for only $59.
Sale ends February 14th! http://familytreedna.com”

http://familytreedna.com
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and time, the number of retweets and likes, as well as the URL of the tweet. It also visits

the profile of the users posting each tweet, collecting their location (if any), the number

of followers, following, tweets, and likes. Overall, we collect a total of 191K tweets from

94K users for the 10 DTC companies and 111K from 19K users for the 3 initiatives, as

summarized in Table 5.1. Note that to download this information one needs the prior

consent of Twitter. When applying for an API key, Twitter asks the applicant to explain

their reasons for doing so. We describe in our form our intended methodology and our

application is accepted. We also collect a set of 163,260 random English tweets, from

the same January 2015 to July 2017 period (approx. 170 per day), which serves as a

baseline set for comparisons. This set originates from a pre-existing dataset of tweets

collected using Twitter’s “Sample Stream” API which returns a random sample of all

public tweets.2

We remark that the keyword search returns accounts that match that keyword, e.g.,

tweets including 23andMe, #23andMe, or @23andMe, but also those posted by the

@23andMe account. For consistency, we discard the latter, analyzing them separately

when relevant. Note that our dataset includes tweets from users who discuss their

opinions on genetic testing, but also blog posts, ads, and news articles. As our goal is

to discover how genetic testing is reflected through the lens of Twitter, we choose not

to discard any of the above subsets in an attempt to “clean” the dataset, or to focus only

on certain kinds of profiles. We also make our Twitter dataset available to the public.3

5.3 Analyzing the Genetic Testing Discourse

In this section, we present the results of our exploratory, large-scale analysis of the

genetic testing discourse online on Twitter. To do so, we study the dataset presented in

2 See https://developer.twitter.com/en/docs/tweets/sample-realtime/
3 https://github.com/amittos/genetic-testing-twitter-dataset

https://developer.twitter.com/en/docs/tweets/sample-realtime/
https://github.com/amittos/genetic-testing-twitter-dataset
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Section 5.2 on multiple axes, such as the most used hashtags and URLs, the sentiment,

and the nature of the users who tweet about genetic testing.

5.3.1 General Characterization

We start by presenting a general characterization of the tweets in our dataset. Simple

statistics of our keyword-based dataset are reported in Table 5.1. From left to right,

the table lists the total number of tweets, unique users, retweets, and likes for each of

the 13 keywords and the random baseline. We also quantify the percentage of tweets

made by the official accounts of each company or initiative, as well as the percentage of

tweets including media (images and videos), quoted tweets, hashtags, and URLs, and

how many of them are in the Alexa Top 1M.4

Number of tweets. 23andMe is by far the most popular keyword, with one order of

magnitude more tweets than any other company (130K in total, around 140/day, from

64K distinct users); AncestryDNA is a distant second (30K tweets from 16.9K users).

Given their large customer bases, this should not come as a surprise. However, it is

surprising that 23andMe has 4.6 times as many tweets as AncenstryDNA even though

AncestryDNA, at the time of measurement, had over twice the number of customers

of 23andMe. The least popular companies are MapMyGenome, PathwayGenomics,

and VeritasGenetics, with less than 2K tweets each over our 2.5 year collection period.

Among the initiatives, Precision Medicine generates a relative high number of tweets

(83K from 13K users), much more so than Personalized Medicine (20K tweets).

Tweets per user. For each keyword, we also measure the number of tweets per user (see

Figure 5.1(a)). We find that the median for every keyword is 1; i.e., 50% of users tweet

about a given DTC company or initiative only once. However, we do find differences

in the outliers for different keywords. For instance, there are several highly engaged

4 https://www.alexa.com/topsites

https://www.alexa.com/topsites
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(a) (b)

FIGURE 5.1: Number of tweets (a) per keyword, and (b) per user as a
function of the number of unique keywords they tweeted about. Note

the log scale in y-axis.

users tweeting about Personalized Medicine and Precision Medicine. Manual exami-

nation of these users indicates that most of them are medical researchers and companies

actively promoting the initiatives as hashtags. The presence of these heavily “invested”

users becomes more apparent when we look at the number of tweets as a function of

the number of unique keywords a user posts about, as plotted in Figure 5.1(b): 95%

of them post about only one keyword, and those that post in more than one tend to

post substantially more tweets about genetic testing in general; in some cases, orders of

magnitude more tweets.

We also find differences between tweets about DTC genetic testing companies and

those about genomics initiatives. The majority of the latter come from a smaller set

of users compared to the former, i.e., a few very dedicated users drive the discussion

about genomics initiatives. This is clear from Figure 5.1(a), which plots the number of

tweets per user for each keyword: Personalized/Precision Medicine have more outliers

than most of the DTC genetic companies (although the median for all keywords is 1).

We also find these tweets are more likely to contain URLs (87% and 83% of tweets,
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respectively) than most companies, and even more so when compared to the baseline

(45%).

This suggests that tweets about these topics often include links to news and/or

other external resources. Only around 50% of URLs linked from tweets related to

Genomics England or AncestryDNA are in the Alexa top 1M, compared to 60–75%

for other keywords. For Genomics England, this is due to many URLs pointing to

genomicsengland.co.uk itself. For AncenstryDNA, whose official site at ancestry.com

is in the top 1M, it appears to be due a large number of marketing URLs tweeted along

with the keyword; which we discuss later on.

Retweets and Likes. The total number of retweets and likes per tweet in the baseline is

substantially higher than for tweets related to genetic testing due to outliers, i.e., viral

tweets or tweets posted by famous accounts (e.g., a tweet by @POTUS44 on January

11, 2017 has 875,844 retweets and 1,862,249 likes). However, the median for retweets

and likes in the baseline dataset mirrors that of tweets in our keywords dataset, with

values between 0 and 1. Note that, although the number of retweets and likes per tweet

could be influenced by how old the tweets are, this is not really the case in our dataset.

Starting in late-August 2017, we collect tweets posted up to July 2017. This allows

ample time to capture likes and retweets since preivous work [138] indicates that 75%

of retweets happen within 24 hours and 85% happen within a month.

Official accounts tweets. We also look at the tweets including a given keyword (e.g.,

Ubiome) made by the corresponding official account (e.g., @Ubiome). There are no offi-

cial accounts for Personalized and Precision Medicine, however, the Precision Medicine

initiative is now called All Of Us and has a Twitter account (created in February 2017)

that has posted only a few tweets (224 as of April 4, 2018), so we do not consider it.

The percentage of tweets made by the official accounts of most companies includ-

ing the name of the company as keyword is unsurprisingly very low (e.g., 1% for

23andMe). However, it is higher for others (e.g., 15% for DNAfit, Fitnessgenes, and

genomicsengland.co.uk
ancestry.com
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(a) 23andMe and AncestryDNA (b) Personalized/Precision Medicine

FIGURE 5.2: Number of tweets per day. Note the log scale in y-axis.

MapMyGenome), due to the fact that these companies actually add their names in their

tweets as a hashtag (e.g., #AncestryDNA). In fact, we find that hashtags are used quite

predominantly for several DTC keywords, in some cases 40% of tweets have hashtags

vs 23% for baseline tweets.

Temporal analysis. Finally, we analyze how the volume of tweets changes over time.

In Figure 5.2, we plot the number of tweets per day in our dataset (between Jan 1, 2015–

July 31, 2017) for the two most popular companies (23andMe/AncestryDNA) and the

two most popular genomics initiatives (Personalized/Precision Medicine). On aver-

age, there are 145 and 30 tweets per day for 23andMe and AncestryDNA keywords,

respectively. While the former is relatively constant, the latter increases steadily in 2017

(Figure 5.2(a)). This may be the result of AncestryDNA’s aggressive promotion strate-

gies (see Section 5.3.2). We also find a number of outliers for 23andMe, mostly around

Feb 20 and Oct 19, 2015, and Apr 6, 2017, which are key dates related to 23andMe’s

failure to get FDA approval for their health reports in 2015, then obtained in 2017 [78].

In fact, 20K/132K 23andMe tweets are posted around those dates. As for Personalized

and Precision Medicine (Figure 5.2(b)), the volume of tweets stays relatively flat. There
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– Without Official Accounts – – Only Official Accounts –
Keyword WH Top 3 Hashtags KH Top 3 Hashtags KH

23andMe 27.09% dna (3.58%), genetics (2.07%), tech (1.96%) 12.46% 23andMestory (6.67%), genetics (6.35%), video (5.19%) 9.74%
AncestryDNA 75.48% sweepstakes (12.38%), dna (4.90%), genealogy (4.86%) 25.94% dna (11.74%), ancestry (5.92%), familyhistory (5.07%) 46.88%
Counsyl 45.24% getaheadofcancer (2.64%), cap (1.93%), medical (1.94%) 3.08% acog17 (6.18%), womenshealthweek (5.15%), teamcounsyl (5.15%) 0%
DNAFit 55.30% diet (4.19%), fitness (3.72%), crossfit (3.54%) 22.91% dna (5.33%), fitness (3.71%), generictogenetic (3.48%) 40.37%
FamilyTreeDNA 29.31% dna (14.24%), genealogy (13.42%), ancestryhour (3.18%) 10.86% geneticgenealogy (5.55%), ftdnasuccess (4.44%), ftdna (3.33%) 56.66%
FitnessGenes 72.19% startup (5.93%), london (5.73%), job (5.59%) 18.22% fitness (5.85%), dna (4.32%), gtsfit (2.79%) 45.29%
MapMyGenome 54.98% shechat (7.94%), appguesswho (5.32%), genomepatri (4.22%) 15.80% genomepatri (7.28%), knowyourself (4.04%), genetics (2.02%) 0%
PathwayGenomics 55.85% coloncancer (6.91%), genetictesting (3.29%), cancer (2.85%) 3.34% dnaday16 (9.67%), ashg15 (9.67%), health (3.22%) 19.35%
Ubiome 28.57% microbiome (13.23%), tech (2.14%), vote (2.07%) 6.61% microbiome (24.48%), bacteria (4.76%), meowcrobiome (2.72%) 6.12%
VeritasGenetics 57.16% brca (3.92%), genome (3.62%), genomics (3.32%) 4.22% brca (11.82%), liveintheknow (11.82%), wholegenome (10.75%) 0%
Genomics England 62.05% genomes100k (14.84%), genomics (7.72%), raredisease (5.24%) 1.77% genomes100k (32.45%), raredisease (19.49%), genomics (18.71%) 0%
Personalized Medicine – precisionmedicine (22.74%), genomics (9.77%), pmcon (8.37%) – – –
Precision Medicine – genomics (6.70%), personalizedmedicine (5.49%), cancer (4.89%) – – –

TABLE 5.2: Top 3 hashtags for each keyword, along with the percentage
of tweets with at least a hashtag (WH) as well as that of of “keyword

hashtags” (KH), e.g., #23andMe.

are outliers for Precision Medicine too, e.g., 2,628 tweets on February 25, 2016, when

the White House hosted the Precision Medicine Initiative summit [103].

Discussion. Overall, our characterization shows that highly engaged users drive the

discussion around public genomics initiatives, which is particularly influenced, at least

in terms of volumes, by important announcements such as the one made by President

Obama. As for direct-to-consumer (DTC) genetic testing, the conversation is, as ex-

pected, dominated by the two most popular companies: 23andMe and AncestryDNA.

However, it is interesting that the former generates 4 times more tweets even though

the latter has more than twice the customers. Some of this “popularity” seems to be due

to 23andMe’s controversy around FDA approval. We also find a non-negligible use of

hashtags, possibly used for promotion and marketing efforts, and that a lot of tweets

include URLs to popular domains, indicating that they are used to disseminate news

and links to external resources. This warrants further exploration, thus, we perform

hashtag and URL analysis in the next section.

5.3.2 What Are The Tweets About?

Next, we analyze the content of the tweets related to genetic testing, studying hashtags

and URLs included in them and performing a simple sentiment analysis.

Hashtag Analysis. In Table 5.3, we report the top three hashtags for every keyword,
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– Without Official Accounts – – Only Official Accounts –
Keyword WH Top 3 Hashtags KH Top 3 Hashtags KH

23andMe 27.09% dna (3.58%), genetics (2.07%), tech (1.96%) 12.46% 23andMestory (6.67%), genetics (6.35%), video (5.19%) 9.74%
AncestryDNA 75.48% sweepstakes (12.38%), dna (4.90%), genealogy (4.86%) 25.94% dna (11.74%), ancestry (5.92%), familyhistory (5.07%) 46.88%
Counsyl 45.24% getaheadofcancer (2.64%), cap (1.93%), medical (1.94%) 3.08% acog17 (6.18%), womenshealthweek (5.15%), teamcounsyl (5.15%) 0%
DNAFit 55.30% diet (4.19%), fitness (3.72%), crossfit (3.54%) 22.91% dna (5.33%), fitness (3.71%), generictogenetic (3.48%) 40.37%
FamilyTreeDNA 29.31% dna (14.24%), genealogy (13.42%), ancestryhour (3.18%) 10.86% geneticgenealogy (5.55%), ftdnasuccess (4.44%), ftdna (3.33%) 56.66%
FitnessGenes 72.19% startup (5.93%), london (5.73%), job (5.59%) 18.22% fitness (5.85%), dna (4.32%), gtsfit (2.79%) 45.29%
MapMyGenome 54.98% shechat (7.94%), appguesswho (5.32%), genomepatri (4.22%) 15.80% genomepatri (7.28%), knowyourself (4.04%), genetics (2.02%) 0%
PathwayGenomics 55.85% coloncancer (6.91%), genetictesting (3.29%), cancer (2.85%) 3.34% dnaday16 (9.67%), ashg15 (9.67%), health (3.22%) 19.35%
Ubiome 28.57% microbiome (13.23%), tech (2.14%), vote (2.07%) 6.61% microbiome (24.48%), bacteria (4.76%), meowcrobiome (2.72%) 6.12%
VeritasGenetics 57.16% brca (3.92%), genome (3.62%), genomics (3.32%) 4.22% brca (11.82%), liveintheknow (11.82%), wholegenome (10.75%) 0%
Genomics England 62.05% genomes100k (14.84%), genomics (7.72%), raredisease (5.24%) 1.77% genomes100k (32.45%), raredisease (19.49%), genomics (18.71%) 0%
Personalized Medicine – precisionmedicine (22.74%), genomics (9.77%), pmcon (8.37%) – – –
Precision Medicine – genomics (6.70%), personalizedmedicine (5.49%), cancer (4.89%) – – –

TABLE 5.3: Top 3 hashtags for each keyword, along with the percentage
of tweets with at least a hashtag (WH) as well as that of of “keyword

hashtags” (KH), e.g., #23andMe.

Keyword Without Official Accounts Only Official Accounts

23andMe 23andMe.com (7.33%), techcrunch.com (3.09%), fb.me (2.48%) 23me.co (50.88%), 23andMe.com (21.13%), instagram.com (5.40%)
AncestryDNA journeythroughhistorysweeps.com (15.18%), ancestry.com (13.94%), ancstry.me (74.11%), youtube.com (3.27%), ancestry.com.au (2.88%)

ancstry.me (6.67%)
Counsyl techcrunch.com (8.42%), businesswire.com (5.30%), bioportfolio.com (4.46%) businesswire.com (14.78%), counsyl.com (13.91%), medium.com (5.21%)
DNAFit fb.me (15.81%), instagram.com (14.65%), dnafit.com (2.99%) fb.me (11.74%), dnafit.com (10.52%), dnafit.gr (2.83%)
FamilyTreeDNA familytreedna.com (11.31%), myfamilydnatest.com (4.28%), fb.me (4.17%) familytreedna.com (76.56%), abcn.ws (3.12%), instagram.com (1.56%)
FitnessGenes instagram.com (14.77%), fitnessgenes.com (8.48%), workinstartups.com (6.29%) fitnessgenes.com (31.11%), instagram.com (4.44%), pinterest.com (4.44%)
MapMyGenome yourstory.com (11.84%), owler.us (11.44%), mapmygenome.in (9.18%) mapmygenome.in (42.12%), youtu.be (14.35%), indiatimes.com (3.70%)
PathwayGenomics paper.li (11.96%), atjo.es (10.82%), pathway.com (3.31%) pathway.com (23.07%), nxtbook.com (3.84%), drhoffman.com (3.84%)
Ubiome techcrunch.com (9.30%), bioportfolio.com (4.83%), ubiomeblog.com (4.21%) ubiomeblog.com (34.32%), igg.me (26.07%), ubiome.com (6.60%)
VeritasGenetics veritasgenetics.com (10.97%), technologyreview.com (5.01%), buff.ly (2.30%) veritasgenetics.com (75.67%), biospace.com (1.35%), statnews.com (1.35%)
Genomics England genomicsengland.co.uk (33.85%), youtube.com (1.98%), buff.ly (1.64%) genomicsengland.co.uk (98.03%), peoplehr.net (0.58%),

campaign-archive1.com (0.21%)
Personalized Medicine instagram.com (8.78%), myriad.com (2.54%), buff.ly (2.32%) –
Precision Medicine buff.ly (2.92%), instagram.com (2.27%), nih.gov (1.87%) –

Baseline instagram.com (4.18%), fb.me (3.44%), youtu.be (2.72%) –

TABLE 5.4: The top 3 domains per keyword, without official accounts
and only considering the official accounts.

while differentiating between tweets made by regular users and those by official ac-

counts. We also quantify the percentage of tweets with at least one hashtag (WH) and

that of tweets including the keyword as a hashtag (KH), e.g., #23andMe.

We find a few unexpected hashtags among the DTC tweets, e.g., #sweepstakes

(AncestryDNA), #startup (Fitnessgenes), #vote (Ubiome), #shechat, and #appguess-

who (MapMyGenome). AncestryDNA’s top hashtag, #sweepstakes (12%), is related

to a marketing campaign promoting a TV series, “America: Promised Land.” There

are 3.5K tweets, from distinct users, with the very same content (most likely due to a

“share” button): “I believe I’ve discovered my @ancestry! Discover yours for the chance

to win an AncestryDNA Kit. #sweepstakes journeythroughhistorysweeps.com.” We

also find hashtags like #feistyfrugal and #holidaygiftguide in the AncestryDNA top

10 hashtags, which confirms how AncestryDNA uses Twitter for relatively aggressive

journeythroughhistorysweeps.com
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marketing campaigns. Moreover, in the Fitnessgenes tweets, we find hashtags like

#startup, #london, and #job due to a number of tweets advertising jobs for Fitness-

genes, while #shechat appears in tweets linking to an article related to women in busi-

ness about MapMyGenome’s founder.

By contrast, top hashtags for official accounts’ tweets are closer to their main exper-

tise/business. Similarly, those for genomics initiatives are pretty much always related

to genetic testing, and this is actually consistent besides top 3. (The top 10 hashtags

include, e.g., #digitalhealth, #genetics, and #lifestylemedicine). Finally, the percentage

of tweets with the keyword appearing as a hashtag (KH), range from 12% for 23andMe

to 25% for AncestryDNA even when excluding official accounts, which might be the

by-product of promotion campaigns. When looking at tweets by official accounts KH

values go up for some companies, e.g., AncestryDNA heavily promotes their brand

using hashtags (46% KH).

URL Analysis. We also analyze the URLs contained in the tweets of our dataset. Re-

call that the ratio of tweets containing URLs, as well as the percentage of those in the

Alexa top 1M domains, are reported in Table 5.1. Once again, we distinguish between

tweets from the official accounts and report the top 3 (top-level) domains per keyword

in Table 5.4. If we discover URL shortener services in our dataset (e.g., bit.ly, goo.gl,

TinyURL, ow.ly) we “unshorten” the URLs and use those in our analysis instead. We

also note that all reported cases of fb.me lead to Facebook posts.

Among the top URLs shared by the official accounts, we find, unsurprisingly, their

websites, as well as others leading to other domains owned by them, e.g., 23me.co,

ancestry.com.au, and ancstry.me. A few companies also promote news articles about

them or related topics, e.g., top domains for Counsyl and MapMyGenome include

businesswire.com and indiatimes.com, while DNAfit seems more focused on social

media with its top domain being Facebook. As discussed previously, the domain

journeythroughhistorysweeps.com appears frequently in AncestryDNA tweets. Then,

bit.ly
goo.gl
TinyURL
ow.ly
fb.me
23me.co
ancestry.com.au
ancstry.me
businesswire.com
indiatimes.com
journeythroughhistorysweeps.com
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note that techcrunch.com, a blog about technology, appears several times, as it of-

ten covers news and stories about genetic testing. We also highlight the presence of

owler.us, an analytics/marketing provider sometimes labeled as potentially harmful

by Twitter, as one of the top domains for MapMyGenome. Finally, for genomics ini-

tiatives, we notice buff.ly, a social media manager, suggesting that interested users

appear to be extensively scheduling posts, thus potentially being more tech-savvy.

Sentiment Analysis We perform sentiment analysis using SentiStrength [212], which

is designed to work on short texts. The tool outputs two scores, one positive, in [1, 5],

and one negative, in [−1,−5]. We calculate the sum value of the positive+negative

scores for every tweet, then, collect all tweets with that keyword from the same user,

and output the mean sentiment score.

In Figure 5.3(a), we report the distribution of sentiment across the different key-

words. The vast majority of tweets have neutral sentiment, ranging from 0 to 1 scores.

We run pair-wise two-sample Kolmogorov-Smirnov tests on the distributions, and in

most cases reject the null hypothesis that they come from a common distribution at

α = 0.05. However, we are unable to reject the null hypothesis when comparing the

baseline dataset to the PathwayGenomics dataset (p = 0.77) and when comparing

DNAfit to Ubiome (p = 0.34). In general, the genomics initiatives, and in particu-

lar Personalized Medicine and Precision Medicine, have many outliers compared to

most DTC genetic companies, suggesting more users who reveal strong feelings for or

against these concepts. Genomics England, however, has a median above zero, indicat-

ing generally positive sentiment. Tweets about Counsyl are very neutral, while Ubiome

tweets seem to be the most positive.

Discussion Our content analysis yields a few interesting findings. A large part of the

genetic testing discourse appears to be generated from news and technology websites,

and from tech-savvy users who rely on services to schedule social media posts. Also,

techcrunch.com
owler.us
buff.ly
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(a) Sentiment Analysis (b) Botometer

FIGURE 5.3: Sentiment and Botometer scores of the keyword dataset.

sentiment around DTC companies is overall neutral, but positive for the genomics ini-

tiatives, however, tweets about DTC companies include a lot of strongly opinionated

users (both positive and negative); we further explore tweets with high negative score

in Section 5.4. Finally, tweets related to genetic testing not only contain a significantly

higher number of hashtags than a random baseline, but they are also used for promo-

tion. In general, we find several social media marketing strategies at play, with some

companies employing traditional giveaways, others promoting mainly third-party ar-

ticles about the company, and others focusing their efforts across multiple social media

platforms. For instance, AncestryDNA is quite active in this context, with one par-

ticular hashtag (#sweepstakes) found in 1 out of 8 AncestryDNA tweets. This has a

significant impact on how “regular” users engage in tweeting about genetic testing,

which we further analyze next.
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5.3.3 Who Tweets About Genetic Testing?

In this subsection, we shed light on the accounts tweeting about genetic testing. After

a general characterization of the profiles, we look for the presence of social bots [219].

Then, we select a random sample of users tweeting about the two most popular DTC

companies and analyze their latest 1,000 tweets to understand their interests. We start

by analyzing the profiles tweeting about genetic testing: in Figure 5.4, we plot the dis-

tribution of the number of their followers, following, likes, and tweets.

Followers. Accounts tweeting about genomics initiatives have a median number of fol-

lowers similar to baseline, while for the DTC companies the median is always lower,

except for Counsyl, MapMyGenome, PathwayGenomics, and VeritasGenetics (see Fig-

ure 5.4(a)). Also considering that, for these four companies, there is a relatively low

number of unique users (see Table 5.1), we believe accounts tweeting about them are

fewer but more “popular.” There are fewer outliers than the baseline, which is not

surprising since we do not expect many mainstream accounts to tweet about genetic

testing. Some outliers appear for 23andMe and AncestryDNA, which, upon manual

examination, turn out to be Twitter accounts of newspapers or known technology web-

sites, reflecting how the two most popular companies also get more press coverage.

Following. The median number of ‘following’ (i.e., the accounts followed by the users

in our dataset) is usually higher than baseline for DTC companies but similar for ge-

nomics initiatives (Figure 5.4(b)). This suggests that users interested in DTC genetic

testing might want to get more information off Twitter and/or from more accounts.

Likes. We then measure the number of tweets each profile has liked (Figure 5.4(c)). This

measure, along with the number of tweets, depicts, to a certain extent degree, a level

of engagement. We find that, for all keywords, profiles like fewer tweets than baseline

users. There is one interesting outlier for 23andMe (@littlebytesnews), who liked more

than 1M tweets; this is likely to be a bot, as also confirmed by Botometer [219]. Also,
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FamilyTreeDNA appears to have users liking more tweets than others. However, these

accounts appear not to be bots, as we discuss later.

Tweets. We also quantify the number of tweets each account posts (Figure 5.4(d)). As

with the number of likes, users in our datasets are less “active” than baseline users.

There are interesting outliers above 1M tweets, which are due to social bots. We also

find more tweets from Counsyl’s users, seemingly mostly due to a large number of pro-

files describing themselves as “promoters” of science/digital life, technology enthusi-

asts, and/or influencers. Finally, users tweeting about genomics initiatives appear to

be even less active, with a lower median value of tweets than the rest. Also considering

that these users tweet more about the same keyword (as discussed in Section 5.3.1) but

follow more accounts, we believe that they are more passive than the average Twitter

user, using Twitter to get information but actively engaging less than others.

Geographic Distribution. We then estimate the geographic distribution of the users

via the location field in their profile. Note that i) the corpus is biased as the used key-

words are in English (e.g. Precision/Personalized Medicine), and ii) the location is

self-reported, and users use it in different ways, adding their city (e.g., Miami), state

(e.g., Florida), and/or country (e.g., USA). In some cases, entries might be empty (7.5%

of the tweets in our dataset), ambiguous (e.g., Paris, France vs Paris, Texas), or fictitious

(e.g., “Hell”). Nevertheless, as done in previous work [147], we use this field to esti-

mate where most of the tweets are coming from. We use the Google Maps Geolocation

API, which allows us to derive the country from a text containing a location.5 The API

returns an error for 6.6% of the profiles, mostly due to fictitious locations.

We find that the top 5 countries in our dataset are mostly English-speaking ones:

69.1% of all profiles with a valid location are from the US, followed by the UK (8.6%),

5 https://developers.google.com/maps/documentation/geolocation

https://developers.google.com/maps/documentation/geolocation
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Canada (4.5%), India (2.1%), and Australia (1.4%). We then normalize using Internet-

using population estimates [122], and plot the resulting heatmap, with the top 50 coun-

tries, in Figure 5.5. The maximum value is obtained by the US (i.e., 0.000254 users

per Internet user), with 72.8K unique users, out of an estimated Internet population of

286M, posting tweets in our dataset. This suggest that US users dominate the conver-

sation on genetic testing on Twitter.

We also perform a geolocation analysis broken down to specific keywords. Unsur-

prisingly, the top country of origin for Genomics England is the UK, as it is for DNAfit,

which is based in London. Similarly, the top country for India-based company Map-

MyGenome tweets is India. Overall, we find that tweet numbers are in line with the

countries where the DTC companies are based or operate – e.g., 23andMe health reports

are available in US, Canada, and UK, while AncestryDNA also operates in Australia –

as well as where the genomics initiatives are taking place.

Social Bot Analysis Next, we investigate the presence of social bots in our datasets,

using the Botometer (botometer.iuni.iu.edu), a tool that, given a Twitter handle, re-

turns the probability of it being a “social bot,” i.e., an account controlled by software,

algorithmically generating content and establishing interactions [219].

In Figure 5.3(b), we plot the distribution of Botometer scores for all keywords. We

compare the distributions using pairwise 2 sample KS tests, and reject the null hypoth-

esis at α = 0.05 for all datasets except Counsyl and MapMyGenome (p = 0.29), DNAfit

and VeritasGenetics (p = 0.17) and PrecisionMedicine and VeritasGenetics (p = 0.10).

We also find that all median scores are higher than the baseline (between 0.35 and 0.5 vs

0.3). This is not entirely surprising since we expect many blogs, magazines, and news

services covering genetic testing, and these are likely to get higher scores than individ-

uals since they likely automate their activities. However, about 80% of the accounts in

our dataset have scores lower than 0.5 and 90% lower than 0.6 (i.e., it is unlikely they

are bots). We also find the two most popular keywords, 23andMe and AncestryDNA,

botometer.iuni.iu.edu
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as well as FamilyTreeDNA, somewhat stand out: accounts tweeting about them get

the lowest Botometer scores. Although for FamilyTreeDNA this might be an artifact of

the relatively low number of tweets (2K users), the scores suggest there might be more

interaction/engagement from “real” individuals and/or fewer tweets by automated

accounts about 23andMe and AncestryDNA.

We then look at accounts with Botometer scores above 0.7, finding that, for most DTC

keywords, they account for 3–5% of the users; not too far from the baseline (2%) and

the genomics initiatives (1.5–2%). Counsyl and MapMyGenome have more than 10%

of users with scores above 0.7. We also quantify how many tweets are posted by (likely)

social bots: almost 15% of all PathwayGenomics tweets come from users with score 0.7

or above (4.5% of all users), while for all other keywords social bots are not responsible

for a substantially high number of tweets in our datasets.

5.3.4 What Do Users Tweet About Otherwise?

We then focus on the users tweeting about the two most popular companies – i.e.,

23andMe and AncestryDNA – and study their last 1K tweets, aiming to understand

the characteristics of the accounts who show interest in genetic testing. We only do

so for 23andMe and AncestryDNA as these companies have the highest numbers of

tweets and users, and thus, are more likely to lead to a representative and interesting

sample.

Data. We select a random 20% sample of the users who have posted at least one tweet

with keywords 23andMe/AncestryDNA (resp., 12.2K/64K and 3.3K/16.9K users) and,

using the same methodology we describe in Section 5.2, we crawl their latest 1K tweets

if their account is still active.6 This yields a dataset of 12M tweets, outlined in Table 5.5.

For comparison, we also get the last 1K tweets of a random sample of 5K users from

6 We find 575 and 61 inactive accounts, respectively, for 23andMe and AncestryDNA.
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Tweets Users RTs Likes Hashtags URLs Top 1M

23andMe 9,534,302 12,227 9,077,066 3,501,053 24.40% 63.62% 81.43%
AncestryDNA 2,466,443 3,320 1,399,804 22,001,065 34.21% 63.64% 78.86%
Total 12,000,745 15,547 10,476,870 25,502,118 26.41% 63.62% 80.89%
Baseline 4,208,967 5,035 139,551,104 342,052,546 17.47% 41.24% 88.41%

TABLE 5.5: Summary of the users’ tweets dataset, with last 1K tweets of
a 20% sample of 23andMe and AncestryDNA users.

the keyword dataset’s baseline users. Note that statistics in Table 5.5 refer to the latest

1K tweets of the user sample, while those in Table 5.1 to tweets with a given keyword.

The numbers of retweets and likes per tweet are, once again, lower than the base-

line. However, users tweeting about AncestryDNA receive, for their last 1K tweets,

one order of magnitude more likes than those tweeting about 23andMe. Moreover, we

observe relatively high percentages of tweets with hashtags (63%) and URLs (around

80%). How far back in time the 1,000th tweet appears varies across users, depending

on how often they tweet. We measure the time between the most recent and the 1,000th

tweet, and find that baseline users are more “active” than the users who have tweeted

about 23andMe and AncestryDNA, in line with what discussed previously. In particu-

lar, AncestryDNA users appear to post less: for half of them, it takes at least 359 days

to tweet 1K tweets compared to 260 for the baseline and 287 for 23andMe.

Hashtag analysis. We conduct a hashtag analysis on tweets in Table 5.5. In Table 5.6,

we report the top 10 hashtags of the users’ last 1K tweets. For 23andMe, we find

several hashtags related to health in the top 10; also considering that the top 30 in-

clude #pharma, #cancer, and #biotech, it is likely that users who have shown interest

in 23andMe are also very much interested in (digital) health, which is one of the pri-

mary aspects of 23andMe’s business. This happens to a lesser extent for AncestryDNA

results: while top hashtags include #genealogy (4th), they also include #giveaway,

#sweepstakes, #win, #ad, #promotion, #perduecrew, and #contest, suggesting that these

users are rather interested in promotional products. This is line with our earlier obser-

vation that AncestryDNA extensively uses advertising and marketing campaigns on
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23andMe AncestryDNA Baseline

tech (1.07%) giveaway (3.31%) gameinsight (0.55%)
news (1.06%) sweepstakes (2.01%) trecru (0.34%)
health (0.58%) win (2.01%) btsbbmas (0.33%)
business (0.48%) genealogy (1.01%) nowplaying (0.30%)
healthcare (0.43%) tech (0.63%) android (0.28%)
digitalhealth (0.40%) ad (0.51%) androidgames (0.27%)
startup (0.39%) entry (0.51%) ipad (0.26%)
socialmedia (0.34%) promotion (0.48%) trump (0.24%)
viral (0.34%) perduecrew (0.47%) music (0.21%)
technology (0.34%) contest (0.44%) ipadgames (0.20%)

TABLE 5.6: The top 10 hashtags of the users’ tweets dataset.

Twitter.

URL analysis. In Table 5.7, we report the top 5 domains of the three sets. Over the

last 1K tweets, users tweeting about 23andMe and AncestryDNA share a substantial

number of links to techcrunch.com, a popular technology website; i.e., users who have

tweeted at least once about these companies have an interest about subjects related

to new technologies. In fact, the top 10 list of 23andMe’s set of tweets also include

lnkd.in, mashable.com, and entrepreneur.com. For AncestryDNA, we find wn.nr,

another website related to contests and sweeps. There are thousands of tweets like

“Enter for a chance to win a $500 Gift Card! wn.nr/DRRrZq #MemorialDaySweeps

#Entry”. We also note the presence of woobox.com, a marketing campaign website,

responsible for organizing giveaways, as well as giveaway.amazon.com, an Amazon

site organizing promotional sweepstakes. Botometer scores indicate these accounts are

not actually bots, hence this might be related to the fact that AncestryDNA, through

their marketing campaigns, attract Twitter users who are generally active in looking

for deals and sweeps.

5.4 Case Studies

In this section, we take a closer look at “negative” tweets, following the sentiment anal-

ysis methodology presented previously. We also investigate the presence of users who

techcrunch.com
lnkd.in
mashable.com
entrepreneur.com
wn.nr
woobox.com
giveaway.amazon.com
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23andMe AncestryDNA Baseline

fb.me (4.00%) instagram.com (6.78%) fb.me (5.85%)
instagram.com (3.06%) fb.me (5.48%) instagram.com (4.42%)
youtu.be (2.18%) techcrunch.com (4.42%) youtu.be (2.94%)
buff.ly (2.17%) youtu.be (4.04%) twittascope.com (0.58%)
techcrunch.com (1.53%) wn.nr (1.79%) tmblr.co (0.56%)
lnkd.in (1.02%) woobox.com (1.51%) buff.ly (0.54%)
mashable.com (0.65%) giveaway.amazon.com (1.17%) fllwrs.com (0.40%)
entrepreneur.com (0.63%) buff.ly (1.08%) gigam.es (0.33%)
nyti.ms (0.62%) swee.ps (0.80%) soundcloud.com (0.32%)
reddit.com (0.55%) twittascope.com (0.41%) vine.co (0.30%)

TABLE 5.7: The top 10 domains of the users’ tweets dataset.

post their genetic test results.

5.4.1 Instances of Racism

We select all tweets with genetic testing keywords from users who yield a total senti-

ment score below -3, obtaining 3,605 tweets from 3,209 unique users. We then manually

examine those with keywords 23andMe or AncestryDNA (1,725 and 167, respectively),

and find several of them containing themes related to racism, hate, and privacy fears.

In particular, the “ethnic” breakdown provided by ancestry reports7 seems to spur

several instances of negative-sentiment tweets associated with racism and disapproval

of multi-cultural/multi-ethnic values. For instance, a user with more than 3K followers

self-describing as a “Yuge fan for Donald Trump”, tweets: “Get this race mixing shit off

my time line!!” (March 23, 2017) in response to a 23andMe video about ancestry. An-

other posts: “I wanna do that 23andMe so bad! I’m kinda scared what my results will

be tho lmao I’m prob like half black tbh”(January 13, 2017), and gets a response: “I was

too just do it and never tell anyone if you’re a halfbreed haha”. Also, a user identifying

as ‘American Fascist’ tweets: “I’d like to get the @23andMe kit but, I’m worried about

the results. Just my luck, I’d have non-white/kike ancestors. #UltimateBlackpill” (May

30, 2017).

7 E.g., https://permalinks.23andMe.com/pdf/samplereport_ancestrycomp.pdf

https://permalinks.23andMe.com/pdf/samplereport_ancestrycomp.pdf
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Although we conduct an in-depth analysis of genetic testing related racism on the

Web in Chapter 6, we attempt to assess whether it may be systematic on Twitter, e.g.,

appearing also in tweets not scored as negative by SentiStrength. To this end, we search

for the presence of hateful words using the hatebase.org dictionary, a crowd-sourced

list of 1K terms that indicate hate when referring to a third person, removing words that

are ambiguous or context-sensitive, as done by previous work [108]. Naturally, this is

a best-effort approach since hateful terms might be used in non-hateful contexts (e.g.,

to refer to oneself), or, conversely, racist behavior can occur without hate words. Also,

Twitter might be removing tweets with hate words as claimed in their hateful conduct

policy.8 Nonetheless, we do find instances of hate speech, e.g., anti-semitic tweets such

as: “as long as there are khazar milkers to cause people to demand my 23andMe results,

i will always be here to shitpost” (November 19, 2016), or “@*** i would be pleased if

you posted your 23andMe so i can confirm your khazar milkers are indeed genuine”

(December 23, 2016).

Note that “Khazar milkers” refers to an anti-semitic theory on the origin of Jew-

ish people from the 1900s [79]. In a nutshell, it posits that Ashkenazi Jews are not

descendant from Israelites, but from a tribe of Turkic origin that converted to Judaism.

23andMe issued ancestry reports that suggested Ashkenazi Jews in a given haplogroup

were descendant from a single Khazarian ancestor. Understanding the ancestry of Jew-

ish people has been of interest to the genetics community for years, and the Khazar

theory has been refuted repeatedly [22]. Nonetheless, the alt-right has exploited it to

corroborate their anti-semitic beliefs [183], and incorporate it into their collection of

misleading/factually incorrect talking points. In particular, “khazar milkers” was al-

legedly coined by the “@***” user mentioned above, and is used to imply a sort of

succubus quality of Jewish women.

8 https://support.twitter.com/articles/20175050

hatebase.org
https://support.twitter.com/articles/20175050
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5.4.2 Privacy Concerns

We also identify, among the most negative tweets, themes related to fears of privacy

violation and data misuse. Examples include “Is it me? Does the idea of #23andMe

seem a bit sinister? Do they keep the results? Who owns the results? Who owns

23andMe?”(January 1, 2016), “Same thing with 23andMe and similar companies. In-

definitely stored data with possible sinister future uses? #blackmirror”(November 13,

2016), and “Why does this scare the hell out of me? How can our privacy ever be

assured?” (February 27, 2016). Searching for ‘privacy’ and ‘private’ in our keyword

dataset returns 1,991 tweets, mostly from 23andMe and Precision Medicine (1.1K and

625, respectively), which we proceed to examine both manually and from a temporal

point of view (i.e., measuring daily volumes). Overall, we find that privacy in the con-

text of genetic testing appears to be a theme discussed recurrently on social media and

a concern far from being addressed. This is not entirely unexpected, considering that

both the DTC market and the genomics landscape are evolving relatively fast, with reg-

ulation and understanding of data protection as well as informed consent often lagging

behind, as also highlighted in prior work [149, 64, 178].

Interestingly, one of the peaks in tweets related to 23andMe and privacy occurs on

October 19, 2015 (with 152 tweets). As discussed in Section 5.3.2, this a relevant date

with regards to the FDA revoking their approval for 23andMe’s health reports, which

yields a peak in 23andMe tweets overall. However, the FDA ruling had nothing to do

with privacy, yet, it put 23andMe in the spotlight, possibly causing privacy concerns to

resurface. In fact, privacy and 23andMe discussions periodically appear in our dataset,

even beyond tweets with negative sentiment, e.g., “I want to do #23andMe but don’t

want a private company owning my genetic data. Anyone heard of any hacks to do it

anonymously?” (July 13, 2017), “@23andMe ur privacy policy describes how there is no

privacy. How about u not share any data at all. I pay u and u send the results. Period”

(December 8, 2015), “Should we be concerned about data collection and privacy with
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direct to consumer DNA testing companies like 23andMe?” (April 19, 2017).

5.4.3 Users Sharing Test Results

Finally, we investigate the presence of users who post their genetic test results, aiming

to estimate their number and shed light on their profiles. Given their popularity, we

only do so for 23andMe and AncestryDNA. Among other things, we believe this is

important because health/ancestry reports may contain sensitive information about

the individuals taking these tests, including their predisposition to diseases and their

ethnic heritage [13].

Methodology. Finding all tweets that may include test results is difficult, and ar-

guably out of scope, thus, we focus on screenshots of genetic test results as we anec-

dotally find a non-negligible number in our dataset. These are almost exclusively an-

cestry results, even though 23andMe also provides health reports. We start from the

4.5K/1.5K 23andMe/AncestryDNA tweets with images, but, since they are too many

to be all manually examined, we use the following methodology. First, we build two

sets with 100 “ground truth” images with screenshots of ancestry test results, one each

for 23andMe and AncestryDNA, then, we use Perceptual Hashing [137] to find simi-

lar images that are likely screenshots of test results too, and manually check them to

exclude false positives.9

Overall, our approach likely yields a conservative estimate, nonetheless, it consti-

tutes a best-effort approach to identify and analyze tweets including test results. We

obtain 366 and 204 images for, respectively, 23andMe and AncestryDNA. Upon man-

ual examination, we find and remove 58 (16%) and 26 (13%) false positives. Thus, we

estimate a lower bound of 0.23% and 0.60% of 23andMe and AncestryDNA tweets con-

taining ancestry test screenshots (and 3.40% and 5.15% of tweets with pictures).

9 Perceptual hash functions extract features from multimedia content and calculate hash values based
on them. They can be used to compare two objects by calculating a distance/similarity score between two
hash values; the objects are labeled as (perceptually) equal if the distance is below a chosen threshold [237].
We set the pHash distant threshold to 17 since it produces the best results in our setting.
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Tweets content. We manually examine the 486 tweets with screenshots of ancestry test

results, finding that users often appear to be somewhat enthusiastic about their experi-

ence. In some cases, we note a feeling of “relief”, sometimes expressed in a humorous

way, when the results show they are predominantly “white”: about 10% of tweets with

screenshots include the word white. Examples include: “23andMe confirms: I’m super

white”, “Got my @23andMe results back today. I’m super white. Lie, rice on a paper

plate with a glass of milk in a snowstorm, white.”

User Analysis. We also crawl the last 1,000 tweets of the 308 users who have posted

screenshots with test results, and analyze them as done for the random sample dis-

cussed in Section 5.3.3. We find that their most commonly used hashtags are indeed

related to genetic testing, confirming that the users who do genetic tests are actually

generally interested in the subject. It is also interesting to find #maga to be the second

most common hashtag for users who post 23andMe results (appearing in 431 tweets).

Then, looking at the top domains shared by these users, we do not observe surprising

difference compared to those from a random sample users (see Table 5.7), although we

find more social media services like Instagram and Facebook.

5.5 Discussion

We presented a large-scale analysis of Twitter discourse related to genetic testing. We

examined more than 300K tweets containing 13 relevant keywords as well as 12M

tweets posted by more than 100K accounts that have shown interest in genetic testing.

We found that the discourse related to genetic testing is often influenced by news and

technology websites, and by a group of tech-savvy users who are overall interested in

tech and digital health. Overall, users tweeting about genetic testing are mostly in the

US and other English-speaking countries, while we do not find evidence of extensive

influence of social bots.
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However, the broad conversation seems to be dominated by users that might have

a vested interest in its success, e.g., specialist journalists, medical professionals, en-

trepreneurs, etc. This is particularly evident in the tweets related to genomics initia-

tives, which are mainly discussed by highly engaged users and which are influenced,

at least in terms of volume, by important announcements. Moreover, we noticed that

the two most popular DTC companies, 23andMe and AncestryDNA, also generate the

most tweets, however, although 23andMe has half the customers, it produces almost

5 times more tweets, also due to controversy around their failure to get FDA approval

in 2015. We also observed a clear distinction in the marketing efforts undertaken by

different companies, which ends up influencing users’ engagement on Twitter.

Our work is particularly timely as genetic testing and genomics initiatives are in-

creasingly often associated to ethical, legal, and societal concerns [87]. In this context,

our analysis sheds light not only on who tweets about genetic testing, what they talk

about, and how they use Twitter, but also on groups utilizing genetic testing to push

racist agendas and users expressing privacy concerns. We also found a number of en-

thusiastic users who broadcast their test results through screenshots notwithstanding

possible privacy implications.
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(a) followers (b) following

(c) likes (d) tweets

FIGURE 5.4: Boxplots with statistics per user profile (note the log-scale
in y-axis).

1.34e−07 0.000254

FIGURE 5.5: Geolocation of Twitter profiles, normalized by Internet us-
ing population per country.



93

Chapter 6

Measuring the Relation between

Genetic Testing and Racism on

Reddit and 4chan

6.1 Introduction

Over the past decade, researchers have made tremendous progress toward understand-

ing the human genome, i.e., the complete set of an individual’s DNA, which encodes all

of the information needed to build and maintain that organism. With increasingly low

costs, millions of people can afford to learn about their genetic make-up, not only in

diagnostic settings, but also to satisfy their curiosity about traits, wellness, or discover

their ancestry and genealogy.

A number of companies have successfully marketed direct-to-consumer (DTC) ge-

netic tests: individuals purchase a kit (typically around $100), mail it back with a saliva

sample, and receive online reports after a few days. DTC companies offer a wide range

of services, from romantic match-making [71] or identification of athletic skills [201] to

reports of health risks (e.g, likelihood of developing Parkinson’s), wellness (e.g., lactose

intolerance), carrier status (e.g., hereditary hearing loss), traits (e.g., eyes color), etc.
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Popular products also include genetic ancestry tests, which promise a way to dis-

cover one’s ancestral roots, building on patterns of genetic variations common in people

from similar backgrounds [165]. However, these are subject to limitations, e.g., results

differ from provider to provider due to different control groups [193]. AncestryDNA

alone has tested more than 16M customers as of June 2020 [7].

Alas, increased popularity of self-administered genetic tests, and in particular an-

cestry, has also been accompanied by media reports of far-right groups using it to at-

tack minorities or prove their genetic “purity” [32, 184]. This prompts concerns of a

new wave of scientific racism [187]. For example, white nationalists have been taped

chugging milk at gatherings to demonstrate the ability of people of white color to better

digest lactose [104]. Also, statements from USA President Donald Trump led Senator

Warren to publicly confirm her Native American ancestry via genetic testing [144].

Interest in DTC genetic testing by right-wing communities comes at a time when

racism, hate, and antisemitism on platforms like 4chan, Gab, and certain communities

on Reddit is on the rise [108, 81]. Thus, these trends are particularly worrying, also

considering how technology has been disrupting society in previously unconsidered

ways [97]; the fact that racist, misogynistic, and dangerous behavior festers and spreads

on the Web at an unprecedented scale, eventually making its way into the real world,

prompts the need for a thorough understanding of how these genetic testing tools are

being used and misusedused in online discussions. As genetics-based arguments for

discrimination [20], and even genocide (e.g., the Holocaust), have been made in the

past, without hard, statistical data to back them up, the potential abuse of genetic testing

results this should not be overlooked.

While other aspects of genetic testing have been studied (e.g., how they affect one’s

perception of racial identity [172, 192]), we are interested in the relation between genetic

testing and online hate. This is a topic that has not been thoroughly studied by the

scientific community, despite, as discussed earlier, increasingly worrisome indications
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of far-right groups exploiting genetic testing for racist rhetoric. With this motivation in

mind, we identify and address the following research questions: (1) What is the overall

prevalence of genetic testing discourse on social networks like Reddit and 4chan? (2)

In what context do users discuss genetic testing? (3) Is genetic testing associated with

far-right views, racist ideologies, hate speech, and/or white supremacy? (4) If yes, in

what context? Can we identify specific themes?

We compile and use a set of 280 keywords related to genetic testing to extract all

available posts and comments from Reddit and 4chan. We collect 7K threads from the

politically incorrect (/pol/) board of 4chan (consisting of 1.3M posts) from June 30,

2016 to March 13, 2018, and 77K comments from Reddit related to genetic testing from

January 1, 2016 to March 31, 2018, and analyze them along several axes to understand

how genetic testing is being discussed online. We rely on natural language process-

ing, computer vision, and machine learning tools, including (i) Latent Dirichlet Alloca-

tion (LDA) [29] to identify topics of discussion, (ii) word embeddings [151] to uncover

words used in a similar context across datasets, (iii) Google’s Perspective API [175] to

measure toxicity in texts, and (iv) Perceptual Hashing to assess the imagery and memes

shared in posts.

Overall, the main findings of our study include:

1. Genetic testing is often discussed on /pol/ and on subreddits associated with

hateful, racist, and sexist content. These communities discuss genetic testing in

a highly toxic manner, often suggesting its use to marginalize or even eliminate

minorities.

2. Our image analysis on /pol/ shows the recurrent presence of popular alt-right

personalities and “popular” antisemitic memes along with genetic testing discus-

sions.

3. Word embeddings analysis reveals that certain subreddits use ethnic terms in con-

junction with genetic testing keywords in the same way as /pol/, which may be
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an indicator of 4chan’s fringe ideologies spilling out on more mainstream Web

communities.

4. Genetic testing on Reddit is being discussed in a variety of contexts, e.g., dog

breeds, debating the validity of evidence in real crimes crime evidence, and issues

related to children (e.g., adoption, pregnancy), among others. This indicates how

mainstream genetic testing has recently become.

5. Reddit users are not uniformly interested in all aspects of genetic testing, rather,

they form groups ranging from enthusiasts (i.e., people who are interested in or

have undergone genetic testing), to people who use genetic keywords exclusively

in subreddits that discuss fringe political views.

6.2 Datasets

In this section, we present the methodology used to obtain the datasets used in our

study.

Genetic Testing Keywords. To extract relevant comments and posts we compile a list

of 280 keywords related to genetic testing. First, we use the list of 268 DTC compa-

nies offering DNA tests over the Internet between 2011 and 2018 (e.g., 23andme, An-

censtryDNA, Orig3n) obtained from [177]. We then add 12 more keywords: ances-

try testing/test, genetic testing/test, genomic testing/test, genomics, genealogy test-

ing/test, dna testing/test, and GEDMatch (an open data personal genomics database

and genealogy website [89]).

Reddit Dataset. We gather all Reddit comments from January 1, 2016 to March 31,

2018 (2B comments in 473K subreddits) via the publicly available monthly releases of

pushshift.io.1 We then use the 280 genetic testing keywords as search terms to extract

1 https://files.pushshift.io/reddit/

pushshift.io
https://files.pushshift.io/reddit/
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Reddit Genetic Random 4chan Genetic Random
Testing Testing

Comments 77,184 204,713 Threads 6,986 19,530
Subreddits 3,734 12,616 Posts 1,306,671 760,691
Users 48,096 165,127 Posts/T (Mean) 186.5 37.9

Posts/T (Median) 183 5
Images 338,540 206,830

TABLE 6.1: Overview of the Reddit and 4chan datasets.

all comments possibly related to genetic testing. This results in a dataset of 77K com-

ments posted in 4.6K subreddits, as summarized in Table 6.1. For comparison, we ob-

tain a 0.0001% subset of all Reddit comments posted between January 1, 2016 to March

31, 2018. To do so, we use a simple Python script that randomly selects 0.0001% of all

comments for each month of the same time period (recall that all Reddit comments are

publicly available by pushshift.io). This results in a set of 204K random comments

unrelated to genetic testing.

4chan Dataset. We focus on 4chan’s politically incorrect board (/pol/), which has been

shown to include a high volume of racist, xenophobic, and hateful content [108]. We

choose /pol/ as we study how genetic testing is being discussed in communities that

have been associated with alt-right ideologies. We collect 1.9M threads posted on /pol/

from June 30, 2016 to March 13, 2018. Once again, we use the 280 keywords as search

terms on each thread: if we find a keyword anywhere in it, we get the whole thread. This

is slightly different from what we do for Reddit. On 4chan, each discussion is struc-

tured as a single-threaded entity where the OP submits an image on which other users

respond. There is no official method of responding to a certain comment other than

the original one, whereas, on Reddit a user may reply to a specific comment creating a

new branch of answers. Also, 4chan threads do not contain titles, thus, it is difficult to

understand the context of a discussion without reading the whole thread. In the end,

we extract 6.9K threads containing 1.3M posts. For comparison, we also get a random

sample of 19K threads, with 760K posts. The 4chan dataset is summarized in Table 6.1,

pushshift.io
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where we report the mean and median number of posts per thread, and the total num-

ber of images. Note that, while the threads with genetic testing keywords have 338,540

images, later on we study only images shared in the posts containing those keywords

(6,375).

Remarks. We look at Reddit and 4chan’s politically incorrect board (/pol/) as opposed

to mainstream platforms (i.e., Facebook, Twitter) for several reasons. First, Facebook’s

structure and API do not permit the uniform collection of all available comments con-

taining specific keywords, thus we would have to cherry-pick specific groups possibly

leading to a biased dataset, while Twitter’s API only allows the collection of 1% of all

tweets which would greatly limit the dataset’s amplitude. Meanwhile, Reddit’s self-

organizing content (i.e., subreddits) permits us to easily extract the context in which

genetic testing is being discussed, while all comments ever posted in the platform are

available online (see Section Datasets). Moreover, we are interested in the hateful and

racist connotations of genetic testing discourse.

6.3 Genetic Testing Discussions on Reddit

In this section, we study the prevalence of genetic testing comments on Reddit. We start

by identifying the subreddits with the highest number of comments related to genetic

testing and thematically grouping them. Then, we use Google’s Perspective API [175],

a publicly available tool geared to identify toxic comments, to measure the toxicity of

each group. We also use Latent Dirichlet Allocation (LDA) for basic topic modeling,

aiming to extract the most prominent topics of discussion for each group. Finally, we

examine comments in which users express privacy concerns.
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Subreddit Gen Test Total Percent. Tag Subreddit Gen Test Total Percent. Tag
Comms Comms Comms Comms

1 r/promethease 347 2,580 13% Genetics 58 r/tifu 390 2,191,142 0.01% Other
2 r/SNPedia 184 1,774 10% Genetics 59 r/TwoXChromosomes 488 2,753,369 0.01% Sexes
3 r/23andme 4,150 44,225 9% Genetics 60 r/breakingmom 101 609,366 0.01% Children
4 r/Ancestry 190 2,793 6% Ancestry 61 r/Advice 157 1,021,798 0.01% Other
5 r/Genealogy 3569 95,205 3% Ancestry 62 r/PurplePillDebate 210 1,421,805 0.01% Hate
6 r/genetics 347 11,741 2% Genetics 63 r/aww 799 5,671,423 0.01% Other
7 r/Adoption 610 40,667 1% Children 64 r/history 142 1,054,177 0.01% Other
8 r/IDmydog 175 14,429 1% Animals 65 r/raisedbynarcissists 163 1,214,553 0.01% Other
9 r/ehlersdanlos 340 47,303 0.7% Health 66 r/milliondollarextreme 109 895,032 0.01% Hate

10 r/TheBlackList 288 43,127 0.6% Entertainment 67 r/asktransgender 158 1,307,753 0.01% Sexes
11 r/Celiac 171 41,444 0.4% Health 68 r/exmormon 288 2,444,535 0.01% Religion
12 r/Testosterone 306 83,997 0.3% Health 69 r/nottheonion 313 2,898,542 0.01% News
13 r/serialpodcast 745 213,958 0.3% Entertainment 70 r/MapPorn 114 1,063,518 0.01% Other
14 r/EARONS 155 48,613 0.3% Crime 71 r/explainlikeimfive 388 3,741,174 0.01% Educational
15 r/StevenAveryIsGuilty 357 126,689 0.2% Crime 72 r/Futurology 278 2,689,784 0.01% Science
16 r/cancer 172 68,037 0.2% Health 73 r/NoStupidQuestions 198 1,943,855 0.01% Educational
17 r/dogs 1,627 803,094 0.2% Animals 74 r/AskWomen 324 3,328,046 <0.01% Sexes
18 r/MakingaMurderer 1,198 624,641 0.1% Crime 75 r/UpliftingNews 114 1,214,761 <0.01% News
19 r/SuperMaM 139 73,997 0.1% Crime 76 r/Documentaries 130 1,386,157 <0.01% Educational
20 r/Nootropics 613 331,434 0.1% Drugs 77 r/todayilearned 1,185 13,088,194 <0.01% Educational
21 r/DebateAltRight 298 169,354 0.1% Hate 78 r/conspiracy 469 5,281,831 <0.01% Other
22 r/AugustBumpers2017 120 71,825 0.1% Children 79 r/news 1,717 19,386,087 <0.01% News
23 r/ttcafterloss 223 141,992 0.1% Children 80 r/ireland 138 1,615,105 <0.01% Race/Countries
24 r/UnresolvedMysteries 966 667,940 0.1% Crime 81 r/TumblrInAction 216 2,563,058 <0.01% Hate
25 r/InfertilityBabies 156 111,862 0.1% Children 82 r/depression 103 1,277,435 <0.01% Health
26 r/BeforeNAfterAdoption 107 81,078 0.1% Animals 83 r/askscience 101 1,289,247 <0.01% Science
27 r/TickTockManitowoc 443 364,725 0.1% Crime 84 r/fatlogic 120 1,543,070 <0.01% Hate
28 r/pitbulls 108 103,844 0.1% Animals 85 r/IAmA 242 3,521,706 <0.01% Other
29 r/infertility 427 423,863 0.1% Children 86 r/technology 268 4,072,195 <0.01% Technology
30 r/arabs 128 157,054 0.08% Race/Countries 87 r/AdviceAnimals 372 5,906,232 <0.01% Other
31 r/BabyBumps 973 130,1608 0.07% Children 88 r/Showerthoughts 477 8,034,239 <0.01% Other
32 r/altright 108 166,436 0.06% Hate 89 r/trashy 110 1,897,268 <0.01% Funny
33 r/Judaism 178 299,667 0.06% Race/Countries 90 r/BlackPeopleTwitter 209 3,762,278 <0.01% Hate
34 r/AskDocs 193 385,831 0.05% Health 91 r/OldSchoolCool 142 2,593,419 <0.01% Other
35 r/TryingForABaby 192 411,263 0.04% Children 92 r/canada 231 4,341,997 <0.01% Race/Countries
36 r/slatestarcodex 123 273,357 0.04% Science 93 r/CringeAnarchy 217 4,101,269 <0.01% Politics
37 r/bipolar 164 396,899 0.04% Health 94 r/AskMen 195 3,805,036 <0.01% Sexes
38 r/MensRights 399 993,039 0.04% Sexes 95 r/The_Donald 1,251 28,360,073 <0.01% Hate
39 r/bestoflegaladvice 144 362,868 0.03% Legal 96 r/worldnews 845 20,224,373 <0.01% News
40 r/steroids 320 825,647 0.03% Drugs 97 r/europe 219 5,275,810 <0.01% Race/Countries
41 r/legaladvice 1,081 2,851,210 0.03% Legal 98 r/atheism 108 2,626,435 <0.01% Religion
42 r/hapas 128 368,467 0.03% Race/Countries 99 r/AskReddit 5,421 132,899,306 <0.01% Other
43 r/science 782 2,666,213 0.03% Science 100 r/india 127 3,141,858 <0.01% Race/Countries
44 r/ADHD 168 576,203 0.03% Health 101 r/KotakuInAction 109 2,811,180 <0.01% Hate
45 r/changemyview 538 1,908,120 0.02% Other 102 r/pics 543 15,528,294 <0.01% Other
46 r/TheRedPill 270 1,044,079 0.02% Hate 103 r/politics 1,517 46,270,193 <0.01% Politics
47 r/confession 182 710,132 0.02% Other 104 r/personalfinance 150 4,671,327 <0.01% Other
48 r/teenmom 203 824,312 0.02% Entertainment 105 r/Philippines 102 3,245,641 <0.01% Race/Countries
49 r/TeenMomOGandTeenMom2 133 565,612 0.02% Entertainment 106 r/unitedkingdom 105 3,595,982 <0.01% Race/Countries
50 r/Parenting 194 829,177 0.02% Children 107 r/ukpolitics 125 4,348,955 <0.01% Race/Countries
51 r/childfree 350 1,531,152 0.02% Children 108 r/trees 113 4,009,217 <0.01% Drugs
52 r/MGTOW 365 1,625,881 0.02% Hate 109 r/WTF 131 5,609,346 <0.01% Other
53 r/relationship_advice 309 1,383,111 0.02% Other 110 r/videos 319 13,934,560 <0.01% Other
54 r/ShitAmericansSay 122 547,506 0.02% Comedy 111 r/funny 321 15,792,122 <0.01% Funny
55 r/relationships 1,853 8,538,031 0.02% Other 112 r/gifs 111 9,032,723 <0.01% Other
56 r/JUSTNOMIL 359 1,790,725 0.02% Other 113 r/movies 111 11,810,334 <0.01% Other
57 r/TrueReddit 102 557,598 0.01% Other 114 r/nba 183 23,109,676 <0.01% Other

TABLE 6.2: List of subreddits sorted by normalized number of genetic
testing comments.
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6.3.1 Methodology

Subreddits selection & grouping. We extract all the subreddits where genetic testing

comments have been posted to, but discard subreddits if they either have fewer than 1K

comments overall or fewer than 100 comments with one of the keywords. This yields

a list of 114 subreddits; see Table 6.2, which reports the normalized number of genetic

testing related comments.

We group the subreddits into categories to study them based on (broad) discussion

topics. We first turn to redditlist.com, a website reporting various subreddits met-

rics (e.g., number of subscribers, growth, etc.) and thematic tags, however, tags are

available only for very popular subreddits, and most of the subreddits in our list do

not have them. Thus, we have two annotators browse the subreddits and assign up to

five tags based on their thematic content. We then create a dictionary based on all the

tags, and pick one tag which represents each subreddit best according to the annota-

tors’ judgment (the tag is reported in Table 6.2). Finally, we group them based on this

tag, which leads to 18 categories plus a generic one, labeled as “other” (which includes

25 subreddits). We report the subreddits in each category, except “other,” in Figure 6.1.

Note that, while the content of most subreddits can be intuitively guessed from the

name (e.g., /r/23andMe is about the company 23andMe), that is not always the case.

For instance, /r/AdviceAnimals is not about advice on animals, but on humans, and

/r/trees is a subreddit about marijuana. Also, we opt to assign a separate ‘Ancestry’

category rather than ‘Genetics’, since the former includes subreddits that do not neces-

sarily deal with genetic testing.

Prevalence of genetic testing comments. Unsurprisingly, the top five subreddits with

most genetic testing comments are directly related to genetic testing/ancestry. Subred-

dits like /r/SNPedia or /r/Ancestry have a high fraction of comments with at least one

genetic testing keyword; respectively, 10% and 7%. We also find genetic testing to be

redditlist.com
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FIGURE 6.1: Subreddits with genetic testing related comments listed in
Table 6.2 grouped into categories based on their thematic topics (exclud-

ing a generic ‘other’ category).

relatively popular in subreddits about dog breed identification (/r/IDmydog, 1%), chil-

dren (/r/Adoption, 1%), entertainment (/r/TheBlackList, 0.6%), health (/r/ehlersdanlos,

0.7%), and crime (e.g., /r/EARONS, 0.3%). By contrast, in the random dataset, only 6

out of 204K comments (0.003%) include a genetic testing keyword. Naturally, these per-

centages depict conservative lower bounds as: 1) comments can be replied to by other

comments, thus creating different branches of discussion, and 2) one can comment on a

topic about genetic testing without using a keyword. However, our approach provides

ample data points for our analysis.

Topics and toxicity. In the rest of this section, we analyze the 19 categories of sub-

reddits in terms of the topics being discussed as well as the toxicity of the comments

therein, using, respectively, LDA and Google’s Perspective API [175]. The API returns

three values between 0 and 1, pertaining to: 1) Toxicity, i.e., how rude, disrespectful, or

unreasonable a comment is likely to be; 2) Severe Toxicity, which is similar to toxicity

but only focuses on the “most toxic” comments; and 3) Inflammatory, which focuses on

texts intending to provoke or inflame. In Figure 6.2, we plot the CDFs of the toxicity of
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FIGURE 6.2: CDFs of Google’s Perspective API toxicity on the genetic
testing comments for the three most/least toxic subreddit categories.

the comments for the three most and the three least toxic subreddits (we also compare

to the random dataset as a baseline). We run two-sample Kolmogorov-Smirnov (KS)

tests between the distribution of each category and the random dataset: in all cases, we

reject the null hypothesis that they come from a common parent distribution (p < 0.01).

We note that the two-sample KS test is non-parametric and thus robust in terms of dif-

ferent sample sizes. While we acknowledge this might not be a perfect sampling, it is

unlikely that any sampling method would result in perfectly balanced datasets. Also,

recall that we are primarily interested in the overall comparison of content related (and

unrelated) to genetic testing, thus this is appropriate for our purposes. Overall, the

comments originating from subreddits related to genetics, ancestry, and health are less
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Topic Category: Hate

1 dna (0.069), test (0.055), get (0.017), would (0.016), like (0.014), testing (0.013), know (0.012), one (0.011), think (0.009), take (0.008)
2 child (0.037), men (0.023), women (0.022), father (0.019), woman (0.015), support (0.014), man (0.014), paternity (0.014), birth (0.011), get (0.008)
3 white (0.034), people (0.021), african (0.016), black (0.015), european (0.013), race (0.013), ancestry (0.011), like (0.008), american (0.007), genetic (0.006)
4 jewish (0.028), native (0.017), american (0.015), israel (0.015), trump (0.013), clinton (0.010), jews (0.009), cherokee (0.007), citizenship (0.007), indian (0.007)
5 rep (0.027), dem (0.027), act (0.012), gay (0.007), body (0.007), gender (0.006), use (0.004), vote (0.004), proper (0.003), russia (0.003)
6 testing (0.023), genetic (0.022), data (0.008), insurance (0.008), company (0.007), health (0.007), consent (0.007), paternity (0.006), companies (0.005), google (0.005)
7 rape (0.021), women (0.012), lie (0.010), man (0.010), police (0.008), case (0.007), false (0.007), evidence (0.007), sex (0.006), point (0.005)
8 genetic (0.016), human (0.006), even (0.006), testing (0.006), would (0.006), race (0.006), medical (0.006), differences (0.005), social (0.005), could (0.004)
9 youtube (0.010), talk (0.008), islamic (0.007), gedmatch (0.005), watch (0.005), working (0.005), video (0.005), dude (0.004), coast (0.004), saliva (0.004)

10 people (0.009), would (0.008), women (0.008), genetic (0.006), like (0.006), men (0.006), good (0.006), think (0.006), one (0.006), want (0.006)

TABLE 6.3: LDA analysis of the Hate subreddits.

Topic Category: Genetics

1 dna (0.021), family (0.015), know (0.013), would (0.013), test (0.013), father (0.012), one (0.011), great (0.011), dad (0.009), mother (0.009)
2 european (0.023), ancestry (0.023), dna (0.017), african (0.015), results (0.014), people (0.014), native (0.013), american (0.012), eastern (0.011), german (0.009)
3 chromosome (0.031), haplogroup (0.031), ashkenazi (0.021), jewish (0.019), confidence (0.015), maternal (0.012), paternal (0.011), chromosomes (0.011), also (0.011), line (0.010)
4 genetic (0.021), testing (0.014), test (0.011), would (0.011), information (0.007), like (0.007), people (0.007), results (0.007), get (0.006), know (0.006)
5 data (0.028), snps (0.020), one (0.013), snp (0.013), snpedia (0.011), gene (0.011), genome (0.010), raw (0.009), promethease (0.008), variant (0.008)
6 blood (0.035), hair (0.023), eyes (0.018), type (0.017), cells (0.015), skin (0.015), blue (0.012), dark (0.011), brown (0.010), saliva (0.009)
7 asian (0.055), chinese (0.039), wegene (0.032), south (0.025), results (0.020), east (0.016), korean (0.014), japanese (0.014), southeast (0.013), customers (0.012)
8 sample (0.031), results (0.018), weeks (0.017), received (0.014), time (0.013), kit (0.013), samples (0.012), extraction (0.011), process (0.011), people (0.011)
9 gedmatch (0.054), dna (0.044), data (0.033), ancestry (0.026), results (0.023), raw (0.020), upload (0.016), use (0.015), get (0.013), also (0.012)

10 ancestry (0.025), promethease (0.023), health (0.022), data (0.019), get (0.017), reports (0.017), report (0.014), new (0.011), results (0.011), ancestrydna (0.010)

Topic Category: Ancestry

1 match (0.029), dna (0.026), matches (0.025), one (0.016), cousins (0.014), shared (0.013), share (0.011), cousin (0.011), related (0.011), gedmatch (0.010)
2 dna (0.020), family (0.019), test (0.018), great (0.012), father (0.012), know (0.011), mom (0.011), would (0.011), mother (0.010), side (0.010)
3 native (0.085), american (0.076), cherokee (0.018), ancestry (0.014), indian (0.011), nbsp (0.009), family (0.009), tribe (0.009), claim (0.008)
4 dna (0.026), ancestry (0.018), results (0.011), irish (0.009), people (0.009), european (0.008), like (0.008), african (0.008), ethnicity (0.008), british (0.008)
5 william (0.019), youtube (0.016), watch (0.016), african (0.014), norwegian (0.013), sub (0.011), saharan (0.011), middle (0.009), census (0.008)
6 dna (0.062), test (0.049), testing (0.020), father (0.020), would (0.019), autosomal (0.013), family (0.012), get (0.012), line (0.011), haplogroup (0.010)
7 ancestry (0.049), gedmatch (0.045), ftdna (0.028), dna (0.026), upload (0.024), results (0.024), test (0.023), matches (0.022), get (0.018), data (0.017)
8 jewish (0.031), european (0.023), asian (0.020), europe (0.018), east (0.017), eastern (0.017), italian (0.015), results (0.015), ancestry (0.014), ashkenazi (0.013)
9 dna (0.037), ancestry (0.018), ancestrydna (0.016), test (0.015), testing (0.013), data (0.010), tests (0.009), results (0.008), tree (0.008), information (0.007)

10 tree (0.029), find (0.018), family (0.017), people (0.016), trees (0.013), ancestry (0.012), see (0.012), records (0.012), matches (0.010), search (0.009)

TABLE 6.4: LDA analysis of the Genetics and Ancestry subreddits.

toxic than a random baseline, while comments in news, politics, and “hateful” subred-

dits are remarkably more toxic.

Remarks. We choose to use Google’s Perspective to identify hateful content as other

methods, e.g., hate speech detection libraries [61], are primarily trained on short texts

with a limited number of training samples. Whereas, our datasets contain lengthy com-

ments; thus, the Perspective API should perform better. In the rest of the section, we

report a few representative comments for each category based on our topic analysis.

6.3.2 Genetic Testing & Racism

Remarkably, 10/114 subreddits in our sample are categorized as hateful as they are

broadly associated with hateful content. Some are clearly associated with the alt-right [206]

(e.g., /r/altright, /r/DebateAltRight, and /r/The_Donald), sexism, or racism. For in-

stance, /r/TheRedPill includes misogyny and toxic behavior towards women [146],
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while /r/MGTOW, Men Going Their Own Way, is a forum for men who reject romantic

relationships with women, and was identified as a supremacist group by the Southern

Poverty Law Center [205]. Other subreddits in this group include /r/milliondollarextreme,

an American sketch satire show associated with alt-right and antisemitism [199] which

was banned in September 2018, as well as /r/KotakuInAction, which is associated with

GamerGate-related toxicity [47]. Also, /r/BlackPeopleTwitter makes fun of tweets pur-

porting to originate from African Americans.

With this in mind, we set to study the relation between genetic testing and racism on

Reddit. Our Perspective API analysis (see Figure 6.2) shows that the category related to

hate is the most toxic, and some of the subreddits (e.g., /r/DebateAltRight, /r/altright)

have among the highest number of comments including genetic testing keywords in

this category of subreddits. In this context, the LDA modeling gives us insight on how

these fringe communities discuss genetic testing; see Table 6.3. Users often discuss

their desire to get tested (e.g., dna, test, would, like, know), while others argue on

issues related to paternity (e.g., paternity, father, support). Although we find similar

topics in genetics/ancestry and parenting subreddits, here they are being expressed in

a much more toxic/inflammatory manner; as evidenced by Figure 6.2. For example, a

user writes in /r/TheRedPill: “Would get a DNA test on those kids ASAP. I don’t know

why all men don’t do them secretly as soon as the kids are born.”

Other topics are related to ancestry results (e.g., jewish, american, european) as well

as race in general (e.g., white, black, race), which are not as widely discussed in ge-

netics/ancestry subreddits (see Table 6.4). Again, the conversations exhibit clear racist

connotations; e.g., a user writes in /r/DebateAltRight: “The Jews know who Jews are

[...] It doesn’t require genetic testing [...] We whites know who whites are. Non-whites

know who whites are. Anyone with eyes knows who whites are. And we will fight

for our race!” Finally, we find topics related to sexual crimes (e.g., ‘rape’, ‘women’,

‘evidence’, ‘sex’), homosexuality and gender (e.g., ‘gay’, ‘gender’), and insurance (e.g.,
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‘insurance’, ‘company’, ‘health’).

Overall, genetic testing is a relatively popular topic of discussion in subreddits as-

sociated with fringe political views. When looking at the comments with the highest

toxicity, we find some disturbing content, including instances of xenophobia (e.g., “Can

you be Alt-Right and have non-white friends?”, receiving the reply “No, as a member

of the Alt-Right you have to DNA test all of your friends and if they’re not 100% White

then you report them to your local Atomwaffen,” referring to a neo-nazi terrorist or-

ganization [204]). Some users explicitly advocate using genetic testing to eliminate

groups of non-white ancestry (e.g., “You know with pre-implantation genetic testing

we can breed out non-white ancestry fairly easily [...]”).

6.3.3 What Is the Genetic Testing Discourse About?

Next, we select a few categories of subreddits and analyze them via topic modeling

and the toxicity metrics, aiming to better understand how users perceive genetic test-

ing in each context. To ease presentation, we only do so on interesting or unexpected

categories.

Genetics & Ancestry. As mentioned, the subreddits with the highest ratio of genetic

testing keywords (see top five subreddits in Table 6.2) are directly related to genetic

testing and ancestry. This is confirmed by LDA (see Table 6.4). In fact, even in the

genetics category, the discussion is dominated by ancestry (e.g., european, ashkenazi,

african) and family (e.g., family, father, mother). We also observe that the open per-

sonal genomics database and genealogy website, GEDmatch [89], is one of the topics

with the greatest weights (0.054); see Table 6.4. GEDmatch allows users to upload their

genetic data obtained from DTC genetic testing companies to identify potential rela-

tives who have also uploaded their data. Interestingly, in December 2018, US police

forces declared that GEDmatch helped them find suspects in 28 cold murder and rape

cases [98]. Overall, as shown in Figure 6.2, the subreddits about genetics and ancestry
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attract far less toxic comments than the random Reddit sample, and are the least toxic

categories among the rest in our dataset. In particular, we observe extremely low levels

of inflammatory content.

Crime Investigations. Genetic testing appears to be discussed in subreddits falling

in the crime category, e.g., /r/EARONS, the East Area Rapist/Original Night Stalker,

a.k.a. the Golden State Killer [155]. We also find subreddits covering (often contro-

versial) discussions about Steven Avery, who was wrongly convicted of sexual assault

and attempted murder; e.g., /r/StevenAveryIsGuilty seems to firmly believe Avery

was justly convicted, while /r/TickTockManitowoc does not. The LDA analysis con-

firms how discussion in this category revolves around investigation and evidence (e.g.,

blood, sample, evidence); see Table 6.5. A user writes: “Similarly, why didn’t we get

more impact out of the DNA test on the key? Specifically, one non-courtroom inter-

viewee makes the point that TH DNA should have been all over the key, because she

had owned it for many years. The fact that only SAs DNA was found seems to be ev-

idence that it was in fact wiped/disinfected. Why wasn’t this a bombshell to be used

in court?”, while another says: “I am not convinced the DNA matched Teresa. I think

they were probably random bones from a cadaver. Read about the DNA testing. It only

matches in 7 of 15 locations.” The toxicity and inflammatory levels of the content of

this category are similar to the random dataset, which, combined with the LDA results,

suggest that genetic testing here is discussed for informational reasons.

Parenting. Users also discuss genetic testing in the context of children, pregnancy,

and parenting; e.g., in /r/Parenting, /r/Adoption, /r/TryingForABaby, /r/infertility.

From the LDA analysis (see Table 6.5), we find that users often discuss topics related to

the identity of the father or child support (e.g., father, support, lawyer), but also health

and the characteristics of their child (e.g., ultrasound, gender, embryos). For example,

a user is trying to support a woman admitting to having difficulties conceiving a child

by saying: “Get a 2nd opinion. And just remember the DNA test was normal. Be calm.
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Topic Category: Crime

1 dna (0.041), would (0.020), testing (0.019), think (0.016), people (0.012), like (0.011), test (0.011), know (0.010), could (0.009), get (0.009)
2 blood (0.060), dna (0.043), testing (0.023), test (0.019), sample (0.013), vial (0.012), samples (0.012), tested (0.010), lab (0.009), tests (0.009)
3 found (0.016), murder (0.014), police (0.013), case (0.010), years (0.009), later (0.009), dna (0.008), man (0.007), went (0.007), convicted (0.006)
4 dna (0.054), test (0.020), evidence (0.019), testing (0.011), would (0.011), bullet (0.010), could (0.009), one (0.008), case (0.007), found (0.007)
5 one (0.011), would (0.007), control (0.007), lab (0.006), test (0.006), like (0.006), case (0.006), evidence (0.005), science (0.005), say (0.005)
6 evidence (0.023), avery (0.020), testing (0.016), dna (0.014), case (0.013), court (0.009), allen (0.008), trial (0.008), would (0.008), state (0.007)
7 father (0.031), family (0.023), mother (0.012), son (0.012), dad (0.011), related (0.011), adam (0.011), cousin (0.010), cousins (0.009), different (0.008)
8 said (0.019), fire (0.016), family (0.012), hobbs (0.008), brendan (0.007), barb (0.006), sketch (0.005), monday (0.005), richard (0.005), death (0.004)
9 avery (0.029), blood (0.017), would (0.017), evidence (0.017), found (0.015), key (0.011), garage (0.010), car (0.008), trailer (0.007), police (0.007)

10 bones (0.049), bone (0.035), remains (0.029), found (0.023), human (0.019), fragments (0.017), burn (0.016), pit (0.015), body (0.014), teresa (0.013)

Topic Category: Children

1 testing (0.023), genetic (0.020), weeks (0.016), back (0.014), pregnancy (0.012), first (0.012), loss (0.010), results (0.010), pregnant (0.009), get (0.009)
2 genetic (0.035), testing (0.017), child (0.017), children (0.014), people (0.012), health (0.012), would (0.011), kids (0.009), medical (0.008), life (0.008)
3 know (0.019), like (0.019), want (0.014), would (0.014), get (0.013), really (0.012), feel (0.011), time (0.010), think (0.009), even (0.009)
4 child (0.050), dna (0.030), test (0.028), father (0.023), support (0.020), kid (0.016), dad (0.011), lawyer (0.011), paternity (0.010), get (0.009)
5 insurance (0.025), testing (0.013), get (0.013), genetic (0.012), doctor (0.012), labcorp (0.011), blood (0.009), pay (0.009), test (0.009), covered (0.008)
6 dna (0.030), test (0.020), family (0.019), parents (0.013), ancestry (0.012), also (0.011), birth (0.011), adoption (0.011), find (0.011), get (0.010)
7 weeks (0.034), genetic (0.029), scan (0.024), girl (0.022), testing (0.022), ultrasound (0.021), boy (0.016), baby (0.014), week (0.013), gender (0.012)
8 test (0.022), dna (0.016), name (0.012), back (0.012), got (0.008), came (0.008), said (0.008), little (0.008), son (0.007), chow (0.006)
9 ivf (0.017), embryos (0.014), testing (0.011), one (0.010), genetic (0.010), pgs (0.010), dog (0.010), sperm (0.010), embryo (0.009), transfer (0.009)

10 genetic (0.032), testing (0.030), test (0.024), would (0.015), risk (0.012), baby (0.011), done (0.011), also (0.009), results (0.008), back (0.008)

TABLE 6.5: LDA analysis of the Crime and Children subreddits.

My uterus is sending yours good vibes.” Once again, the subreddits in this category

contain low levels of toxicity.

Animals. Reddit users also use genetic testing keywords in subreddits related to ani-

mals, and more specifically those related to dogs .For instance, /r/IDmydog, which is

the 8th ranked subreddit in terms of genetic testing comments, focuses on identifying

dog breeds from pictures. For example, a user writes: “Turns out, Cherry’s DNA test

came out as half purebred Miniature Schnauzer, one-eighth Chihuahua, and the rest

possibly unknown terrier mix.” /r/dogs and /r/pitbulls focus on discussion about

dogs and pitbulls respectively. This is also confirmed by LDA (e.g., breeds, terrier,

mixed); see Table 6.6. An interesting topic of discussion is related to dog breeds banned

in certain countries [8], and how one can be identified through DNA testing. For ex-

ample, a user writes: “Why don’t you get a DNA test done and see what he really is?

If just by some chance he’s not a banned breed, you can show that to your vet and get

them to change the breed listed on record and then you can use that to show potential

landlords if they say he looks like something that he’s not.” Once again, this category

has similar levels of toxicity and inflammatory content to the random dataset.

Other categories. Genetic testing is also discussed in educational contexts
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Topic Category: Animals

1 pit, breeds, breed, bull, amp, bulls, terrier, dogs, mixed, jpg
2 dna, test, mix, like, dog, get, know, really, could, would
3 dogs, genetic, still, testing, breed, thing, even, dog, issues, pedigree
4 health, genetic, breed, dogs, breeder, testing, breeding, breeders, dog, puppy
5 dog, breed, dna, banned, type, test, prove, one, court, pit

TABLE 6.6: LDA analysis of the Animals subreddits.

Topic Category: Privacy

1 dna, privacy, information, data, genetic, testing, ancestry, would, like, people
2 would, child, test, people, one, privacy, father, think, know, right
3 dna, genetic, health, information, employers, bill, wellness, sequencing, would, testing
4 dna, act, table, formatted, view, article, privacy, genetic, gender, testing
5 cancer, breast, congress, house, trump, bill, genetic, republicans, act, laws

TABLE 6.7: LDA analysis of the comments including ‘privacy’.

(e.g., /r/explainlikeimfive, /r/ NoStupidQuestions), to learn about science (e.g., /r/science,

/r/futurology), discuss their health (e.g., /r/celiac, /r/cancer), or in the context of

drugs (/r/Nootropics, /r/steroids). User also use words related to genetic testing

in a legal context (/r/legaladvice), to discuss subjects related to their cultural back-

ground (e.g., /r/arabs, /r/judaism), as well as religion (e.g., /r/exmormon). Finally,

we find genetic testing words in subreddits related to entertainment programs (e.g.,

/r/TheBlackList), comedy (e.g., /r/funny), and issues related to gender (e.g., /r/AskMen,

/r/AskWomen).

6.3.4 Privacy Concerns

We also examine comments where users discuss privacy concerns in the context of ge-

netic testing. We extract comments which include both a genetic testing keyword and

the word ‘privacy’ from our Reddit dataset, getting 560 comments (0.7% of all com-

ments). Obviously, this set is a conservative sample, as it is possible for a user to discuss

issues related to privacy without specifically mentioning the word ‘privacy’. Then, we

use LDA to identify the context in which users discuss issues related to privacy; see

Table 6.7.
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The most common subreddits in which privacy issues are being discussed are /r/genealogy,

/r/news, and /r/23andMe. We find that Reddit users express privacy concerns on the

use of genetic testing (e.g., dna, data, information, privacy, gender). Specifically, a topic

of discussion is the potential misuse of genetic information by employers, while an-

other topic focuses on paternity tests and whether children have the right to know their

biological father. Finally, several users discuss the privacy issues stemming from a bill

passed by the Republican Party on March 8, 2017 which allows companies to ask for

their employees’ genetic test results [21].

6.3.5 Where Do Users Post About Otherwise?

We also examine the overlap in users discussing genetic testing among all 114 sub-

reddits in our sample. We do so to examine whether subreddits that have common

interests have also similar user base. For instance, we want to assess if users that post

on /r/23andMe, also post on /r/ancestry. To do so, we extract the set of users that

posted in each subreddit and calculate the pairwise Jaccard Index scores between the

set of users in each subreddit. Next, we create a complete graph where nodes are the

subreddits and edges are weighted by the Jaccard Index. We then run the community

detection algorithm in [30], which provides a set of communities based on the graph’s

structure.

Figure 6.3 shows the resulting graph: nodes that have the same color are part of the

same community. The main observations are the following: 1) there are high Jaccard In-

dex scores between the nodes in the same community, i.e., there is a substantial overlap

of users that posted in all subreddits within the community. 2) Genetic testing subred-

dits (e.g., /r/genetics, /r/ancestry, /r/23andMe) are part of the same community (pink

nodes) as scientific and education ones (e.g., /r/askscience, /r/science), highlighting

that “enthusiasts” are also active on scientific subreddits. 3) Subreddits associated with

sexist content essentially share the same users (e.g., /r/MGTOW, /r/TheRedPill, lower
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FIGURE 6.3: Graph depicting the Jaccard Index of the users whose com-
ments include genetic testing keywords for each subreddit.

left in olive green); also, users who discuss genetic testing in /r/The_Donald are also

active in other alt-right subreddits like /r/AltRight, /r/DebateAltRight (mint green

nodes).

Additionally, we find communities with subreddits focused on the geopolitical as-

pects of genetic testing (see light blue nodes on the top left) like /r/europe, /r/canada,

/unitedkingdom, and /r/ukpolitcs, as well as subreddits about personal advice (light

blue nodes on the bottom right) like /r/advice, /r/parenting, /r/legaladvice, /r/bestoflegaladvice.

Other communities are centered around conceiving children (e.g., /r/infertility, /r/tryingforababy,



6.4. Genetic Testing Discussions on 4chan’s /pol/ 111

/r/babybumps, orange nodes on the bottom right side), crime investigation (e.g.,

/r/MakingaMurderer, /r/StevenAveryIsGuilty, orange nodes on the top left side), and

animals (e.g., /r/dogs, /r/IDmydog, /r/pitbulls, pink nodes on top right side).

Overall, Reddit users are not uniformly interested in every aspect of genetic testing,

but rather specific communities focus on specific aspects thereof. For example, we find

groups ranging from genetic testing enthusiasts, i.e., those who are interested in or

have undergone genetic testing, to people who discuss genetic testing exclusively in

subreddits with educational and scientific content, to those who use genetic testing

terminology exclusively when discussing fringe political views.

Take-Aways. Our Reddit analysis shows that genetic testing is discussed in a variety of

contexts which in itself is an indicator of how mainstream it has become. For instance,

users discuss it in the context of issues related to their children, pets, or health, or to

debate on their cultural heritage. More interestingly, they are not uniformly interested

in every aspect of genetic testing, rather, they form groups ranging from genetic testing

enthusiasts to individuals with fringe political views. Thus, we observe a dichotomy in

the type of users interested in genetic testing: some focus in typical uses of genetic test-

ing, others discuss their use in worrying ways. Specifically, we find evidence of toxic

language displaying clear racist connotations, and of groups of users using genetic test-

ing to push racist agendas, e.g., to eliminate or marginalize minorities. This is worrying

since Reddit is a mainstream platform (5th most visited site in the US [181]).

6.4 Genetic Testing Discussions on 4chan’s /pol/

In this section, we study the prevalence of genetic testing comments on 4chan’s politi-

cally incorrect board (/pol/). We first conduct a general characterization of the threads

containing genetic testing keywords where we, similarly to the previous section, use

Google’s Perspective API to measure the toxicity of the contents, and LDA modeling to
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FIGURE 6.4: CDF comparing 4chan threads with genetic testing key-
words and random threads in terms of number of posts.

extract the most prominent topics of discussion. Then, we use Perceptual Hashing [156]

and clustering to study the imagery and memes of the dataset.

6.4.1 General Characterization

Thread Activity. We begin by measuring the number of posts in threads where genetic

testing keywords appear, aiming to examine whether these threads attract more or less

activity than “usual.” On /pol/, there is a limit on how many threads can simulta-

neously be active: whenever a new one is created, the one with the oldest last post is

purged. There is also a “bump” limit that prevents a thread from never being purged.

As per [108], the majority of threads attract only a few posts before being archived,

while some—often covering controversial or popular topics—get many posts and pos-

sibly hit the bump limit.

In Figure 6.4, we plot the CDF of the number of posts per thread, for both the genetic

testing threads and our random sample. The former have an order of magnitude more

posts than the latter (the median is 183 and 5 posts, respectively), which indicates that

genetic testing is often discussed in long-lasting/interesting threads and may attract

more attention by users. We also run a two-sample KS test on the distributions and we

reject the null hypothesis that they come from a common parent distribution (p < 0.01).
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Topic 4chan

1 ancestry (0.048), african (0.046), european (0.023), white (0.015), american (0.012), north (0.011), americans (0.010), population (0.008), south (0.008), europeans (0.008)
2 youtube (0.030), watch (0.028), jewish (0.020), king (0.013), company (0.010), lauren (0.010), tut (0.009), monkey (0.008), igenea (0.007), haplogroup (0.006)
3 ancient (0.023), modern (0.020), egyptians (0.015), egypt (0.012), years (0.009), national (0.008), egyptian (0.008), greeks (0.008), roman (0.007), saharan (0.007)
4 women (0.015), children (0.015), woman (0.011), men (0.010), man (0.009), genes (0.009), kids (0.009), child (0.008), two (0.008), birth (0.008)
5 genetic (0.030), data (0.022), ancestrydna (0.014), information (0.014), health (0.013), company (0.012), testing (0.011), research (0.011), use (0.008), send (0.007)
6 back (0.022), got (0.021), european (0.020), family (0.020), german (0.013), took (0.012), irish (0.011), hair (0.011), came (0.011), eyes (0.010)
7 dna (0.063), test (0.042), white (0.024), like (0.017), people (0.015), would (0.012), genetic (0.012), one (0.011), get (0.011), even (0.010)
8 gedmatch (0.024), raw (0.014), creation (0.008), human (0.007), far (0.007), data (0.007), got (0.007), son (0.006), run (0.006), forum (0.006)
9 screw (0.016), tweet (0.010), bill (0.010), tea (0.010), news (0.010), reddit (0.009), look (0.007), fda (0.005), search (0.005), guy (0.005)

10 companies (0.018), pay (0.016), child (0.015), order (0.015), racists (0.014), support (0.012), testing (0.011), adding (0.011), admit (0.011), law (0.011)

TABLE 6.8: LDA analysis of 4chan’s /pol/.

Toxicity & Hate. We then measure hate and toxicity in /pol/ threads by computing:

1) the percentage of hate words, and 2) the toxicity/inflammatory levels. For the former,

we use a dictionary of hate words compiled by and available from hatebase.org, as

used in [108]; for the latter, we again rely on the Perspective API. However, we find no

major differences between the genetic testing threads and the random sample—which

is not surprising as /pol/ is known for its high level of hate speech [108]—thus, we

omit related plots to ease presentation.

Topic Modeling. We also use LDA modeling to identify the most prominent topics

of discussion; see Table 6.8. Similar to Reddit, 4chan users use keywords suggesting

their intention to get tested (e.g., would, get, dna, test). Several topics are related to

ancestry, which is also among the words with the highest weights (0.048); for instance,

users often discuss the ancestral background of the American population (e.g., ameri-

can, african, european, white), others debate the cultural connection of modern humans

to ancient civilizations (e.g., egyptians, greeks, roman), and the facial traits of modern

europeans (e.g., german, irish, eyes, hair). Interestingly, another prominent topic of

discussion is related to Lauren Southern (e.g., lauren, jewish, youtube), an Internet per-

sonality associated with the alt-right, whose popularity rose after being detained in

Italy for trying to block a ship rescuing refugees [54]. Other conversations likely relate

to how genetic testing companies use their data (e.g., genetic, data, use, research), as

well as legal issues related to child support (e.g., child, birth, support, law).

hatebase.org
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Entity Clusters (%) Entity Clusters(%)

/pol/ 15 (6.9%) Video 3 (1.4%)
Lauren Southern 15 (6.9%) Jewish people 3 (1.4%)
23andMe 13 (6.0%) Logo 3 (1.4%)
Pepe the Frog 9 (4.1%) White 3 (1.4%)
United States of America 8 (3.7%) Shaun King 2 (0.9%)
Richard Spencer 5 (2.3%) Screenshot 2 (0.9%)
Genetic 4 (1.8%) 4chan 2 (0.9%)
Meme 4 (1.8%) The Holocaust 2 (0.9%)
Europe 3 (1.4%) Race 2 (0.9%)
Greece 3 (1.4%) Adolf Hilter 2 (0.9%)

TABLE 6.9: Top 20 entities with the most clusters.

6.4.2 Image Analysis

Next, we look at the images and memes that are shared in /pol/ posts including ge-

netic testing keywords. We use the image analysis pipeline introduced in [235] which

uses Perceptual Hashing [156] and clustering techniques to group together images that

are visually similar. We run the pipeline on the 6,375 images included in posts where at

least one genetic testing keyword appears; as discussed earlier, this is in contrast to the

textual analysis where we look at whole threads. (Recall from Table 6.1 that the total

number of images in threads containing genetic testing keywords is 338,540.) We ob-

tain 215 clusters including 543 total images; the other 5,832 images are labeled as noise

by the clustering algorithm and thus we discard them. This high noise ratio mirrors

findings in [235] and is likely due to 4chan users creating a lot of original content [108].

Also, our dataset only includes a few thousand images, thus not a lot of images are

visually similar.

We annotate each cluster using Google’s Cloud Vision API2, specifically, we calcu-

late the medoid of each cluster (i.e., its “representative” image) following the method-

ology by [235], and use that image to query the API. This returns a set of meaningful

entities, which are obtained by searching labeled images across the Web, along with

their confidence scores. The exact methodology for extracting the entities is not known,

2 https://cloud.google.com/vision/

https://cloud.google.com/vision/
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Topic Entity: 23andMe

1 dna (0.050), ancestry (0.035), tests (0.024), results (0.018), one (0.018), percent (0.016), african (0.016), got (0.014), would (0.014), could (0.014)
2 could (0.030), jewish (0.030), even (0.023), pol (0.023), people (0.023), also (0.023), company (0.016), test (0.016), results (0.016), markers (0.016)
3 white (0.039), genetic (0.034), test (0.034), heritage (0.022), european (0.022), dna (0.018), jew (0.018), like (0.018), nigger (0.014), still (0.014)

Topic Entity: United Stated of America

1 white (0.044), ancestry (0.038), americans (0.031), self (0.028), african (0.021), european (0.018), even (0.018), whites (0.018), race (0.018), american (0.018)
2 white (0.039), roman (0.024), people (0.021), whites (0.018), full (0.018), empire (0.016), citizenship (0.016), held (0.016), admixture (0.016), like (0.016)
3 sargon (0.042), get (0.037), spencer (0.032), enoch (0.032), like (0.027), anyone (0.027), think (0.022), say (0.017), would (0.017), even (0.017)

TABLE 6.10: LDA analysis of the texts in the /pol/ posts with imagery
annotated as ‘23andMe’ or ‘United Stated of America’.

however, upon manual examination, we can confirm that the API is indeed able to ex-

tract fine-grained entities. For instance, given an image with Donald Trump, the API

returns an entity called “Donald Trump” and not generic labels like “man” or “politi-

cian.”

For each cluster, we extract the entity with the highest confidence score and analyze

the top 20 entities, as reported in Table 6.9. The most popular entries are /pol/ itself

and Lauren Southern with 6.9% of all clusters. The latter is interesting as it adds to the

evidence that discussions about genetic testing frequently involve alt-right celebrities.

In fact, pictures of American white-supremacist Richard Spencer [227] (6th most popu-

lar with 2.3% of all clusters), and Carl Benjamin, a YouTuber known for his misogynistic

involvement in the GamerGate controversy [27], are also popular. We also find clusters

related to: 1) 23andMe (6.0%), e.g., screenshots of genetic testing results from 23andMe

or images with the 23andMe logo, 2) memes including Pepe the Frog (4.1%), a 4chan-

popularized hate symbol [4], and 3) geographic images related to, e.g., the US (3.7%),

Europe (1.4%), or Greece (1.4%). The latter is likely mirroring discussions about the

connection of modern humans to ancient civilizations; see topic 6 in Table 6.8. We also

find imagery related to the Jewish community (1.4%), as well as the Holocaust (0.9%)

and Hitler (0.9%), suggesting that, on 4chan, genetic testing terms and Nazi-related

imagery are used together for the dissemination of hateful and antisemitic content.

We also examine the entities in Table 6.9 more closely to shed light on the context
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FIGURE 6.5: Visualization of the image clusters with manual annotation.

in which images are being discussed. Specifically, we extract text from the posts ap-

pearing alongside the images and use LDA modeling on the posts of each entity sep-

arately. We set LDA to produce only three topics per entity given the limited number

of posts per entity. Among other things, we find that posts containing images related

to 23andMe (see Table 6.10) actually include discussions with racial connotations; for

instance, whether test results show signs of African ancestry (e.g., ancestry, percent,

african), or whether people with Jewish heritage are behind the company (e.g., jewish,

company, results). For example, a user writes: “Can a genetics company founded by

a Jew be trusted?” Similarly, posts with images annotated as United States of America

(see Table 6.10) reveal discussions on the ancestral background of the American popu-

lation (e.g., americans, ancestry, african, whites). A user writes: “Less than 5% of White

Americans have even negligible amounts of African DNA”.

Cluster visualization. Finally, we provide a visualization of the clusters in Figure 6.5.
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Nodes in the graph represent clusters, while edges represent the Jaccard Index between

clusters (as per the entities returned by the Cloud Vision API). To ease presentation, we

only consider edges where the Jaccard Index is greater than 0.2, a threshold we select

after inspecting the distribution of all the Jaccard Index scores. This corresponds to

selecting 4.1% of the edges with the highest Jaccard Index, allowing us to understand

the main connections between clusters.

Then, we perform community detection, using the approach presented in [30]. This

considers the structure of the graph and decomposes it into a set of communities, where

each community includes a set of highly inter-connected nodes. The resulting graph is

presented in Figure 6.5, with each color representing a different community. For each

community, we have manually inspected the images in the clusters and added a high-

level description as well as a representative image.

The figure highlights the presence of two tightly-knit communities (bottom right):

the green community includes images with logos of genetic testing companies, while

the light red community covers images with screenshots of genetic testing results. We

also find communities with images related to Haplogroups and Genealogy Trees, as

well as others related to the alt-right (top of the graph). In fact, a few communities

exhibit clear racial connotations (pink), e.g., a cluster including an image from National

Geographic predicting how the average American woman will look like in 2050 [86],

which, unsurprisingly, attracted numerous posts on 4chan. Finally, a few communities

are related to hateful memes like Pepe the Frog and the Happy Merchant, a caricature

of a manipulative Jew used on 4chan in racist contexts [81].

Take-aways. Overall, we find that genetic testing is a rather popular topic of discus-

sion in 4chan’s /pol/, often appearing in long/active threads. Also, genetic testing

topics are often accompanied by images and memes with clear racial or hateful conno-

tations. While the presence of highly toxic content in /pol/ is unsurprising, the specific

content which accompanies threads related to genetic testing is very worrying. We
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find imagery with prominent figures of the alt-right movement (e.g., Lauren Southern,

Richard Spencer), antisemitic memes (e.g., Happy Merchant), and topics of discussion

using words with racial/hateful meaning (e.g., jewish, nigger), which may be an in-

dicator that groups adjacent to the alt-right are using genetic testing to bolster their

ideology.

6.5 A Language Comparison of Reddit & 4chan

Although they both provide discussion platforms, Reddit and 4chan operate in differ-

ent ways: e.g., the former requires registration, while the predominant mode of opera-

tion on the latter is via anonymous and ephemeral posting. Naturally, they also attract

different sets of users and content, e.g., 4chan is typically identified as a fringe commu-

nity, while, Reddit, though also hosting fringe communities, is overall a mainstream

site (5th most visited in the US).

Our analysis of genetic testing on the two platforms thus far has highlighted that

genetic testing is a subject which is discussed frequently; on Reddit, in subreddits rang-

ing many aspects of the every day life of the users, on 4chan, in threads that attract

an order of magnitude more posts. At the same time, on both platforms, fringe polit-

ical groups express their wish to marginalize minorities using genetic testing. Next,

we provide a comparison of the language used in the context of conversations that are

likely to include genetic testing. To do so, we turn to word embeddings, specifically,

word2vec [151]. Word2vec models are trained on large corpora of text, and generate a

high-dimensional vector for each word that appears in the corpus; words that are used

in similar context also have a closer mapping to the high-dimensional vector space.

This allows us to study which words are used in similar contexts.

Methodology. We train a separate word2vec model, as per the implementation pro-

vided by [186], for each of the 19 groups of subreddits (see Figure 6.1) and 4chan’s

/pol/, using all of the posts made between January 1, 2016 and March 31, 2018, and
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Group # of Words
in Vocabulary Group # of Words

in Vocabulary

4chan’s /pol/ 31,337 Hate 40,223
Ancestry 122 Health 11,101
Animals 8,065 Legal 4,655
Children 15,858 News 32,097
Crime 11,649 Politics 41,057
Drugs 7,858 Race/Countries 46,978
Educational 23,151 Religion 12,431
Entertainment 7,743 Science 18,341
Funny 5,641 Sexes 20,743
Genetics 1,178 Other 24,767

TABLE 6.11: Words in the vocabulary of the word2vec models trained
for each group of subreddits and /pol/.

June 30, 2016 and March 13, 2018, respectively. We pre-process each corpus as follows:

1) we remove special symbols, punctuation, URLs, and numbers; 2) we tokenize each

word that appears on each post; and 3) we perform stemming on the words using the

Porter algorithm. Next, we train word2vec models for each community on all the pre-

processed posts and all words that appear at least 100 times in each corpus. We use a

context window equal to 7, i.e., the model considers a context of up to 7 words ahead and

behind the current word.

Vocabulary. Table 6.11 reports the number of words that are considered in each word2vec

model. Vocabulary sizes vary greatly, e.g., from 122 in the Ancestry subreddits to 46K

in Race/Culture subreddits. This is due to the fact that we only consider words that

appear at least 100 times.

Training. To assess how each community discusses topics related to ethnicity and ge-

netic testing words, we use the methodology described above and for each word2vec

model, we get the 10 most similar words (based on the cosine similarities obtained from

the word2vec model) for two groups of seed words: 1) 91 genetic testing keywords ob-

tained from the list of 280 keywords (the other 189 including multiple words so we

do not consider them) 2) a hand-picked set of words, namely, “white,” “black,” “jew,”

“kike,” “ancestry,” “dna,” and “test.” The latter are added aiming to assess whether
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ethnic terms (e.g., “white”) and genetic testing keywords (e.g., “dna”) are used in dif-

ferent contexts than the set of genetic keywords (e.g., “23andMe”).

Visualization. We calculate the similarity of all the possible combinations of word2vec

models using the Jaccard Index scores of all the similar words for all the seed words.

Then, we create two complete graphs (see Figure 6.6), one for each set of seed keywords,

where nodes are the trained word2vec models and edges are weighted by the Jaccard

Index score between the similar words for all the seed words. Once again, we use the

community detection algorithm by [30].

When using the genetic testing keywords as seeds (Figure 6.6(a)), we find that com-

munities about genetics, ancestry, animals, and children discuss genetic testing in very

similar contexts (light brown nodes). Similarly, we find a cluster with subreddits with

scientific, educational, and news content (red nodes on the left), and another related

to health, drugs, and sexes (green nodes). Interestingly, the subreddits in the hate cat-

egory discuss genetic testing in a similar manner as the political ones (brown nodes);

this is not entirely surprising also considering that these categories have the two high-

est toxicity levels (cf. Figure 6.2). Also, /pol/ users seem to discuss genetic testing in

a context similar to subreddits related to race/countries and religion (orange nodes).

This may be because /pol/ frequently discusses Judaism (with references to Israel and

the Jewish community), as well as other religions [81].

When using the set of hand-picked seed words (Figure 6.6(b)), /pol/ is similar to

the hateful subreddits, as well as the subreddits about politics and race/countries (blue

nodes). In other words, Hate, Politics, Race/Countries subreddits, and /pol/, use eth-

nic terms in conjunction with genetic testing keywords in similar contexts. Overall, the

fact that that certain subreddits share language characteristics with /pol/ is particu-

larly worrying as it may be an indicator of 4chan’s fringe ideologies propagating into

more mainstream media.



6.6. Discussion 121

Educational

Hate

Ancestry

Crime

Sexes

Other
Drugs

Politics

Race/Countries

News

Health

Religion

Science

Funny Legal

Genetics Animals

4chan's /pol/

Entertainment

Children

(a) Genetic Testing Keywords

Educational

Hate

Ancestry

Crime

Sexes

Other

Drugs

Politics

Race/Countries
News

Health
Religion

Science
Funny

Legal

Genetics

Animals

4chan's /pol/

Entertainment

Children

(b) Selected Keywords

FIGURE 6.6: Graph representation of the word2vec models, using as
seeds: (a) all the genetic testing keywords, (b) the terms “white,” “black,”

“jew,” “kike,” “ancestry,” “dna,” and “test.”

6.6 Discussion

Direct-to-consumer (DTC) genetic testing is one of the first revolutionary technologies

with the potential to transform society by improving people’s lives. Nowadays, citizens

of most developed countries have easy and affordable access to a wealth of informative

reports, which allow them to better understand themselves, learn about their health and

their cultural heritage, and find lost relatives [33]. However, this new technology also

harbors societal dangers as it is used by fringe groups as “evidence” on which to build

discrimination and prejudice, and potentially increase ethnic sectarianism. Considering

how information has become increasingly misused on the Web, the potential abuse of

genetic testing on online platforms is not be underestimated.

Nevertheless, prior work on this topic has mostly been limited to relatively small

(qualitative) studies [172, 192], which discuss how DTC genetic testing may have a

negative societal impact due to their results possibly reinforcing the concept of racial

privilege. In that respect, our analysis furthers this line of research by taking a large-

scale, data-driven approach, which provides new insight into both the breadth and

depth of the issue (of which hate speech is an important aspect). We believe that our

findings broaden the discussion around DTC genetic testing and its potential misuse
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in furthering hateful rhetoric and ideology as we provide quantitative evidence for the

prior qualitative work.

More specifically, we shed light on online discussions about genetic testing on two

social networking sites, Reddit and 4chan’s politically incorrect board (/pol/), which

are known to provide a platform to fringe and alt-right communities. We analyzed 1.3M

comments spanning 27 months using a set of 280 keywords related to genetic testing as

search terms, relying on a mix of tools including Latent Dirichlet Allocation, Google’s

Perspective API, Perceptual Hashing, and word embeddings to identify trends, themes,

and topics of discussion.

Our analysis showed that genetic testing is frequently discussed on both platforms.

For instance, on /pol/, we find an order of magnitude increase in activity on threads

related to genetic testing when compared to a random sample. Interestingly, images

appearing along genetic testing conversations often include alt-right personalities and

antisemitic memes. On Reddit, genetic testing is discussed in a wider variety of con-

texts, however, while there are communities building around the more positive aspects

(e.g., health, cultural heritage, etc.), we also found others where conversations include

racist, hateful, and misogynistic content.

Overall, we uncovered evidence of genetic testing being misused in online dis-

cussions, further ingraining and empowering genetics-based prejudice, discrimination,

and even calls for genocide. For instance, comments on both /pol/ and a set of “hate-

ful” subreddits often contain highly toxic language, with users even suggesting lever-

aging genetic testing tools to further marginalize or even eliminate minorities. In fact,

word embeddings showed that /pol/ and certain subreddits share worrying language

characteristics, which may be an indicator of 4chan’s fringe ideologies spilling out to

more mainstream platforms.
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Chapter 7

Conclusion

Direct-to-consumer genetic testing has the potential to transform society by improving

people’s lives, however, it also harbors dangers as it prompts important privacy and

societal concerns. With this motivation in mind, in this thesis, we presented a multi-

disciplinary evaluation of the privacy and societal challenges faced by the adoption of

DTC genetic testing. Our research focused on whether PETs that are used for testing,

storing, and sharing genomic data offer adequate short- and long-term privacy mecha-

nisms. We also explored how the popularity of genetic testing is reflected on three so-

cial platforms focusing on the content of the posts as well as the nature of the users that

discuss them. Finally, we shed light on a disturbing new phenomenon, the weaponiza-

tion of DTC genetic testing by fringe political groups against minorities. Overall, the

contributions of this thesis can be summarized as follows:

• We identified and discussed ten open research problems faced by the genome

privacy community. Specifically, we found that several of them are unlikely to be

addressed organically as they are inherently tied to the unique properties of the

human genome.

• We demonstrated that DTC genetic testing is a popular topic of discussion on

Twitter, Reddit, and 4chan. We found that on Twitter, it is mostly viewed under a

positive light and the discourse about it is dominated by users that might have a
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vested interest in its success. On Reddit, it is discussed under a variety of contexts

but users are not uniformly interested in all aspects of it. On 4chan, genetic testing

is discussed mostly in a toxic manner.

• We uncovered evidence of genetic testing being misused on 4chan’s /pol/ and

in specific subreddits by groups adjacent to fringe political agendas ingraining

and empowering genetics-based prejudice and discrimination, and even calling

for genocide.

7.1 High-Level Cross-Platform Examination

We also provide a comparison across the three social networks we have analyzed. This

is not without challenges as 1) the three platforms differ in several functionality aspects,

and 2) we have focused on different aspects of the discourse and through a slightly

different set of keywords. Regarding the former, tweets may or may not be responses

to other tweets, while on Reddit, a comment follows an original post and each comment

can be replied to. On 4chan, all comments are responses to an original post but there

is only one thread of discussion. Also, a tweet contains a maximum of 280 characters,

while, on Reddit and 4chan, there is no restriction. Furthermore, Twitter and Reddit

require the creation of a profile, while, 4chan comments can be and in most cases are

anonymous.

Regarding the latter, we have actually attempted to conduct the same analysis on

Twitter, in terms of keywords and dates, as the one done on Reddit/4chan, using a

dataset containing 1% of all tweets (using Twitter’s streaming API) from 2015, which

only yields a set of only 35K total tweets. A preliminary study of this dataset, unfortu-

nately, did not yield conclusive findings due to its relative limited size, and thus we do

not include it.
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For these reasons, it would arguably be impossible to conduct a one-to-one com-

parison of our three datasets. In fact, our aim is not to do so, nor to compare how the

users of each platform differ with respect to their views on genetic testing, but rather

to reason around some of the aspects of DTC genetic testing discourse we extract via

our quantitative analysis. As a result, we set to perform a high-level cross-platform

examination, focusing on three axes: topics, user engagement, and hateful content.

Topics. On Twitter, our hashtag and URL analyses show that a large part of the genetic

testing discourse is generated from news and technology websites. We also find sev-

eral social media marketing strategies at play, with some DTC companies employing

traditional giveaways, and others promoting third-party articles about their brands. On

the other hand, we find that the genetic testing discourse on Reddit is centered around

18 “mega-topics,” ranging from educational and scientific content to politics, religion,

crimes, and a set of subreddits strongly associated with hateful content. Interestingly,

our /pol/ analysis shows that genetic testing is a popular topic of discussion, often

accompanied by images and memes with clear racial or hateful connotations.

Users. On Twitter, the conversation around genetic testing is often dominated by users

with a vested interest in its success, such as journalists, medical professionals, and en-

trepreneurs. Conversely, on Reddit, users who discuss genetic testing tend to form

distinct groups ranging from enthusiasts (e.g., those who are interested in or have un-

dergone genetic testing), to people who use genetic keywords exclusively in subreddits

that discuss fringe political views. Due to the fact that most 4chan posts are anony-

mous, we obviously are unable to go down to the user-level. Overall, we observe a

dichotomy in the type of users interested in genetic testing among all three datasets:

some focus in typical uses of genetic testing (Twitter and most subreddits), while oth-

ers discuss their use in worrying ways (subreddits associated with hateful content and

4chan’s /pol/).

Hateful Content. Toxic content surrounding genetic testing conversations is rather
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sparse on Twitter, but not inexistent, despite Twitter’s conduct policy which should

lead to account suspension [217]. Whereas, on Reddit and /pol/, our analysis shows

that genetics-based racism is rather systematic. Specifically, we uncover evidence of

genetic testing being misused in online discussions, further ingraining and empower-

ing genetics-based prejudice, discrimination, and even calls for genocide. For instance,

comments on both /pol/ and a set of subreddits associated with hateful content often

contain highly toxic language, with users even suggesting leveraging genetic testing

tools to further marginalize or even eliminate minorities. We also find that images

appearing along genetic testing conversations often include alt-right personalities and

anti-semitic memes. Word embeddings reveal that certain subreddits use ethnic terms

in conjunction with genetic testing keywords in the same way as /pol/, which may be

an indicator of 4chan’s fringe ideologies spilling out on more mainstream Web commu-

nities.

7.2 Discussion

The findings presented in this thesis have several real-world implications for the future

of personal genomic testing.

Genome Privacy. First, we demonstrated that the use of PETs to protect genome pri-

vacy faces several obstacles, some of which are unlikely to be addressed organically due

to the unique properties of the human genome. According to a survey we conducted

with 21 genome privacy experts (see Chapter 4.5), the most important problems are the

lack of long-term security, the inherent utility loss in terms of functionality, and the lack

of solutions that can be applied to current genomics initiatives.

Our research indicates that for these problems to be solved alternative solutions or

significant technological breakthroughs may be needed. One example of such solutions

is the work by Wan et al. [222] who address the privacy-utility trade-off in emerging ge-

nomic data sharing initiatives. To do so, they rely on a game-theoretic approach which
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accounts for the capabilities and the behavior of the adversary, so that the defender can

choose the best strategy satisfying their privacy requirements without crippling utility.

Nevertheless, as the number and size of both publicly- and privately-owned biorepos-

itories increases [26] it is evident that, at the moment, we lack the means of adequately

protecting the genomic privacy of the donors. In that respect, it is still unclear whether

such an undertaking can be completely addressed by solely technological means (e.g.,

by inventing new cryptographic primitives) or whether a hybrid approach is necessary

(e.g., a combination of cryptographic tools, access control, and policy making).

Genetic Testing Discourse. Then, we showed that genetic testing has become a popu-

lar topic of discussion on both mainstream and fringe social platforms, namely, Twitter,

Reddit, and 4chan. The popularity of genetic testing as well as how it is perceived by

the public is becoming increasingly important, because, besides the benefits in terms of

health and wellness (both actual and anticipated), genetic testing is also often associ-

ated with concerns about privacy, ethics, the legal system, and its societal impacts [87].

Furthermore, genetic testing has even become “politicized.” For example, USA Presi-

dent Trump has repeatedly accused Senator Elizabeth Warren of making up her Native

American ancestry, leading her to publicly confirm it via genetic testing [144] and, in

a 2018 interview, Senator Lindsey Graham stated it would be “terrible” if a DNA test

showed he had Iranian ancestry [211].

Thus, it is important to have a good understanding not only of what the discourse

about genetic testing is about, but also of who posts about genetic testing, and how they

use the various online platforms for that. In that respect, we found that genetic testing

is often discussed on Twitter by tech-savvy users who are overall interested in tech and

digital health and by users and entities that might have a vested interest in its success,

such as, specialist journalists, medical professionals, and entrepreneurs. We also found

a number of enthusiastic users who broadcast their test results through screenshots
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notwithstanding possible privacy implications. On Reddit, genetic testing is being dis-

cussed in a variety of contexts, e.g., dog breeds, crime evidence, and issues related to

children (e.g., adoption, pregnancy) which indicates how mainstream genetic testing

has become. Furthermore, we discovered that Reddit users are not uniformly inter-

ested in all aspects of genetic testing, rather, they form groups ranging from enthusiasts

(e.g., those who are interested in or have undergone genetic testing), to people who use

genetic keywords exclusively in subreddits that discuss fringe political views.

Genetic Testing & Racism. This latter finding is, perhaps, the most worrying of this

thesis. By focusing on specific subreddits and on 4chan’s /pol/ we uncovered quanti-

tative evidence of genetic testing being misused in online discussions by fringe groups.

These groups use the technology of genetic testing as a means for further ingraining and

empowering genetics-based prejudice, discrimination, and even calling for genocide.

Our findings are particularly timely as recent events indicate that those interested in

societal disruption have successfully seized upon technological innovations and used

them in ways that were not intended by their creators. Specifically, information has

been increasingly weaponized, including by state actors, to sew racial discontent [208]

and even instigate public health crises [37].

Impact. This thesis revolved around the privacy and societal impacts of personal ge-

nomic testing. It investigated whether the privacy of those who contribute their data to

genetic testing services and public initiatives can be adequately protected both in the

short- and the long-term, how personal genomic testing is reflected online, and whether

it is being misused. Thus, this thesis impacts various entities, such as researchers, pol-

icy makers, companies, and individuals.

First, we demonstrated that current genome privacy tools developed for testing,

storing, and sharing genomic data are unable to adequately protect the privacy of the

users, both in the short- and the long-term. Our evaluation showed that the over-

whelming majority of the proposed techniques aiming to scale up to large genomic
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datasets need to opt for weaker security guarantees or weaker models. Furthermore,

one serious challenge stems from lack of long-term security protection, which is diffi-

cult to address as available cryptographic tools are not suitable for this goal. We believe

that our work will inspire researchers to find alternative and/or creative ways of ad-

dressing some of the non-trivial open problems we identify in this thesis.

The results of this thesis have also real-world implications on the DTC genetic test-

ing industry and policy makers. Specifically, we showed that DTC genetic testing is be-

ing used by fringe groups online to ingrain and empower genetics-based prejudice and

discrimination, and even call for genocide. Considering that platforms like Facebook

and Twitter have begun to be held accountable when their services enable harmful be-

havior [229], we believe that our work will motivate policy makers to address the DTC

genetic testing industry and legislate so that these companies consider the potential

abuse of their services and attempt to find ways of minimizing this behavior. Finally, it

is our hope that this thesis will raise awareness about the potential privacy and societal

implications of DTC genetic testing to the general public.

7.3 Limitations

Like any research study, the work presented in this thesis is not without limitations. In

Chapter 4, we conducted a systematic analysis of genome privacy research by review-

ing a total of 25 representative papers. When deciding whether to include one paper over

another, we preferred papers published in venues that are more visible to the privacy-

enhancing technologies community or that have been cited significantly more, as they

arguably have a stronger influence on the community over time. However, since the re-

viewed papers were handpicked, the final selection is bound to be biased. Nevertheless,

we stress that our methodology constitutes a best-effort approach and that reviewing

all genome privacy papers would be infeasible. Overall, if we added or replaced one

paper with another, the main takeaways would not be considerably altered.
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Then, in Chapters 5 and 6 we conducted three large-scale quantitative studies to

better understand what the discourse about genetic testing is about, who posts about

genetic testing, and how they use the various online platforms for that. Analyzing the

content of social platforms can help us answer these questions, however, regardless of

how popular a platform is, its content is not necessarily representative of the world

population. Thus, each dataset carries a demographical bias that depends on the na-

ture of the platform. More specifically, the geographic analysis of our Twitter dataset

showed that the top 5 countries in our dataset are mostly English-speaking ones (see

Figure 5.5). Also, both datasets are biased as the keywords used to create them are in

English and thus are bound to better reflect English-speaking countries than the rest

of the world, and because certain platforms are more popular in certain countries than

others (e.g., at the time of the analysis Reddit was the 5th most visited site in USA [181]).

Furthermore, even though our datasets span relatively long time periods of time

(approximately 2 years each), they should be treated as “time snapshots,” i.e., repeating

the same analysis on the same platform a few years later may yield different results,

especially when considering the rapid progress in genomics. Also, our datasets do not

span the same time periods. Namely, our Twitter dataset starts on January 1, 2015 and

ends on July 31, 2017, our Reddit dataset spans from January 1, 2016 to March 31, 2018,

and our 4chan dataset spans from June 30, 2016 to March 13, 2018.

Also, in Chapter 6 we leverage on Google’s Perspective API [175] to measure the

toxicity of the comments we study. However, effective and timely detection of abu-

sive speech is a difficult task. APIs like Perspective can be evaded with simple text

or word modifications [111, 125], and might be biased, e.g., against African-American

English [60].

Finally, our Twitter dataset (see Chapter 5) was collected using our own custom

Python crawler instead of using Twitter’s “Sample Stream” API which returns a ran-

dom sample of all public tweets and then filtering the results using our list of genetic
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testing keywords. This is intentional as during the early stages of this research the

latter method yielded an underwhelming number of tweets (i.e., less than 5,000). Nev-

ertheless, we note that our crawler uses a library that is a wrapper of Twitter’s official

API and that, when we applied for an API key, we described in our form our intended

methodology and our application was accepted.

7.4 Future Work

We believe that the methodological approach used in all three of our research studies

is generalizable and can be used in the future to compare and contrast how the field

evolves. Specifically, in regards to genome privacy, one can repeat the selection pro-

cess and use the same systematization criteria used in Chapter 4 to assess the progress

in the field. Furthermore, considering that datasets containing comments from social

platforms are “time snapshots” we anticipate that our methodology will be used in

a similar manner in a few years time to compare how the perception of DTC genetic

testing has evolved.

Furthermore, there are several interesting research directions that could be explored

in the future. First, we believe that new genome manipulation techniques, such as

CRISPR [141], should be extensively studied regarding their potential impact on both

security (e.g., causing harm) and privacy (e.g., editing genomes to recover from data

exposure or to hinder re-identification). Then, we believe that the methodology we

introduced in Chapter 4 should be also used in a broader biomedical context, such as

considering users’ health-related as well as genomic data.

Also, we believe that our large-scale studies (Chapters 5 and 6) will be useful to

researchers in Social Sciences and Genetics that are interested in better understanding

the impact of this revolutionary technology to society. In that respect, we believe that

more similar studies should be conducted on other social platforms, both mainstream

and non-mainstream.
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Finally, considering that previous qualitative studies [172, 192] demonstrate how

the commercialization of genetic testing may have a negative societal impact, and since

our study provides quantitative data on the matter, we believe that the next natural

step is to examine whether genetic ancestry testing has an (indirect) effect on the levels

of racism and discrimination online. Naturally, such correlation is not easy to identify

and it may require a mixed-methods methodological approach (e.g., interviews with

people adjacent to the far-right), but our work provides a stepping stone toward this.
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