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Abstract: The convergence of Industrial Control System (ICS) with Information Technologies (IT) coupled with the 
resulting and widely publicized cyber security incidents have made ICS security and resilience issues of 
critical concern to operators and governments. The inability to apply traditional IT security practice to ICSs 
further complicates the challenges of effectively securing critical industrial systems. To investigate these 
challenges without impacting upon live system operations, testbeds are being widely used as viable options 
to explore, develop and assess security risks and controls. However, how an ICS testbed is designed, and its 
attributes, can directly impact not only on its viability but also its credibility and acceptance for use as a whole. 
Through a systematic review and analysis of ICS security testbed design factors, a novel outline conceptual 
mapping of design factors for building credibility and acceptance is proposed. These design considerations 
include: design objectives, implementation approach, architectural component coverage, core operational 
characteristics, and evaluation approach. 

1 INTRODUCTION 

Industrial Control Systems (ICSs) play crucial roles 
in operating and controlling critical infrastructure 
(CI) systems that support essential societal services 
such as: transport, energy/power, and water 
treatment. Although technological advances have 
improved the functionalities of ICSs through their 
design, setup, and operational scope, other more 
challenging issues exist. ICS deployment life cycles 
can span decades – leading to outdated and insecure 
legacy systems, connecting with modern, more secure 
deployments (Sadeghi, Wachsmann and Waidner, 
2015). These introduce new security risks in ICSs, 
which have become issues of growing concern due to 
the challenges posed by cyber-attacks (Knowles et 
al., 2015). ICSs that are part of CIs must exhibit high 
levels of system safety, security, and resilience. These 
requirements relate to factors where the impact of ICS 
failures on environmental and human safety, 
economic and national security viewpoints would be 
highly damaging (Candell, Zimmerman and Stouffer, 
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2015). As a consequence it is often not feasible to test 
these requirements on live operational ICS 
environments as severe functional disruptions can 
occur (Ani, He and Tiwari, 2017). 

To overcome the concerns about conducting 
research and testing on live ICSs, modelling and 
simulation (M&S) provides a viable alternative using 
testbeds to replicate ICS environments for exploring 
and addressing cyber security challenges (Davis and 
Magrath, 2013). This can be approached in various 
ways, providing exploratory platforms where 
training, experimentation, data aggregation, and 
evaluation can be safely performed, while avoiding 
undesirable interference, performance degradation, 
and/or damage to system operations (Pahi, Leitner 
and Skopik, 2017). This process is referred to as 
‘simulation’, and is widely acknowledged as effective 
in experimenting, studying, analysing, and 
developing ICS security practices (Frank, Leitner and 
Pahi, 2018). While ‘simulation’ is common term in 
the ICS community; it is often referred to as testbeds 
– creating an experimental platform for executing 
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activities and processes as if in real life. The motive 
is to avoid compromising system performance and 
reliability on live ICS (Holm, Ekstedt and Andersson, 
2012). Hence for the remainder of this paper we will 
use ‘testbeds’ as an all-inclusive term.  

ICS testbeds are being used to evaluate or address 
security-related challenges (Holm et al., 2015), and 
follow different development approaches (Frank, 
Leitner and Pahi, 2018). Mostly, the testbeds are 
unavailable for public use, or focus on specific 
sectors/applications, hence they lack detailed 
information about their use and results. Also, they are 
characterised by dissimilar approaches to M&S 
security research (Craggs et al., 2018). Thus, the 
trustworthiness and reliability of such works are 
unclear. Also, there are no available design 
benchmarks, or a structured and clearly defined set of 
design considerations to provide guidance on ICS 
security testbeds. This presents a challenge when 
developing capabilities to support research 
objectives, and when evaluating the quality of a 
testbed and related research. Often, it is difficult to 
state or demonstrate how these works strongly 
support or improve confidence in reproducing real 
ICS scenarios. Thus, a benchmarking structure is 
required to guide the proof of relevance and 
effectiveness of ICS security testbeds and associated 
works (Gardiner et al., 2019). 

To address this challenge, this study draws from 
a systematic study of existing ICS security testbed 
works to identify the relevant design factors that can 
provide guidance on ICS security testbed 
development, and can support confidence on the 
trustworthiness and use of such testbeds and 
associated research outcomes. An outline and 
mapping of design factors and attributes is then 
proposed that can support the above need. This can 
assist security developers and decision-makers in 
determining suitable design approaches and/or 
factors peculiar to their requirements. It can also 
support establishing and/or enhancing acceptability 
requirements for security-related ICS testbed work. 

1.1 Acceptance of Simulations Models 
and Testbeds 

M&S acceptance is a common topic in various fields 
including computing, engineering, communications 
and psychology. It has been linked to; ‘believability’, 
reliability, trustworthiness, accuracy, objectivity and 
any combinations thereof (Hilligoss and Rieh, 2008). 
Acceptance means agreeing with a claimed assertion 
that a simulation model is a reasonable representation 
of reality. This requires a higher level of belief in a 

M&S with evidence supporting such claim (Patterson 
and Whelan, 2017). This builds M&S credibility, 
which depends on perceived quality from 
simultaneous multiple dimensions of evidence, 
enabling the assessments of trustworthiness and 
expertise (Fogg and Tseng, 1999). Credibility comes 
from confidence in the lack of biased knowledge, 
skills and experience of the source, and centres on 
attributes that make a context likely or worthy of 
being believed, (Young Rieh and Hilligoss, 2008). It 
can be based on presumption, reputation, surface 
appearance, or first-hand experience (Fogg and 
Tseng, 1999). 

From an M&S perspective, credibility and 
acceptance are often expressed by the disposition to 
agree, and base decisions on the attributes 
(information) acquired from a model (Schruben, 
1980). Hence, judging simulation credibility to drive 
acceptance relies on clear data collection and good 
documentation by developers. In terms of testbeds, 
this describes how well a security testbed (setup, 
system, process, and/or output) expresses and 
promotes confidence, belief and acceptance as a 
reasonable representation of a real system (Law, 
2009). It includes a testbed's suitability for exploring 
realistic scenarios. Thus, the absence of certain design 
attributes that commonly contribute to the reasonable 
representativeness of an actual system can degrade 
credibility and inhibit acceptance. In ICS security 
simulation testbeds, this can make or mar an accurate 
understanding, analysis and the resolution of security 
and safety issues. 

2 RELATED WORK 

Security testbed works were reviewed considering 
their close alignment with variants of ICSs, and 
relevant cyber security measures. From reviewing 
prior testbeds, a conceptual design of a cyber-
physical production system testbed is presented by 
Salunkhe et al (2018). Testbeds were analysed based 
on their application with cyber security being a 
dominant area of focus. 

A three scenario-based ICS security testbed 
demonstration is described (Candell Jr., Zimmerman 
and Stouffer, 2015). Details of processes, 
components, architecture, protocols, modelling 
approach, and security context were muddled. The 
lack of a clear outline for structural design attributes 
makes it difficult to easily recognise relevant design 
requirements and attributes. The work also fails to 
consider some credibility-supporting factors that can 
improve acceptance such as ‘evaluation modes and 
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outputs’ (McLean et al., 2011; Government Office for 
Science, 2018). Lacking corroboration from external 
parties on the testbed quality, such works can be 
presumed to lack sufficient evidence to support 
claimed representativeness and can be considered 
weak. Holm et al (2015) surveyed thirty ICS testbeds 
proposed for scientific research. Most of them were 
designed for: vulnerability analysis, testing defence 
mechanisms, and educational purposes. Simulation 
fidelity was more heavily emphasised, and factors 
like repeatability and safe execution were not well-
addressed by the surveyed testbed articles.  

Design factors for security testbeds is a topic of 
interest across relevant communities and 
stakeholders. However, what is not seen in 
community discussions and literature is the context of 
relevant requirements that can help to support design 
credibility and acceptance, or how this may be 
achieved. While design and development 
considerations have appeared directly or implicitly in 
some works, they are fragmented. This limits the 
ability to identify a broader set of critical 
requirements that support confidence and acceptance 
of ICS security testbed design and associated 
research. Clearly, there are design factors and 
guidelines which can be considered and followed to 
build ICS testbeds that can appear credible. However, 
there are diverse views on how this may be achieved. 
Considering such diversities, having a uniform and 
structured outline of design considerations becomes 
necessary. This can help in organising existing ideas. 
A mapping outline can provide a focal guide for 
developing future ICS security testbeds with 
simplified uniform evaluation. This can also shape 
the direction for benchmarking and standardising 
testbed design. 

3 METHODOLOGY 

A systematic review (Grant and Booth, 2009) was 
used in this work starting with unstructured searches 
on Google on ‘ICS security’, and applying related 
titles for a period covering 2008 to 2019. Relevant 
keywords were identified and applied to a structured 
search in SCOPUS and Web of Science (WoS) 
databases to identify relevant articles. This enabled 
the benefits of access to a wider resource coverage 
and concurrency (Salisbury, 2009). Keywords used 
involved Boolean combinations of `ICS' OR 
`SCADA' AND `Security Testbeds' OR `Testbeds' to 
identify relevant literature on ICS security-related 
testbed works. 

77 articles were identified based on their match to 
applied search parameters. Each article was 
considered for relevance from reading the title and 
abstract. Duplications were discarded, and 41 articles 
were found useful. 

3.1 Design Factors 

ICS security testbeds that can support evidence-based 
decision-making on security policies and controls 
typically rely on an assured correctness representation 
of system and operations. This increases confidence in 
the testbed’s reliability to satisfy specific purposes 
(Government Office for Science, 2018). Typically, a 
testbed’s composition would depend on the knowledge 
being drawn. The testbed’s quality and the confidence 
it can evoke depends on the quality of the underpinning 
theory. Hence relevant existing literature on ICS 
security testbeds was reviewed based on its ability to 
capture design attributes.  

NIST SP 800-82 Rev 2 (Stouffer et al., 2015) 
presents a broad guide to ICS security. The `Basic 
ICS Architecture' is shown to consist of; Physical 
Process (PP), Field Devices (FD), Communications 
Gateway (CG), and Control Centre (CC) component 
functionality groups. In M&S, well-defined 
`design/usage objectives' – the purpose(s) intended 
for a testbed prior to its development – often drive 
good design considerations (McDonald and 
Richardson, 2009). Prior work (Holm et al., 2015) 
highlights that representativeness and cost trade-offs 
amongst other factors explain why design 
considerations and decisions need to be guided by a 
testbed's intended use. Usage objectives need to align 
with design configurations (Holm et al., 2015), and 
defined early to direct and scope the development 
process, eliminate ambiguity, and support functional 
and operational validity.  
 Other factors that appear to significantly 
contribute to the reliability and trustworthiness of ICS 
security testbed projects include: `component 
architecture' and `operational requirements’ (Zhao, 
Peng and Xie, 2013; Vaughn and Morris, 2016). 
Component architecture refers to the combination of 
component functionality groups that are part of ICS 
setup as outlined in NIST SP 800-82 Rev 2. Again, 
this are; PP, FD, CG, and CC, including aspects of 
communications protocols; IP routable and/or IP non-
routable protocols (Candell, Zimmerman and 
Stouffer, 2015). Including these types of information 
at more granular levels can help to achieve better 
clarity of security issues around specific components. 
This can enable a sense of the broader security 
implications of certain component issues for the 
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entire ICS network, and better representation of an 
ICS from both architectural and operational 
viewpoints. All of these promote acceptance of the 
resulting testbed and the research activities that use it. 
 Operational Requirement refer to the features that 
underpin the structure and operations of a testbed, 
which can be functional or non-functional 
(McLaughlin et al., 2016). Functional features refer 
to behavioural attributes of testbed operations 
including the ability to; mirror real system form 
(fidelity), add or remove components or test scenarios 
(modularity), and log status of test scenarios 
(monitoring and logging). Non-functional features 
refer to performance attributes of testbeds, and 
include the ability to; easily use the testbed for an 
intended application (usability), adapt to new 
applications or scenarios (adaptability), and be open to 
improvements and modifications (scalability), 
normally drawn from functional features (Siboni et al., 
2019). The relevance of these operational requirements 
in supporting the credibility and acceptance of a 
testbed has been acknowledged (Holm et al., 2015; 
McLaughlin et al., 2016). Demonstrating functional 
and non-functional features in an M&S testbed 
contributes to assurance, hence promotes 
trustworthiness, credibility, and acceptability. 
 The design approaches for simulation testbeds 
also contribute to testbed reliability (Vaughn and 
Morris, 2016). This refers to the structural formation 
of components that make up a simulation testbed. 
Typically, this can take one of three approaches: (i) 
Physical Simulation (PS); involving real components 
(hardware and/or software), (ii) Semi-Physical 
Simulations (SPS); involving a combination of real 
and emulation and/or virtualisation of ICS 
components, (iii) Software-based Simulations (SBS); 
involving a purely software simulation of ICS (Zhao, 
Peng and Xie, 2013). These three testbed forms are 
often referred to as; real system, computer emulations 
or virtualisation (including hardware-in-the-loop), 
and pure software-based simulations (Holm et al., 
2015) or live, virtual, and constructive simulations 
(Kavak et al., 2016). Selecting an approach is often 
influenced by the desired degree of 
representativeness, cost and time for development 
(Zhao, Peng and Xie, 2013), and the experience or 
expertise of those involved (GSE Systems, 2017).  
 Experience/expertise is particularly crucial as it 
can affect the level of detail in a simulation testbed. 
Physical, real, or live simulations typically enable the 
nearest representation of the real system, hence these 
are most likely to lend better credibility and 
acceptance than the other two. The evaluation 
process for ICS security testbeds can also influence 

design quality (McLean et al., 2011). This refers to 
the procedure(s) for performing assessments to 
understand how well the testbed design or related 
outputs are correct, and(or) acceptable. To drive 
simulation testbed reliability, scenarios, data, and 
outcomes all rely on suitable evaluations, and 
demonstration of proof that relevant reliability factors 
and operational characteristics are achieved, 
especially for the intended use (McLean et al., 2011). 
This proof is good when produced by authors and 
implementers (a verification). It can be rather better 
if produced by sources other than the authors (a 
validation). The most valuable endorsements are 
from public institutions, standards or certification 
agencies (an accreditation) (DoD, 2010). 
 Thus, in security testbed M&S, an evaluation 
process can transition from verification to validation 
and to accreditation over time; demonstrating an 
incremental appraisal process, building stronger 
evidence and grounds for incremental trust and 
acceptance. Such multi-level evaluation processes for 
simulation models and testbeds can help provide a 
secure basis for critical decision-making.  

This study draws insights from reviewing 41 
relevant articles to identify and evaluate the 
significance of the following key criteria for building 
reliable and acceptable ICS security testbeds. These 
include: (i) Design Objectives, (ii) Implementation 
Approach, (iii) Architectural Coverage, (iv) 
Operational Requirements, and (v) Evaluation 
Process. 

4 ANALYTICAL RESULTS 

4.1 Design Objectives 

In determining the design objectives from both explicit 
and implicit descriptions, eight broad themes were 
found. These include threat analysis, vulnerability 
analysis, attack analysis, impact analysis, defence 
mechanism test/analysis, education and training, 
creation of policies and(or) standards, and 
performance/quality of service analysis (See Table 1).  

These results overlap with the outcomes of similar 
evaluations (Holm et al., 2015), and suggest that most 
ICS security-related works seem to address a common 
range of security areas including the investigation of; 
cyber-attack feasibilities, effectiveness of security 
controls and defence mechanisms, and the 
consequences and impacts of successful cyber-attacks 
and failed security measures. Interest in understanding 
security vulnerabilities is also found. Note that it is 
good practice to define at the beginning, the key 
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objectives in scope and application, which can help 
clarify understanding of the requirements for testbed 
design and implementation. 

4.2 Implementation Approach 

The ICS testbed simulation approaches found can be 
broadly categorised into three groups. These include; 
(i) Physical Simulation (PS), which involves purely 
real infrastructure components; (ii) Semi-Physical 
Simulations (SPS), which involves combining real, 
emulated and/or virtualised abstractions of ICS 
components; and (iii) Software-based Simulations 
(SBS), which involves simulating ICS components on 
purely software-based platform. These approaches 
may also be combined to achieve a desired hybrid 
system setup (Lu et al., 2014). Results in Table 1 
show the different implementation approaches. 
Combining multiple simulation approaches seems to 
be more favoured than using them singly. This might 
be motivated by the possibility of gaining greater 
representativeness, and/or having one approach 
compensate for the limitations of another. However, 
the expertise/experience of developers, development 
time, and costs are also influencing factors in 
deciding on an appropriate implementation approach. 

4.3 Architectural Component Coverage 

An ICS architecture can be categorised into four 
functional areas: (i) Physical Process (PP), (ii) Field 
Devices (FD), (iii) Communications Gateway (CG), 
and (iv) Control Centre (CC). These can be 
implemented at different levels of abstraction in a 
system; they constitute the basic elements of a typical 
ICS needing to be considered in any design project.  

From Table 3, nearly half of the reviewed works 
reflect design/component structures that covered all 
four functional ICS areas. Between 3 and 11 works 
covered three functional areas, and on average 2 
works covered two functional areas. Communications 
gateway (CG) appears to be the most widely included 
functional area, with a frequency of 95.12% of all the 
works reviewed. Covering all the functional areas in 
a testbed architecture can support representing wider 
contexts which lends to a better architectural and 
operational specification of a real ICS. 

4.4 Core Operational Characteristics 

Fourteen categories of re-occurring operational 
characteristics emerged as shown in Table 2. Analysis 
shows that 70.7% of the reviewed works contained 
statements associated with one or more of the 

fourteen categories of operational characteristics. ICS 
security testbed ‘fidelity’ (41.46%) appeared to be 
most highly acknowledged. This is followed by 
‘scalability’ also referred to as ‘extensibility’ with 
26.83%. For credibility that can drive acceptance and 
use, it is important for ICS security testbeds and 
research to demonstrate some (if not most) of the 
identified operational characteristics (Holm et al., 
2015). This can increase the confidence of adopters, 
decision-makers, and other stakeholders to trust the 
approach and its related outputs. 

4.5 Evaluation Process 

From the earlier identified mechanisms for achieving 
an incremental build-up of credible evidence 
involving verification, validation, and accreditation 
(DoD, 2010), results show that a significant 
proportion of works reviewed lacked any form of 
evaluation (See Table 2). This is despite the 
acknowledged significance of testbed evaluations. 
While a few works covered verification and 
validation, no reviewed work demonstrated any form 
of evaluation to the level of accreditation by any 
formal body to support its use. This supports earlier 
arguments on the lack of sufficient research emphasis 
and efforts to establishing trustworthiness to promote 
acceptance and the use of ICS security testbeds and 
their associated outputs. 

Table 1: Results from ICS Security Design Objectives and 
Implementation Approaches. 

Design/Simulation Objectives 
(Security-Centric) 

Percent of 
Total (%) 

Attack Analysis 63.41
Defence Mechanism Tests/Analysis 56.10
Impact Analysis 41.46
Vulnerability Analysis 36.59
Education and Training 24.39
Threat Analysis 9.76
Performance/QoS Analysis 2.44
Creation of Policies and(or) Standards 2.44

Design/Simulation Approach:                
Percent of 
Total (%) 

SBS + SPS 21.95
SBS + SPS + PS 19.51
PS 17.07
SBS 17.07
SPS + PS 12.20
SPS 12.20
Key to notations: 
- Software-Based Simulation = SBS,  
- Semi-Physical Simulation (Emulation or 
/Virtualisation / HIL) = SPS, Physical Simulation = PS, 
- ‘+’ used to reflect combination of approaches. 
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Table 2: Analysis of Testbed Evaluation Process. 

Process 
Category 

Evaluation Method 
Percent of 
Total (%) 

- Not Mentioned 56.10

Verification 
User-defined 
Requirements

14.63 

Validation 

Standards and Reference 
Model 

19.51 

Prior Works 4.88
Real ICS 2.44

- Unreferenced Architecture 2.44

Table 3: Analysis of Architectural Component Simulation 
Coverage. 

Design/Simulation Coverage:                   
Percent of 
Total (%)

CC + CG + PP + FD 46.34
CC + CG + PP 26.83
PP + CG + FD 9.76
CC + CG + FD 7.32
CC + FD 4.88
CC + CG 4.88

Characteristics  
Percent of 
Total (%)

Fidelity 41.46
Scalability or Extensibility 26.83
Flexibility or Adaptability 19.51
Reproducibility or Repeatability 19.51
Modularity 17.07
Cost-Effectiveness 9.76
Measurability & Measurement Accuracy 9.76
Isolation or Safe Execution 7.32
Usability 4.88
Diversity 4.88
Interoperability 2.44
Monitoring & Logging 2.44
Openness 2.44
Complexity 2.44

Key to notations: 
- Communications Gateway = CG  
- Physical Process = PP, Control Centre = CC 
- Field Device/Components = FD 
- ‘+’ used to reflect combination of component classes 

covered. 

5 MAPPING  
CREDIBILITY-SUPPORTING 
DESIGN FACTORS FOR ICS 
SECURITY TESTBEDS  

From the results, the occurrence and frequency of 
certain factors and themes suggest their reasonable 
relevance in ICS security testbed works. We find that; 
(i) clearly defined security-related design/usage 

objectives and scenarios, (ii) the type(s) of modelling 
and simulation approach(es) and the degree of 
abstractions applied, (iii) the architectural design 
components covered, (iv) the indication and clear 
mappings to core operational system characteristics, 
and (v) the testbed evaluation modes covered, can all 
contribute to building the credibility, acceptance, and 
use of ICS security testbeds and(or) associated 
research. 

Clearly defined security-related objectives 
defined from the outset can direct an ICS testbed 
development process and can support the evaluation 
of reliability. Clearly indicating the testbed 
simulation approach clarifies understanding of the 
tools and techniques being used and their simulation 
capabilities. Defining simulation approach(s) also 
provides crucial detail that can support reproducing 
and evaluating security testbed M&S and associated 
research. Defining the various architectural 
components, combined with defined simulation 
testbed approach(s), enhances the potential for 
achieving scientific research rigour that is repeatable 
with reproducible results. Having an evaluation step 
helps to demonstrate endorsements from authors or 
external parties on the reliability of an ICS security 
testbed’s claim. All of these come together to create 
or add confidence and credibility to any claimed 
quality state of an ICS security testbed. A mapping 
structure is provided in Fig 1 showing how the above 
factors can be considered during design process to 
advance belief and acceptance based on the core 
operational characteristics found. Fidelity in M&S 
emphasises the degree of structural, operational, and 
process correlation between a testbed or test 
predictions, and real-world observations (Alves, Das 
and Morris, 2016) and can be demonstrated by 
defining a testbed’s simulation design approach. 
Commonly, Physical simulation (PS) tends to provide 
the most fidelity (Kavak et al., 2016). Scalability or 
Extensibility refers to a testbed's ability to be to easily 
expanded in functionality and size (Hahn et al., 
2013). This can be defined in design objective(s) and 
architectural components covered and demonstrates a 
capacity to add or migrate components from testbeds 
without any significant need for entire system re-
design. Flexibility or Adaptability refers to a testbed’s 
dynamic attribute of supporting re-definition and 
repurposing for alternative use case(s) (Kavak et al., 
2016). For example, showing in design objectives that 
a testbed initially meant to analyse vulnerabilities, 
can be easily re-purposed for analysing security 
impacts. Repeatability or Reproducibility describes a 
testbed’s ability to produce consistent results when 
replicated (Koutsandria et al., 2015). This can be 
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Figure 1: Outline and conceptual Mapping of design consideration for credible ICS testbeds. 

demonstrated through appropriate definitions of 
architectural components, process configurations, 
and design objectives; enabling others to easily 
reproduce experimental parameters and obtain 
similar results. Modularity allows a testbed to be 
efficiently changed to accommodate new design or 
functional requirements (Ahmed et al., 2016). This 
enables ICS testbeds to accept continuous 
improvements; indicated in design objective(s). 
Modularity can help structurally, to realise 
incremental validation, credibility, and acceptance.  

Measurability and Measurement accuracy are 
two linked attributes. Measurability describes the 
capacity of a testbed to enable the quantification of 
tests. Measurement accuracy quantifies the degree to 
which measurement processes interfere (or not) with 
corresponding results (Alves, Das and Morris, 2016). 
Both attributes can be achieved by including tools and 
defining relevant metrics in the architectural 
component definition to support authentication of 
performance. Interoperability testbed attributes 
describe the capacity to support any combination of 
simulation approaches; software-based, semi-
physical or purely physical simulation, to interface, 
communicate, and use information for desired 
objectives. Cost-effectiveness describes the attributes 
of a testbed to be within defined budgets (Holm et al., 
2015). Often, there are trade-offs between testbed 
development cost and its fidelity (Gao et al., 2014). 
The Safe execution or Isolation attribute pertains to 
real world test cases linked to testbeds. It ensures that 

security M&S activities are bounded and isolated to 
avoid any impacts on real system functions (Bergman 
et al., 2009). Network segmentation (Fovino et al., 
2010) and access control (Bergman et al., 2009) can 
be applied at the architectural component level to 
help show that the outputs from tests are unaltered. 
This is a proof of testbed simulation integrity.  

Usability describes the ability for a testbed to be 
used for purposes defined. This reduces the likelihood 
of testbed misuse (Holm et al., 2015), and is 
necessary to assist users with varying competencies 
(contextual knowledge and skills). It can be promoted 
at the architectural component level by applying 
design structures and components with friendly user 
interfaces (Almalawi et al., 2013). This can support 
credibility and acceptance if seen to support a wider 
range of users with diverse skillsets. Diversity 
describes the capacity of a testbed to include different 
vendor components without undermining scalability 
or extensibility as discussed earlier. Device 
heterogeneity is a common feature where IoT 
converges into ICS, and needs to be replicated in 
testbeds design. Diversity can be demonstrated at the 
architectural component and simulation approach 
levels. Monitoring and Logging describe testbed 
attributes of observing process executions and 
optimising data logging for security purposes (Green 
et al., 2017; Gardiner et al., 2019). These can be 
shown from the results of evaluation processes. 
Credibility and acceptance can be improved by the 
ability to record and review recorded outputs for 
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future reference. Complexity and Openness are two 
related attributes. Openness defines a simulation 
testbed’s capacity to support data openness or remote 
access (Gardiner et al., 2019). This can be 
demonstrated at architectural component 
configuration and evaluation process levels. 
Complexity assures that architectural components are 
represented transparently so that a single point of data 
access or extraction can be supported. 

6 CONCLUSIONS 

This paper presented a critical review and analysis to 
identify relevant factors that can provide guidance on 
ICS security testbed development and use, upon 
which credibility can be based. A novel conceptual 
mapping of design considerations for credible ICS 
security testbeds is presented. Building or enhancing 
testbed credibility typically comes mostly from 
architectural coverage, augmented by the adopted 
implementation approach, selected components, and 
a demonstration of some reasonable degree of 
evaluation. ICS security researchers and developers 
must strive to achieve fundamental architectures that 
are representative of real-world systems and can 
allow appropriate, yet realistic testing. 

It may not be necessary or feasible to capture all 
the core characteristics outlined within a testbed 
setup. However, choosing those compliance 
characteristics viewed as important within a 
particular project may well depend on the project’s 
core objectives and scope. Considering the available 
resources and capabilities, some characteristics may 
be incorporated or maximised at the expense of 
others. New attributes can also be considered based 
on evolving dynamics or system context.  

The proposed mapping structure can promote 
effective and well-organized procurement of systems 
and sub-system components guided by clearly 
defined design requirements – in response to system 
and functional dynamics, and the endorsement of the 
relevant community of stakeholders. This can thereby 
streamline the task of setting requirements and reduce 
the costs of both infrastructure development and sub-
system integration. Also, it can lead to greater 
consistency and efficiency in growing research 
related to ICS security testbeds. Most conveniently, 
combining this with the growing trend and capability 
for federating ICS security testbeds as keenly 
advocated and explored in recent initiatives, the 
potential to make testbeds more available and 
interoperable. Furthermore, it can minimise the 
diversity in design structures amongst different and 

physically dispersed testbeds in a federated system. 
For future work, we will explore further acceptance-
supporting design considerations for ICS testbeds. 
We will also explore how to build credibility-
supporting ICS security testbeds, and how such 
models can be better evaluated to drive and simplify 
acceptance and use. 
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