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Abstract—This paper studies the use of multi-antenna harvest-
and-jam (HJ) helpers in a multi-antenna amplify-and-forward (AF)
relay wiretap channel assuming that the direct link between the
source and destination is broken. Our objective is to maximize the
secrecy rate at the destination subject to the transmit power con-
straints of the AF relay and the HJ helpers. In the case of perfect
channel state information (CSI), the joint optimization of the artifi-
cial noise (AN) covariance matrix for cooperative jamming and the
AF beamforming matrix is studied using semidefinite relaxation
(SDR) which is tight, while suboptimal solutions are also devised
with lower complexity. For the imperfect CSI case, we provide the
equivalent reformulation of the worst-case robust optimization to
maximize the minimum achievable secrecy rate. Inspired by the
optimal solution to the case of perfect CSI, a suboptimal robust
scheme is proposed striking a good tradeoff between complexity
and performance. Finally, numerical results for various settings
are provided to evaluate the proposed schemes.

Index Terms—Amplify-and-forward relay, artificial noise, coop-
erative jamming, harvest-and-jam, physical-layer security, robust
optimization, semidefinite relaxation, wireless energy transfer.

I. INTRODUCTION

HE pressing demand for high data rate in wireless com-

munications networks coupled with the fact that mobile
devices are physically small and power-limited by batteries,
has driven the notion of energy harvesting (EH) to become a
promising resolution for green communications [1], [2]. Among
the varied available resources for EH, radio-frequency (RF)-en-
abled wireless energy transfer (WET) has aroused an upsurge
of interest for its long operation range, ubiquitous existence in
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the electromagnetic radiation, and effective energy multicas-
ting, which motivates the paradigm of simultaneous wireless in-
formation and power transfer (SWIPT), e.g., [3]-[6].

A typical SWIPT system consists of one access point (AP)
that has constant power supply and broadcasts wireless signals
to a group of user terminals, amongst which some intend to
decode information, referred to as information receivers (IRs),
while others scavenge energy from the ambient radio signals,
named energy receivers (ERs). This gives rise to a challenging
physical (PHY)-layer security issue where the ERs may eaves-
drop the information sent to the IRs due to their close prox-
imity to the AP To overcome this problem, in [7]-[9], several
researchers presented various approaches to guarantee secret
communication to the IRs and maximize the energy simulta-
neously transferred to the ERs or to satisfy the individual EH
requirement for the ERs and maximize the secrecy rate for the
IR, by advocating the dual use of the artificial noise (AN) or
jamming.

However, previous works all assumed that the ERs in the
SWIPT systems attempt to intercept the information for the IR,
which is overly protective. On the contrary, it is possible that
some ERs are cooperative, especially when they are EH-enabled
wirelessly. Following the recent advances in wireless powered
communications networks [10], [11], this paper proposes a self-
sustaining harvest-and-jam (HJ) relaying protocol, where in the
first transmission phase a single-antenna transmitter transfers
confidential information to a multiple-antenna amplify-and-for-
ward (AF) relay and power to a group of multi-antenna EH-en-
abled idle helpers simultaneously, while in the second phase, the
relay amplifies and forwards the information to the IR under the
protection of the AN generated by the helpers using the energy
harvested from their received signals in the first transmission
phase.

Physical (PHY)-layer security issues in the rapidly growing
cooperative networks have attracted much attention. Cooper-
ative approaches, such as, cooperative jamming, communica-
tions have been widely examined [12]-[15]. The idea is to assist
the transmitter in the secrecy transmission by generating an AN
to interfere with the eavesdropper via either multiple antennas
or external trusted helpers [16]-[19]. However, all of those
utilizing ANs require additional supply of power and therefore
incur extra system costs. Meanwhile, collaborative use of
relays to form effective beams jamming the eavesdropper,
i.e., secure collaborative relay beamforming, has been studied
for relay-wiretap channels with single eavesdropper in [20],
multiple eavesdroppers with AF relays and decode-and-for-
ward (DF) relays in [21] and [22], respectively. All, however,
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assumed the availability of perfect channel state information
(CSI). Though [23] proposed robust AF relay beamforming
against the eavesdropper's channel, the solutions were yet
suboptimal.

The assumption of perfect CSI of the eavesdroppers appears
to be too ideal because the eavesdroppers, despite being legit-
imate users, wish to hide from the transmitter without being
cooperative in the stage of channel estimation. Even if they are
registered users and bound to help the transmitter in obtaining
their CSIs to facilitate their own communication, the CSIs at the
transmitter side will change due to mobility and Doppler effect,
and may be outdated. Moreover, even for the legitimate users,
the estimated CSIs may also be subject to quantization errors
due to the limited capacity of the feedback channel, although
the inaccuracy is reasonably assumed less severe than that for
the eavesdroppers. To tackle this issue, state-of-art schemes
have been developed ([24] and the references therein), among
which the worst-case secrecy rate is commonly employed to
formulate the robust secrecy rate maximization problem [8],
[19], [25]-[27]. The robust transmit covariance design for the
secrecy rate maximization in a multiple-input-single-output
(MISO) channel overheard by multi-antenna eavesdroppers
was considered in [25], [28] while the enhanced secrecy per-
formance was achieved by introducing a friendly jammer in
the same scenario in [26], in which a joint optimization of the
robust transmit covariance and power allocation between the
source and the helper was studied via geometric programming.
More recently, [8] studied a joint robust design of the informa-
tion beams, the AN and the energy signals for SWIPT networks
with quality-of-service (QoS) constraints.

The contribution of this paper is threefold. First, with per-
fect CSI, in addition to the joint optimal solutions, we propose
two near-optimal schemes with much reduced complexity by
exploiting the optimal structure of the relay weight matrix, and
providing a semi-closed form solution for the relay weight ma-
trix given fixed null-space jamming, respectively. Second, be-
sides the imperfect eavesdropper's channel, legitimate channels
such as those from the K HJ helpers (the transmitter) to the
legitimate receiver (KX HJ helpers), and from the AF relay to
the receiver are jointly modeled with imperfect estimation, and
multiple semi-indefinite non-convex constraints have been ju-
diciously replaced by linear matrix inequalities (LMIs) to fit
the semi-definite programming (SDP). Third, a rank-one recon-
struction algorithm exploiting the structure of the semi-definite
relaxation (SDR)-based solutions has been proposed to provide
promising performance at low computational cost.

Of particular relevance to our work is [29] which jointly op-
timizes the AF matrices and AN covariances in a relay wiretap
channel with multiple multi-antenna AF relays and multiple
multi-antenna eavesdroppers via a worst-case robust formula-
tion. While our network model is similar, the difference of our
work from [29] is twofold. On one hand, in this paper, the AN
generated by the friendly jammers are subject to their respective
channels from the transmitter during WET in the first transmis-
sion phase. On the other hand, the technique in [29, Proposition
1] cannot be applied to our problem since the AN beams and the
forwarded information are transmitted via different channels in
ours. As a consequence, to the best of authors' knowledge, our
proposed worst-case based robust optimization scheme that in-
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corporates imperfect CSIs into all the HJ helpers, has not been
addressed in the literature.

It is worth noting that devising a wireless-powered friendly
jammer to enhance PHY-layer security for a direct transmission
protocol was studied in [30], in which the “harvesting” blocks
and “jamming” blocks were well exploited to compose four dif-
ferent types of harvesting-jamming cycles. Compared to [30],
which focused on the dedicated scheduling of “harvest” and
“jam” operations and its long-term performance, ours are con-
cerned with adaptive rate/power optimization with multiple HJ
helpers to achieve higher worst-case secrecy rate. Moreover, in-
stead of assuming perfect channels to/from the HJ helpers, our
robust optimization algorithm takes imperfect legitimate chan-
nels into account to provide robustness.

Note that in this paper, as in [23], [29], we assume that the
channel between the transmitter and the AF relay is perfectly
known and there is no direct link between the transmitter and
the receiver or the eavesdropper, a common assumption in the
concerned AF relay wiretap channel [20], [21].

Notations: Throughout, we use the upper case boldface let-
ters for matrices and lower case boldface letters for vectors. The
superscripts ()7, (:) and (-)¥ represent the transpose, conju-
gate and conjugate transpose, respectively. Also, tr(-) and E[]
stand for the trace of a matrix and the statistical expectation for
random variables, respectively. Likewise, vec(A) is defined as a
column vector obtained by stacking the rows of A4 on top of one
another. vec(~1) is the inverse operation of vec. null(A) de-
notes the null space of A. & represents the Kronecker product
of two matrices. In addition, the notation A > 0 indicates that A
is a positive semi-definite matrix and I(0) denotes an identity
(all-zero) matrix with appropriate size. Furthermore, | - || rep-
resents the Euclidean norm of a vector, while P,(-) stands for
the probability of an input random event. Finally, [z]T denotes
max{0, 2) and (-)* stands for an optimal solution.

II. NETWORK MODEL

We consider a cooperative relay wiretap channel for SWIPT
over a given frequency band as shown in Fig. 1(a). We assume
that there is a transmitter, named Alice, sending confidential
messages to the IR, Bob, in the presence of an eavesdropper
[31], Eve, with the aid of a multi-antenna AF relay and K ERs
willing to act as HJ helpers, Hielper = {H1,...,Hg}. The
transmitter, ERs, and the AF relay are deployed in a same cluster
that is relatively far away from the destination and Eve, such
that there is no direct link from the transmitter to the receiver or
Eve, respectively. Moreover, the ERs are assumed to be located
closer to the transmitter than the AF relay in order that they can
harvest sufficient amount of energy for jamming. Alice, Bob and
Eve are all assumed to be equipped with single antenna, while
the AF relay and each of the K helpers are assumed to have the
same N; antennas.

Using two equal slots for the HJ relaying protocol, as shown
in Fig. 1(b), for the first phase, Alice sends a confidential mes-
sage to the relay while simultaneously transferring energy to
the K helpers; for the second phase, the relay amplifies and for-
wards the message to Bob while the K helpers perform cooper-
ative jamming using their respective harvested energy from the
first transmission phase, to compromise Eve. In this paper, we
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Fig. 1. HJ-enabled cooperative relaying for secure SWIPT.(a) AF-relaying
wiretap channel with jamming. (b) The HJ relaying protocol.

assume a quasi-static fading environment and for convenience
denote by € CN+*1 as the complex channel from the transmitter
to the relay and hj, € CNt“J k =1,...,K, as that from the
transmitter to the kth helper; hg as the transpose of the complex
channel from the relay to Bob and hj, € cVxl k=1,... K,
as that from Hj to Bob; g, € CV¢*! and g, € CNeX! k
= 1,..., K, as those from the relay and Hg to Eve, respec-
tively.

In the first transmission phase, the baseband received signal
at the AF relay can be expressed as

Y, :hO\/PsS"'_nr: (1)

where s is a circularly symmetric complex Gaussian (CSCG)
random variable, denoted by s ~ CA/(0,1) and n,. is the addi-
tive complex noise vector, denoted by n,, ~ CA(0,521). Also,
P; denotes the given transmit power at Alice. Further, the re-
ceived signal at each helper Hy, is expressed as

yk:hkvpss+n;g7 (2)

where n}, is the additive noise, denoted by n}, ~ CN(0,071).
On the other hand, for WET, the harvested energy of Hy in
each unit slot is given by

By, = nE[|hx/Pss|*] = nPs||he |, VE, 3)

where 0 < n < 1 denotes the EH efficiency.
In the second transmission phase, the linear operation at the
AF relay can be represented by

z' =Wy, 4)
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where &' € CN¢*1 is the retransmit signal at the AF relay and

W ¢ CN+*N: is the beamforming matrix. Note that the transmit
power of the AF relay can be shown as

tr (E [z24]) = tx (W (P.hoh + o21) W9, (5)

which is constrained by the maximum available power at the AF
relay, i.e., P., which is given by

tr (W (PShOhOH + a,,%I) WH) <P, 6)

In the meantime, each Hy, will help generate an AN n, € CNVe*1
to interfere with Eve. Similar to [16], we assume that n's are
independent CSCG vectors denoted by ng, ~ CN(0,Q,), Vk,
since the worst-case noise for Eve is known to be Gaussian.
In addition, each Hy has a transmit power constraint due to
its harvested energy in the previous transmission phase, i.e.,
t1(Q;) < nPs|lhy||* (cf. Equation (3)), Vk.
The received signal at Bob can thus be expressed as

K
~T ~T ~T
Yy =V Pohy Whos + > hyny + ho W, + 1y, (7)
k=1
where 1, ~ CN (0, 21) is the additive noise at Bob. Similarly,
the received signal at Eve can be expressed as

K
Ye = VPigi Whos + > _gini + g, Wn, +n., (8
k=1
where n, ~ CA(0,021). According to (7) and (8), the signal-
to-interference-plus-nose-ratio (SINR) at Bob and Eve can be,
respectively, expressed as

P,y Who|?
L~ — w T 5 O
olhaWW*5hy + 3, b QLhy, + o}
and

e = P;|gd Who| ‘ (10)

oigi WW gl + 31, 97 Qug) + o3

As such, the achievable secrecy rate at Bob is [16]
o= glloga(l+0) ~loga(L+ 3], (D)

III. JOINT AN-AF BEAMFORMING WITH PERFECT CSI

A. Problem Formulation for Perfect CSI

We aim to maximize the secrecy rate at Bob subject to the
transmit power constraints at the AF relay and each individual
helper Hi, &k = 1,..., K. Thus, our problem is to solve

(P1): max rg

{Qk}vW
st (6), (12a)
tr(Qk) < 77Ps||th27Vka (12b)
Q, > 0,Vk. (12¢)
Next, we define a new function F({Q,}, W) as
— 1+
PUQW W) & (13)

ol
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It can be easily shown that the optimal solution {Q7}, W* to
(P1), is also optimal for (P1’) given by
(P1) :

{cr)nﬁ}%v F{Q,}, W) s.t.(12a)-(12c). (14)

Hence, we focus on solving problem (P1’) in the rest of the
paper. However, since (P1') is in general a non-convex problem
that is hard to solve, we will reformulate it into a two-stage
optimization problem. First, we constrain the SINR at Eve to
be 7., it thus follows from (13) that F({Q,}, W) is maximized
when 7, is maximized, which can be obtained by solving the
following problem:

~T
(Pl'.l) max P‘hOWhOP
@uW} 52p WWHhOJer lthkhk+ab
P,|gTWhy|?
s.t. ‘gOW O‘ :’761

o2gf WW" gl + 3, 9T Qi) + 02

(12a)—(12¢). (15)
Let H(7.) denote the optimal value of (P1'.1) given #.. Then
(P1') can be equivalently solved by

1+ H(E.)

P1'.2) : max =
(
1+ 75

3.>0 (16)

Lemma 3.1: Problem (P1') has the same optimal value as

(P1'.2), and the same optimal solution as (P1'.1) when ¥, takes

the optimal solution for (P1’.2).

Proof: The proof follows from [7, Lemmas 4.1-4.2]. ®

Therefore, (P1') can be solved in the following two steps.

First, given any . > 0, we solve (P1'.1) to attain H (7. ); then
we solve (P1’.2) to obtain the optimal 7.

B. Optimal Solution to (P1'.1)

Here, we consider solving problem (P1’.1) by jointly op-
timizing the covariance matrix for the AN at each of the HJ
helper, @;.'s, and the beamforming matrix, W. To facilitate the
analysis in the sequel, we rewrite the following equations in line
with our definition of vec(-) [32, Chapter 13]:

e Who!? = |vecT (RohT vec(W)[?, (17)
g WW ki = |y @ Tvec(W)|?, (18)
|95 Who|* = [vec” (gohg )vec(W)[?, (19)
G WWH gl =|lg] ® Fvec(W)||*. (20)

In addition, tr (W (P,hohg +o2D)W*) = ||@w||?, where & =
(I © ©")'/2 with ® = P,hohl’ + o2I. Hence, (P1'.1) can be
rewritten as

(P1'.1-RW) :
Py |fripﬂfl2
max
w. {Q’“}UZIIYWHZ + Zk 1 hh Qkhh + Ub
P 2
t. |f“”|T =5, (21a)
oV 0|2+ 35 1 97Q 9] + 2
|ow|? < P,
(12b), (12¢) (21b)
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in which w = vec(W), f, = vec(hohl), f, = vec(gohl),
Y, =hy 9IlandYs = g7 ©1.

As problem (P1.1-RW) is non-convex, we define
X 2 wwH: F, 2 fJ{.frfs F, 2 f;fgy ?1 2 Y{{Yh
Y, 2YPy,and ® £ ®"®. Then by ignoring the rank-one
constraint on X, (P1'.1-RW) is modified as

(P1'.1-RW-SDR-Eqv) :
Poir(F.X)
max

X{Q} o2tr(V, X) + oK by Quhl + o2
s.t. Pstr(Fy, X)

K
=7 (a?tr(?zX) +> gl Qugl + ai) , (22a)

k=1
tr(®X) < P, (22b)
tr(Qr) < nPs||hyl|?, vk, (22¢)
X > 0,Q > 0,Vk. (22d)

Problem (P1'.1-RW-SDR-Eqv), via Charnes-Cooper transfor-
mation [33], can be equivalently recast as

(P1'.1-RW-SDR) : P,tr(F1X)

max
kT

K
st. o2r(ViX) + > by @bl 4+ rol =1, (23)

k=1
Ptr(FyX)
K
=%e (aftr(nm +> 9t Qual + mg> ,  (23b)
k=1
tr(®X) < 7P, (23¢)
tr (Qk) < T’nPs”th{ijv (23d)
X >0,Q, >0,k 7 >0. (23¢)

Lemma 3.2: The constraints in (23a) and (23b) can be
replaced by o2tr(Y1X) + Zk 1 hk Qkhk + Talf < 1 and
Ptr(FyX) < Fe(oftr(YoX) + ZkK:1 kakgk + 707),
respectively, where both inequalities will be activated when
problem (P1’) obtains its optimum value.

Proof: See [34, Appendix A]. [ |

Since problem (P1.1-RW-SDR) is a standard convex op-
timization problem and satisfies the Slater's condition, its gap
with its dual problem is zero [35]. Now, let A denote the dual
variable associated with the equality constraint in (23a), & asso-
ciated with the other equality constraint in (23b), 5y associated
with the transmit power constraint for the AF relay in (23c),
{Br} associated with the transmit power constraints for each
Hy in (23d), and ¢ associated with 7. Then the Lagrangian of
problem (P1'.1-RW-SDR) is Kgiven by

L(Q) = tr(AX) + Y tr(BiQy) + (7 + A,
k=1

(24

where Q denotes the set of all primal and dual variables,

A= PSFl — AU,&?l - OéPSFQ + a’?/eO'?.?g - /3’05, (25)
B = — Muphy +avegigl — 6l VE, (26)
K

(= — Ao? + aFeo? + BoPr + ZUPSBthkHZ- (27)
k=1
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TABLE I
ALGORITHM I FOR (P1)

o Initialize ¥._scarch = 0: @ : Yemax and i =0
o Repeat
1) Seti=1+1;
2) Given Ye = Ye_search (l)
solve (P1’.1-RW-SDR) and obtain H(~/ )
e Until i = L, where L = | 2= max | 41 is the length of Je_scarch

o Set 75 = Je_scarch (arg max{% for (P1’.2)

5
o Given 47, solve (P1’.1-RW-SDR) to obtain (X*,{Qj}, )
if rank(X*) = 1, apply EVD on X* such that X* = w*w*H
else if the sufficient condltlon in (32) is satisfied,
construct (X {ij, 7*) following (29)-(31) and set w* = v/b¢;
else construct X using the procedure in [36, Algorithm 1].
end
end
e Recover W* = vec™!(w*)

Proposition 3.1: The optimal solution, (X, {Q7%},7*), to
(P1".1-RW-SDR) satisfies the following conditions:

>N, -2, ifg;=0,,,
1) rank(Qk){ 1 it8: > 0, vk,
2)  X* can be expressed as
Nf—rc
X" = 3" annunl + €Y, (28)
n=1
where a, > 0 Vn, b > 0, 7. = rank(C") (cf. Equa-

tion (88)) and 5 e CN'*1 is a vector orthogonal to
{nn}n 1
null(C*)
3) According to (28), if rank(X™) > 1, then we have the
following sufficient condition to yield an optimal solution
of X with rank-one:

¢, which consists of orthonormal basis for

A*

= bét (29)
Q: =Q}, vk, (30)
r=1" 4+ Ar, 31

is also optimal to problem (P1’.1-RW-SDR), if there ex-
ists A7 > 0 such that

[Nf g %Y, P,F r
Z aptr (ﬂn (0' 5 2 _ s j)nn)

= 2 et
g Nire
a.
<AT< G Z antr (0 Y1m,) . (32)
b on=—1
Proof: See Appendix A. ]

Note from Proposition 3.1 that if rank(X™) = 1, then the
optimal w* to (P1’.1-RW) can be found directly from the
cigenvalue decomposition (EVD) of X, where X = X*/7*.
Namely, the upper-bound optimum value obtained by
solving (P1.1-RW-SDR) is tight in this case; otherwise,
(X™,{Q}.}, ) only serves as an upper-bound solution.

Now, we show that this upper-bound is always achievable
by a rank-one X*. When rank(X™) > 1, firstly, we check
whether the sufficient condition proposed in (32) is satisfied.
If it is met, then a direct reconstruction of (X " {QZ}, 7*) with
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rank(X *) = 1 follows according to (29)—(31); otherwise, as-
sume that any optimal solution to problem (P1".1-RW-SDR)
has no zero component, i.e., (X* # 0,{Q}, # 0},7* # 0). In
addition, the number of optimization variables and the number
of shaping constraints are denoted by L and M, respectively.
Since L = K +2and M = K + 3 for (P1.1-RW-SDR), w
have M < L + 2 satisfied. Thus, according to [36, Pr0£0s1t10n
3.5], (P1".1-RW-SDR) has an optimal solution of X that is
rank-one. Also, the detailed rank reduction procedure based on
an arbitrary-rank solution has been given in [36, Algorithm 1].
Algorithm I for solving (P1'} is shown in Table .

C. Suboptimal Solutions to (P1'.1)

1) Optimal Solution Structure Based Scheme: We propose
a relay beamforming design for (P1’.1) based on the optimal
structure of W [37, Theorem 3.1]. First, define H; = [ho 9]
and Hy 2 [hy g,]. Then express the truncated singular-value
decomposition (SVD) of H; and H», respectively, as

H, =UZ, VT,
H, =U,%, VL.

(33)
(34

Lemma 3.3: The optimal relay beamforming matrix W for
problem (P1'.1) is of the form:

w =UlBUY +UlcwH)”, (35)

where B € C?*2 and C € C**(V¢~2) are two unknown ma-
trices, and Uy, Uy € CNo*Ne=2) satisty Uy (UT) = T —
UUE U (U =T —U,UZ respectively.
Proof: See Appendlx B. [ |
Denote Ul ho, Uz ho, Ul g, by ho, ko, o> respectlvely
We thus simplify |h0 Whg|? and |gZ Whg|? as \ho Bhyg|? and
|gZ Bhg|?, respectively. Since C has 2(N; — 2) complex vari-
ables, we devise a suboptimal design for C to reduce the size of
variables by (N; — LT where u' =

2). Specifically, let C' = u'-v
ho/||h,0|\suchthatu'L H — 1 yuH Hence hy WWHhO,
gdwwhgl

and (5) can be reduced to HBHhOH2 |B¥g!|2 +
l'UT g T\Q and P,||Bhol|? + o2tr(B” B) + o2||v||2, respec-
tively. Then define b = vec(B), f, = vec(izoi_LOT), fs =
vec(goha ), Y, = ﬁ:@[, Y, =gl @l and® = (Io@'")!/2
with ® = P.hohy + o2I; Z = b V = vo" | Fy = 1],
Fo= .Y =YY, ¥V, =YY, and @ = 7@
The suboptimal design for problem (P1’.1) by ignoring the rank
constraints on Z and V is thus given by

(P1'.1-sub1-SDR) :  max Pitr(F,Z)

Z-"q{Qk}vT

K
s.t. aftr(i_’IIZ) + Z ﬁ:%@ +roj =1,
k=1

(36a)
Pitr(FyZ) < 7,

(af (tr07,2)+ i /L|%1(V))+ng ngk+fa> (36b)

tr(B Z) + o2tr(Z) + o2tr(V) < 7P, (36¢)
tr(Qk) < TnPsHhk||27Vkv (36d)
7>0,Q, = 0,Yk,Z >0,V = 0. (36¢)
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Remark 3.1: The variables in (P1’.1-sub1-SDR), i.e., Z €
C1 v e CNe=2xNe=2) gre of much reduced size. Fur-
ther, the reconstruction of #* from V can be briefly explained as
follows. Given the Lagrangian of (P1’.1-sub1-SDR), the KKT
conditions with respect to (w.r.t.) V* are given by

(a*Felgs u'™"|* — Biop)I +U* =0, (37)
U*v* =o. (38)

Post-multiplying (37) with V*, we have (a e lgTut|? —

}3 ) = 0. As aresult lf # W, V' = 0,

otherwise V* = wv*v*H, Wlth v* = /te(V*)v,, where
vy € CWVe=2X1 jg an arbitrary vector with unit norm. With V
solved, (P1’.1-sub1-SDR) reduces to a problem with similar
structure as (P1’.1-RW-SDR), and the proof for existence of a
rank-one Z can be referred to Proposition 3.1.

2) Zero-forcing: We propose a low-complexity ZF scheme
for (P1'.1), in which the jamming signal places a null at
Bob, and then a semi-closed form solution for W is de-
rived. In line with the principle of ZF jamming [17], the
jamming signal ny, is designed as n, = Vi such that

“TeT

_ ;”,1;:7"; — V.V, and @y, € €1
random vector, A, ~ CN (0, Qk), k =1,...,K. Thus, given
any W, n's can be optimized to maximize the effect of jam-

is an arbitrary

ming at Eve by maxg_ Zf:lgff’kaVngl, which gives
~ % T . ~ ~ T "

Qi = Gtalal . where g, = Vi, gy and G = ViFLllbe /1]
is determined by (23d), Vk. As such, Y1, g7V Qi V} gl

turns out to be S r_, 7P |lhx||?1§,]|%, which is denoted by q.
With fixed ¢, (P1'.1-RW-SDR)) can be recast as

(P1'.1-sub2-SDR) : max Pir(F1X)

st o2tr(Y 1 X) + 707 = 1, (39a)

Pitr(F2X) < 3. (c}tx(YoX) + T+ 702),  (39b)
tr(®8X) < 1Py, (39¢)
X >0,7>0. (39d)

Proposition 3.2: (P1'.1-sub2-SDR) must yield a rank-one
solution, i.e., X* = ww*, such that w* = pv,,,(Z"), and

Z* = P,F; — \0?Y, — o*P,F,
+a*'7€0'3?2 - /3337 (40)
where V() represents the eigenvector corresponding
to the largest eigenvalue of the associated matrix, and
P, * % *
H= \/tr(i)vmax(Z*)uf,{ax(Z*) . Also, A*, a* and fj are the op-
timal dual variables associated with (39a)—(39c), respectively.
Proof: See Appendix C. ]
The only problem in Proposition 3.2 is the dual problem of
(P1'.1-sub2-SDR), which admits a much simpler structure to
solve than the primal one.
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IV. JOINT AN-AF BEAMFORMING WITH IMPERFECT CSI

A. Problem Formulation for Imperfect CSI

We use a deterministic spherical model [25], [26] to charac-
terize the resulting CSIs' uncertainties such that

={g0l90 = 9o + Ngy, Mgy WoAg, <1},  (4la)
gk— {949 = Qk + Agy,, Agy! WkAgk < 1},Vk, (41b)
Fo = {holho = ho + Ao, A W ARy <1}, (41¢)
iy, = (B Fo, = by, + Abyy, Ahy W Aky, < 1), VE, (41d)
Hyio = {huhi =hi, + Ahy, ARZW', Ahy, < 1},VE, (41¢)

where gy, g;'s, ho, hk s and hy's are the estimates of the
corresponding channels; Ag,, Agy's, Ahg, Ahy's and Ahy's
are their respective channel errors; the matrices Wy, Wyp's,
W1, Wi's and W7.'s determine the shape of each error region.
Without loss of generality (w.l.o.g.), we set Wo = I/eo,
Wi = 1/e), Wy —I/sk,Wi —I/ek and W3, = I/e for
simplicity, where €g, €, €, €., and €} represent the respective

size of the bounded error regions, £k = 1,..., K.
Accordingly, we denote the robust counterpart for (P1') as
(P2'):  max min F(Q,},W)

{Qk}ﬂw Floeﬁo.akg’}:ﬂk,vk
90€G0,31, €6k, Vk

s.t. tr (W (Pshghgl + UfI) WH) <P, (42a)
t <nP, mi hell?, VE 42b
(@) <n , Soin e (42b)
Q. = 0,Vk. (42¢)

An equivalent robust reformulation of (P1’.2) is given by

1+ H(7,
(P2.2) : max T D 0e). 43)
3.>0 1+ F(3,)
where F'(7.) = 7. and H(j.) denotes the optimal value of
problem (P2'.1) that is given by

(P2'.1) :
Pstr(F1X)
max _ min — K ;T . 5t
XAQu hvettn b o200(V1X) + S5 by Qu by, + 02
hocH,
Pt F X

ot (P X) <o (442)

kei@ka UztI(Y2X)+Ek 19th9k+02

9o
tx(@X) < P, (446)
tr (@) <nb, min B, (44c)

k

rank(X) =1, (44d)
X >0,Q, > 0,Vk. (44¢)

As stated in Lemma 3.1, similarly, (P2') can be proved to have
the same optimal value as (P2'.2) and the same optimal solution
as (P2'.1) when 7, takes its optimal value. As aresult, (P2) can
be solved in a two-stage fashion as well. Specifically, given any
¥., we first solve (P2'.1) to obtain H(¥.) and then search for
the optimal ¥, to (P2'.2).
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B. Solutions to (P2'.1)
By ignoring (44d), (P2'.1) is recast as

(P2'.1-RW-SDR-Eqv) :

Ptr(F X)
max__ min ST o7 A
X AQu}t hyety vk aQtr(Yl ) + Zk:l h,Q.h; + ai
hocHo

t.(44a)-(44c), (44e). (45a)

It is worth noting that due to the rank-one relax-
ation of (P2'.1-RW-SDR-Eqv), solution provided by
(P2".1-RW-SDR-Eqv) in general yields an upper-bound for
H(7,), which may not be achievable. However, in the sequel
we insist on solving (P2'.1-RW-SDR-Eqv) that is regarded as
an upper-bound benchmark for our proposed problem detailed
later in this subsection.

1) Solutions to (P2'.1-RW-SDR-Eqv): To make the “max-
min” objective function of (45) tractable, we first rewrite (45)
by the equivalent epigraph formulation as

(P2".1-RW-SDR-Eqv) :

max o0
Xv{Qk}‘E

s.t._ min — >4, (46a)
hicH . VE O'%tI(Yl
;'-067'20
(44a)-(44c), (44e).

Pitr(F.X)
T —1
X) JFZ?:J% Qphy+ 07
(46b)

As there are potentially infinite number of constraints in (46a),
(44a), and (44c), they are semi-indefinite and thus intractable.
In the following, we equivalently transform these constraints to
tractable ones using S-Procedure and a generalized S-Procedure
given in Lemmas 4.1 and 4.2, respectively.

Lemma 4.1 (S-Procedure [35]): Let fp,(x), m = 1,2 be
defined as

fl@) = 27 Ay + 2R 2} + ¢, 47)

where A,, = A,Hn e CN*N p,, € C¥*l and ¢,, € R, and
R gives the real part of the input entity. Then the implication
fi(xz) > 0= fa(x) > 0 holds if and only if there exists ¢ > 0
such that

48
b2 (&) 1 C1 ( )

& ] ol oo

provided there exists a point & such that f,,, (%) > 0, m = 1,2.
Lemma 4.2 ([38, Theorem 3.5]): The robust block quadratic
matrix inequality (QMI),

H F 1 GX
(F+GX)! C+Xx"B+BEX + x"AX
for all - X¥DX > q, (49)

=6

is equivalent to

[H F G-I [0 0 o ]
3t > 0, such that F? ¢ B - 0 I 0 |>0.
[GH B AJ [o 0 -D 50)
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First, by rearranging terms, (46a) can be equivalently trans-
formed into the following linear form:
_ min
hpE€Hy Yk
’_lo 67'_[0

Potr(F1X) — doitr(Y 1 X)

K
53 Ry Quhy — 3o} > 0. (51)
k=1

Recalling the following matrix equalities in line with our defi-
nition of vec(-) operation:

tr(AB”) =vec” (A)vec(B), (52)
vec(AXB) = (A @ BT )vec(X), (53)
(Ao B)T = AT  BY, (54)
it follows that
tr(F1X) =h' (ho © DX (A & DR, (55)
(V. X) =h' (T2 Xk, (56)

where b ¢ CN/x1 = vec(izg: ® I). The equivalent channel
model for k is given by b = h + Ah, where ||Ah||? < Ny}
(cf. Equation (41)). By introducing X" = (hy @ I X (bl & I)
and X’ = I © X, (51) can thus be recast as

=1

min Ah (P X”—cSaQX')Ah +2R{Ah (P X" 502X}
hi Sty ¥k
hocto

K
53 Ry Quhy — 30} > 0. (57)
k=1

Hence, according to Lemma 4.1, the implication ||Ah||2 <
Nie, = (57) holds if and only if there exists w{® > 0 such
that the following LMI holds:

[H1 Fy

Fi oo (58)

|0

:Tpsx”faafx’+w<0>1, F, = (PSX"f(SJfX')izT
and cr — b (P.X" — 602X )h —6 5K BT Quh! — do?
w'® N;el). Now, (46a) has been equivalently reformulated as
(58). To further cope with channel uncertainties with regards to
hy's such that (58) holds for hy, € He, k= 1,..., K, weneed
the following proposition.

Proposition 4.1: The semi-indefinite constraint of (57) can
be equivalently recast as the following block matrix inequality:

oo pE Gl {0 0 0]
B 0 1 0

where Hq

F(K)H CgK) LO 0 IJ - 07
K) K K —
G( R S 0 LR
where H §K) , F(K) and ch) are recursively given by
A(k N w(k by G(k—l)H .
-1 .
P = Gt 1y et R G
PX" - 502X + w07, k=1,
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pl-1)
k>1,
ng): |:F(k 1)] | 61)
2T
(P X" —8a2X"h, k=1,
:;T 21. . QT ,’:T
= b (PX" - 602Xk - S5 b thf

Zz‘likJrli"?Qiﬁj - doj — w(® Niey — Zz 1 wl!
= 1,...,K. In addition, G{¥) € COWHG—DNIxN: — 0,

(k) h AP
B = 5Qkhk9 = 7§Qk’ = .,K, and
{w > 0} denote pertlnent auxiliary var1ables
Proof: See Appendix D. [ ]
Next, (44a) is rewritten as
ma P, X" — 3,02 X"\ g' — 7.
Jmax g Feor X')gh — 7 ng Q9!
90€G0
*'Veo-g S 07 (62)

where g € CV: %! = vec(g? © I) and the equivalent imperfect
channel model is given by ¢ = §+Ag such that | Ag||* < Niep.

Proposition 4.2: The semi-indefinite constraint of (62) is sat-
isfied if and only if there exists v®¥) > 0, k = 1,..., K, such
that the following block matrix inequality holds:

7 o gl [0 0 o0 ]
FgK)H ch) B(K) v 1o 1 0 | =o,
GgK)H BgK) AgK) 00 ;—KJ
(63)
where H gK) , FgK) and ch) are recursively given by
Agkﬂ) n 1,:: —11>I ngA)H .
(k) _ _1y _ ) ;
Hy = Gék’ 1 Hgk 1 (64)
—P.X" +75.02X +001, E=1,
(k=1)
B,
1.
ng) {ng_l)] ) k>1; (65)

(—P.X"+702X")g", k=1,

k
e =g" (- P X" +5.02X")5" + 7.3 47 Q,5+
j=1

K

k—1
Te > 97 Qigl 4702 vV Nyeo—> 0P, (66)

i=k+1

k= 1,..,K. Also, G = c, BYY
AV =30, k=1,... K.
Proof: See Appendix E.

Last, we rewrite (44c) to facilitate the robust optimization
against the errors introduced by Ahy's. By applying Lemma 4.1,
(44c) holds if and only if there exists pp, > 0,k = 1,..., K,
such that the following LMI constraint is met:

nP.h
e | =0,k (67)
nPs|lhi |5 — tr(Q)) — pxey

As such, (P2".1-RW-SDR-Eqv) is now simplified as

= %Qk_i],t, and

~H
nPsh,,

max o
{Qr}.8

(59), (63), (67), (44b), (44e).

(P2".1-RW-SDR-Eqv) :

s.t.
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Because of the non-convex term such as § X" in (59), problem
(P2'.1-RW-SDR-Eqv) remains very hard to solve. We thus use
the bisection method [35] w.r.t. § to solve it. However, using bi-
section in addition to solving (P2'.2) by one-dimension search
over 7, may lead to very high complexity. As a result, we pro-
pose an alternative problem to approximate H (%, ).

2) Solutions to (P2'.1-RW-SDR): We propose to approxi-
mate H (5.) by the optimum value of the following problem.

(P2".1-RW-SDR) : max min Ptr(F;X)

68a
{Qk} ThoEHo ( )

max o2te(Y1X) + Z e Q. k! ol <1, (68b)

s.t.
hpcHy ¥k h—1
5067:10
Pitr(Fa X
max M X) < Fe, (68¢)
ykéig\ﬂc 2tr(Y2X)+ZL 1-9{Qk9k+7‘7§
90
tr(®X) < 7P, (68d)
tr(Qu) < TPy, min [k, V, (68¢)
r€ .
XtO,QkEO,Vk,TZO. (681)

Remark 4.1: Tt is worth noting that as the numerator and the
denominator of the objective function in (P2'.1) are coupled
by common uncertainty kg, Charnes-Cooper transformation, in
general, cannot be applied to realize equivalent decoupling. As
aresult, (P2 .1-RW-SDR) yields a more conservative approxi-
mation for H(7,) than (P2".1-RW-SDR-Eqv). However, con-
sidering that (P2'.1-RW-SDR) needs to be solved only once
for given ¥, in contrast with (P2".1-RW-SDR-Eqv) requring
isection over 4, we exploit it in the sequel. The effectiveness of
this approximation will be evaluated in Section V-B.

To proceed, we rewrite (P2".1-RW-SDR)) as

(P2".1-RW-SDR) : _ max 3
XA{Q.1.s.r
s.t. min Ptr(F1X) >4, (69a)
hoclg
(682)-(68¢). (69b)

First, by rewriting F' = _erfl ,where f; = ]"1 + Afl, in line
with Lemma 4.1, the implication ||Af,||? < [|hol|%€l = (69a)
holds if and only if there exists s'(°) > 0 such that the following
LMI constraint is satisfied:

pXJ
AT -
P.f, Xfl A B

P.X +sOr1
P X
Next, as tr(Y1X) = yTX'yl (cf. Equation (56)), where

Yy, = VGC(iZOT ® I, after some manipulation, (68b) holds if and
only if there exists s”(®) > 0 such that

] > 0. (70)

//(0) 2 1 2ylat
[ Lo —aX yl} = 0, (71)
_aryIX c
. T ! ~ K =T =1 2
where ¢ = *Ury1Xy1 — Zkzl h,Qihy — 70, + 1 —

s"(O) N, ¢/ Then (68b) can be rewritten as
(71) for hy, € Hy, Vk, (72)

which is handled by the following proposition.
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Proposition 4.3: The semi-indefinite constraints in (72) can
be replaced by the following LMI constraint:

H(K) F(K) G(K) 0 0 O
F(K)H SK) B(K)H _JME) o 1 OI >0,
“(K)H o (K) 3 (K) —
Pe. B A 00 =

where B'%) and F'% are recursively given by

2k=1) | 57D A(k-1)H —(k
g_ |t T € ] ® [BEZ;)}
ot =) 7
—2... K
BY = 01— o2x' FY = —o2x'g},
(74)
where @ = ¢{®, B® = Qkhk,;l(k = —Q,, &0 =
T
—o%yT X'y} — Sk_ h; Qb3 ,Mh Qb — o2 41—
5" Nyelhy — S5 1 "Wk =1,...,K,and {s"® > 0} denote
the auxiliary Variables.
Proof: See Appendix F. [ |

Proposition 4.4: The constraint in (68c) is guaranteed if and
only if there exists s >0,k =1,..., K, such that the fol-
lowing LMI holds:

K R @) 00 o0
FUEOH - px) pUH | (K g 1 o | >0,
GUOH  BIK) i) oo A

(75)

where H*) and F*) are recursively given by

O Ak~ 1)+ <:k 11>I G-1H B p'kD
PelLE)) gED |’ | pl-1)
k=2,... K;
HY = PX”+% 2x' 4500,
F(l)_( PX”—I—’YU'QX)gy
(76)
in which G*) = ng), B'® = %Qk.@;t, R = %Qk,

B = gT(-PX" + 7.02X")§" + 7. ZJ 193Q

%ZiK:k_H y?Qig;r + Fera? — s(ONeo — Zl 1 st k’
=1,...,K,and {s%® > 0} denote the auxiliary Varlables
Proof: 1t is observed that (68c) differs from (44a) in the

only respect that o2 is replaced by 7¢2. Hence the proof for
Proposition 4.2 can be directly applied herein by substituting
To? for o2 |

Last, by replacing “nPs” in (44c) with “7nP;” in (68e), (68¢)
can be replaced by a similar LMI as (67), denoted by (68¢'), in
which the pertinent auxiliary variables are denoted by {px >
0}.

Consequently, the equivalent reformulation for problem
(P2'.1-RW-SDR) can be summarized as

(P2'.1-RW-SDR) : max 8

X A{@Q 1o,

$(0) 51(0)_g11(0)

{s} {7k} {pn}

s.t. (70),(73), (75), (68¢), (68d), (68f),
s >0, >0 "0 >, (77a)
s >0,5"") >0, u > 0, Vk. (77b)
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C. Proposed Rank-One Solutions to (P2'.1)

(P2".1-RW-SDR) is convex and can be solved efficiently by
convex optimization tools such as CVX. Next, we derive the
Lagrangian of (P2'.1-RW-SDR)). Note that in the following ex-
pression, we only consider the uncertainties regarding I~10, h's,
h's, g, and g;,'s when K = 1 for the purpose of simplicity and
the results can be easily extended to the case of K > 1. Denote
the dual variables associated with (68d), (70), (73) and (75) by
8o, W,V and Y, respectively. Then the partial Lagrangian of
(P2'.1-RW-SDR) w.rt. X is

L(Q)

= tr(AX), (78)

where € is the set of all primal and dual variables, and

A PW11+2P§R{fIW }+Pw22F1

,022(

{&,9)

D4RV }+V22)

PobE @ Y11 (ho @ I) + 2027, Z RV

2P, R{(h) ® )Y 21 (ho ® I)}

— Payza(hy @ Dg'g" (ho @ I) + 027, Zyz 2 (79)

. sf AT
In (79), F, = fifl;Wi‘_j,i,j =12,V,;4,j=1,....3
and Y; ;, ¢ : 3 = 1,...,3 are the block submatrices of
W e C(N +1)x (N2 +1) V c CN3+N1+1)><(’V3+Vt+1) and
Yy € ¢ TN (NEH 2N 1) with the same size as block
submatrices in (702 (73) and (75), reslroectlvely Moreover,

in (79), Vis = y1V1 2 Vaas = vaoill, Yo1 = gTy?Q

and Y2 2 = Yo, zg g . Furthermore, Vg 1), ng;) nd Vg 3

are the ith block dlagonal submatrices of V;, € CNixN;
Vi, € CNIXN? and Vs 2 € CNIxNE respectlvely,
7511) and Yg 2) are the 7th block dlagonal submatrices of
Y, € cN? XN} ,and Y, 2 € CNI XN} , respectively.
Proposition 4. 5
1) The optimal X* to (P2'.1-RW-SDR) is expressed as

N2 -7,
X' = Z anﬁnﬁerl_)EgH’

n=1

(80)

where @, > 0,¥n,b > 0,and £ € CV: *! is a unit-norm
vector orthogonal to E (cf. Equation (28)).

2) According to (80), if rank(X ™) > 1, i.e., there exists at
least one @,, > 0, we reconstruct a solution to problem
(P2'.1-RW-SDR) using

X" =wgE", (81)
5 = 5*, (82)
o= (83)
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TABLE II
ALGORITHM II FOR (P2)

/
e_search

Initialize 7, =0:0¢ 7 paxandi=0

¢ Repeat
1) Seti=1+1;
2) Given Ve = Wé_seurch (7)’

solve (P2/.1-RW-SDR) and obtain H(5.").
=/
o Until i = L', where L' = | Jemax | 4 (1)is the length of 7, ...
o Set ¥ =7 oren argmax % for (P2.2)
- i +4¢
e Given 7}, solve (P2’.1-RW-SDR) to obtain (X*,{Q}}, 0%, 7*)
if rank(X*) = 1, apply EVD on X * such that X* = w*w*#;
else
— construct (X*.,é*,'f*), according to (81)-(83) and set w* =
G
— given X , 0* and 7%,
Ak N
obtain {Q) } by solving (P2’.1-RW-SDR-sub).
end
o Recover W* = vec™ ! (w*)

while {QZ} are obtained by solving the following feasi-
bility problem provided that X , 6*, and 7* are given by
(81), (82) and (83), respectively:

(P2".1-RW-SDR-sub) : max 0

(@ )57
{5709} L}

s.t. (73) given X, #*, (68¢’) given #*,
Qk t 07/1'19 2 07Vk’
"0 >0, ") > 0, V.

Proof: See Appendix G. [ |
The scheme that solves (P2') is summarized in Table II.

V. NUMERICAL RESULTS

Here we provide numerical examples to validate our results.
We assume a typical scenario where the K helpers are evenly
distributed around Alice with a radius of py = 2 m and 8y, =
2“(;};1) (radian by default), where 8y, is the angle of direc-
tion (w.r.t. the Alice-relay link by default) of the &th helper,
k = 1,...,K. Alice, Bob and Eve are, w.l.o.g., assumed to
have the same distance away from the AF relay with their angle
of direction 7, 7 /6 and 117 /6, respectively. We also assume
channel models with both large-scale fading, i.e., path loss and
shadowing, and small-scale fading, i.e., multi-path fading. The
simplified large-scale fading model is given by [39]

D =zA, (;) , for d > dy, (84)

0

where z is a log-normal random variable capturing the effect
of shadowing with the standard derivation ¢ = 4 dB, Ay =
1073, d is the distance, dy is a reference distance set to be 1
m, and @ = 2 is the path loss exponent. Specifically, the chan-
nels including hy's, ho, by and g,, are assumed to suffer from
Rician fading while the channels from the HJ helpers to Bob
(hx's) and Eve (g,,'s) follow Rayleigh distribution due to the
missing of line-of-sight (LOS) components with their respec-
tive average gain specified by (84). Take hy, Yk, as an example,

_ Kr 1. 1
by, = KR+1hk RERVA o)

nent with ||Ax||3 = D (cf. Equation (84)), hy is the Rayleigh

hy,, where hy, is the LOS compo-
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Source transmit power(Ps) (Watt)

Fig. 2. Secrecy rate versus Alice's transmit power with perfect CSI.

fading component denoted by hy ~ CA(0, DI), and Kg is
the Rician factor set to be 3. Note that for the involved LOS
component, we use the far-field uniform linear antenna array to
model the channels [40]. In addition, unless otherwise specified,
the number of HJ helpers, K is set to be 5; the AF relay is as-
sumed to be 5 m away from Alice; the EH efficiency, n = 0.5
and 02 = o} = 02 = —50 dBm. The results presented in
Section V-A are obtained by averaging over 500 times of inde-
pendent trials.

A. The Perfect CSI Case

We compare the proposed optimal solutions with three
suboptimal schemes in the case of perfect CSI. One sub-
optimal scheme, denoted by “Suboptimal 17, is introduced
in Section III-C1 by exploiting the optimal structure of W.
The other described in Section III-C2 is known as optimal
null-space ZF, denoted by “Suboptimal 2”. Specifically, each
jamming beam ny, is restricted to lie in the orthogonal space

of iz; such that n;'s cause no interference to the IR while
maximizing its effect of jamming at the eavesdropper. As a
benchmark, we also present the well-known isotropic jamming
that is particularly useful when there is no Eve's CSI known at
each HJ helper, Hy, Yk [41], denoted by “Suboptimal 3”. Note
that the difference between “Suboptimal 2 and “Suboptimal 3”
only lies in the design of jamming noise, for which the former
also aligns the jamming noise to an equivalent Eve's channel to
confront Eve with most interference, while the latter transmits
isotropic jamming with 7y ~ CN(0,nPs|ky|?/(N; — 1)),
k = 1,..., K, in directions orthogonal to hy's, due to lack
of knowledge of Eve's channel and thus is expected to be less
efficient than “Suboptimal 2” with perfect CSI.

First, we study the secrecy rate at the receiver versus the
transmit power of the transmitter, P; with P, = 10 dBm.
Fig. 2 demonstrates that for both cases of N; = 3 and N; = 5,
the average secrecy rate increases and tends to be saturated as Ps
goes to 30 dBm. It also illustrates that “suboptimal 1" and “sub-
optimal 2” closely approach the optimal solutions while “Sub-
optimal 3” is outperformed more succinctly with larger number
of antennas at the AF relay and the HJ helpers. Moreover, with
N; increasing, the average secrecy rate gets larger as a result of
the higher array gain of the AF relay and more available power
transferred to the HJ helpers.
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Fig. 3. Secrecy rate versus the relay's transmit power with perfect CSI.

In addition, we show in Fig. 3 the secrecy rate achieved by
different schemes versus the transmit power of the AF relay, P,
with P, = 30 dBm. It is seen that the average secrecy rate first
grows faster and then slower, since when P, increases, not only
the desired signal but also the noise yielded from the first trans-
mission phase is amplified to a larger extent. In addition, the
performance gap between the optimal scheme and suboptimal
schemes is almost negligible. Similar to Fig. 2, “Suboptimal 3”
appears to have certain performance loss from the optimality
but is considered as a promising scheme when no Eve's CSI is
available at the HJ helpers.

B. The Imperfect CSI Case

Now, we consider the imperfect CSI case and compare
the proposed scheme Robust SDR with HJ, which is ob-
tained by solving (P2'.1-RW-SDR-sub), against some
benchmarks. Note that there are two upper-bound bench-
mark schemes, namely, Robust SDR with HJ and Robust-eqv
with HJ, as well as two lower-bound benchmarks, which are
Robust w/o HJ and Non-robust with HJ. For Robust SDR
with HJ (Robust-eqv with HJ), given any %., H(%,.) is ap-
proximated by solving the rank constraint relaxed problem
(P2".1-RW-SDR)((P2".1-RW-SDR-Eqv)). On the other
hand, for Robust w/o HJ, we solve (P2'.1-RW-SDR)) by setting
Q,. = 0, Yk while for Non-robust with HJ, (11) is evaluated
by applying the optimal solutions to (P1’.1) assuming perfect
CSI, to the actual channels including errors that are generated
from the sets defined in (41).

To assess the worst-case secrecy performance, we use the

metric, namely, secrecy outage probability, defined as [42]:

p =P, (r <rg), (85)
where r} obtained by solving (P2') is termed as the 100p%-
secrecy outage rate.

The parameters are set identical to those in the perfect CSI
case. Regarding the uncertainty model in (41), we introduce the
uncertainty ratios associated with eq, €, €, €}, and €}, as o, &y,
ay, a;c and ag, respectively. For instance, ag is

o= g 2 (86)

l190l1%)”

while «f, ag's, af,'s and «)'s are similarly defined and thus
omitted here for brevity. Besides, it is reasonable to assume that
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Fig. 5. Secrecy outage probability for K = 3 and K = 5 HJ helpers, respec-
tively.

the channel estimates w.r.t Eve suffer from more errors than
those for Alice and Bob. Hence, we set aff = o} = off* = 1%
while a2 = o =

a; = 10%, k = 1,..., K, unless otherwise
specified.

Fig. 4 demonstrates the cumulative density function
(CDF) of the achievable secrecy rate from 1000 samples of
random channel errors uniformly distributed over the sets
defined by (41) given fixed actual channel realization. We
set P, = 20 dBm, P, = 30 dBm, N; = 3, K = 5 and
af = o = o = 2%, k = 1,...,K. Despite being
suboptimal to the upper-bound schemes of “Robust SDR with
HJ” and “Robust-eqv with HJ”, the proposed “Robust with HJ”
scheme outperforms its non-robust counterpart ‘“Non-robust
with HJ” particularly in the low range of probability, and
overwhelmingly surpasses the “Robust w/o HJ”. For example,
“Robust with HJ” can achieve a secrecy rate of around 3.5
bps/Hz in the 3% worst case versus that of 3.3 bps/Hz and 1.0
bps/Hz for the “Non-robust with HJ”” and “Robust w/o HJ”,
respectively. The solutions for “Robust SDR with HJ” is also
seen to admit very little gap from those for “Robust-eqv with
HJ”, which suggests that approximating H (%) by solving the
complexity reduced “Robust SDR with HJ” leads almost no
performance loss.

Fig. 5 illustrates the CDF of the achievable secrecy rate from
1000 samples of random channel errors generated in the same
way as Fig. 4, with P, = 20 dBm, P, = 30 dBm and N, =
3. It is observed that proposed solutions to “Robust with HJ”
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Fig. 6. Secrecy outage rate versus the normalized channel errors.

nearly achieve their upper-bound rank constraint relaxed solu-
tions, i.e., SDR, to “Robust upper SDR with HJ” throughout
the whole range of outage probability. Moreover, the “Robust
w/o HJ” yields the worst performance. In particular, when the
outage probability falls to 3%, the “Robust w/o HJ”” achieves a
worst-case secrecy rate of less than 1 bps/Hz while the proposed
scheme can still guarantee an outage rate of rough 1.64 bps/Hz
and 2.07 bps/Hz for K = 5 and K = 6, respectively. Also, it
is observed that increasing the number of HJ helpers will im-
prove the secrecy performance, but we do not draw conclusions
on the extent to which the secrecy rate can increase, since it also
depends on the level of channel estimation inaccuracy. For ex-
ample, more HJ helpers may also yield larger interference to the
legitimate receiver if the channels from HJ helpers to Bob are
not as well estimated as this instance of af? = 1%, Vk. Hence
we suggest that in practice, a mild number of HJ helpers are
sufficient in view of the trade-off between complexity and per-
formance.

Fig. 6 shows two different levels (p = 0.20 and p = 0.30)
of secrecy outage rate versus the channel uncertainty ratios (as-
suming oy = ag, k = 1,..., K), in which P, = 30 dBm,
P, = 30 dBm, N; = 3 and K = 5. It is observed that the
secrecy outage rate by the proposed schemes decreases slowly
with the eavesdropper's CSI error ratios, which validates the
motivation of the worst-case robust optimization. It is worth
noting that the advantage of the HJ protocol is more signifi-
cant when the normalized channel uncertainty of Eve's chan-
nels surpasses 10%, since the HJ scheme provides more degree
of freedom for robust design and thus capable of guaranteeing
larger worst-case secrecy rate against worse channel conditions
compared to that without HJ. The reasonably suboptimal perfor-
mance of the proposed “Robust with HJ” is also seen as from
Figs. 4 and 5.

Fig. 7 studies the 100 p%-secrecy outage rate for p = (.05
and p = 0.20, respectively, versus the transmit power of the AF
relay. Specifically, we set Py = 30 dBm, Ny = 3, and K = 5.
As observed similarly from Fig. 6, the robust schemes with
the assistance of HJ helpers perform considerably better than
solutions without HJ helpers. Furthermore, when the transmit
power is set relatively large, ie., Ps = 30 dBm, it is seen
that continuously increasing P, does not contribute much to
the secrecy performance, because in this situation the increased
amplified noise at the AF relay compromises the performance,
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which provides useful insight for practical setting of F,.. In addi-
tion, the proposed “Robust with HJ” is observed striking a good
trade-off between optimality and complexity compared with the
two upper-bound solutions.

VI. CONCLUSION

This paper considered improving the secret wireless com-
munications in a multi-antenna AF relay wiretap channel via
a novel harvest-and-jam (HJ) relaying protocol. The AN co-
variance matrices at HJ helpers and the AF relay beamforming
matrix have been jointly optimized to maximize the achiev-
able secrecy rate and/or worst-case secrecy rate at the legiti-
mate receiver subject to the transmit power constraints of the
AF relay as well as the HJ helpers, on perfect and imperfect
CSI occasions, respectively, using the technique of semi-defi-
nite relaxation (SDR). The SDR was shown tight for the perfect
CSI case while suboptimal rank-one reconstruction algorithms
for the robust formulation under imperfect CSIs were presented
achieving promising tradeoffs between complexity and perfor-
mance. The effectiveness of the proposed schemes were also
verified by numerical results.

APPENDIX

A. Proof of Proposition 3.1
The KKT conditions of (P1’.1-RW-SDR) are given by

A" X" =0, (87a)

B;Q; =0,Vk, (87b)

Bi (tr(Qy) — T nPs|[hy||*) =0, Vk. (87¢)

According to (26), if for certain k, 3 = 0, then B, =

7A*il,:ilf + a*¥.g5g+ and thus rank(Bj) < rank(iz:izz) +
rank(gtg? ) = 2, which yields rank(Q}) > N; — 2 as a result
of (87b). Otherwise, when 3; > 0, we will have rank(B}) >
rank(—8;1 — A*ﬁ;ﬁ:)—rank(a*ﬁengf) = N, — 117,
Lemma A.1], which implies rank(@Q;) < 1. However,
rank(Q}) cannot be 0, since otherwise tr(Q},) —7*nPs| | he||? <
0 and thus 3} = 0 according to (87c), which contradicts to
Bf > 0. Hence, when 3} > 0, rank(Q},) = 1.

Next, define C* = —\*02Y | —a*P,Fo+a*73,02Y 2 — 5@
and according to (25), we have

A* = P,F, + C*. (88)
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Then define r., Z and 9,,, n = 1,..., N? — r. (cf. Equation
(28)). Similar to the approach used in [7, Appendix B], we dis-
cuss the structure of the optimal X under two cases.

1) Case I: r. = N}?. As C* is full-rank, rank(A*) > r, —
1 = N? — 1 and hence N? — 1 < rank(A*) < N2.If
rank(A*) = N2 — 1, rank(null(4*)) = 1 and it fol-
lows that X* = bég” by assuming £ as the only basis
of null(A"). Otherwise, according to (87a), we obtain
X* = 0, which ceases the secrecy transmission and cannot
be the optimal solution to (P1".1-RW-SDR).

2) Case II: r. < NZ.If C* is not full-rank, rank(A*) >
r. — 1. Then by pre-multiplying nZ and post-multiplying
7,, € E with both sides of (88), we have

ny A*n, = Pl Fin, +n, C*n, = P,nf Fin,,Vn. (89)

According to (24), it is necessary for A* < 0 to obtain an
optimal solution of X * and therefore nfZ A*p,, < 0, which
conforms to Pynt Fym, > 0 if and only if A*n,, = 0 and
Fin,, = 0.Hence, 2 C null(A*),i.e., N? —rank(A*) >
N? — r. = rank(A*) < r.. Next, we show rank(A*) #
r. by contradic;don. If rank(A*) = r., = = null(4"),
and X* = Zf:f;;r“ ann, 2. However, in this case, since
Fyn, = 0, P,tr(F1X™) = 0, which is apparently not
optimal. Hence, we have rank(A*) = r, — 1 and thus
rank(null(A*)) = N2 — r. + 1. This indicates that be-
sides the basis in E, null(A*) spans over an extra dimen-
si0n20f basis, which is denoted by £, and hence X* =
nix " iy + EEY.

Assume that (X*,{@Q%},7*) is the optimal solution to
(P1".1-RW-SDR) with rank(X™) > 1. Then construct a new
solution {X ° Q:, 7*} according to (29)—(31). Now, we check
if the reconstructed solution is feasible if (32) holds. First,

(VX)) + th Qrhl + 702
Ko ;
<oltr Y arnnnnf +> R Qihy,
n= 1 k=1
2 N —7Te
+ |+ _2 Z a tf(Ylﬂn’?n) O-g
b n=1
* 2 (a)
=o2tr(V1 X -‘rthQkhh-i-TO'b < 1. (90)
k=1
Moreover,
forc
PStI'(FQX*) - Pstr FQ(X* - Z Umﬂnnf)
n=1
®) X .
< % | ot (YoX") + > g5 Qigl + 70!
k=1
N2frc
+ 3 > annn
n=1

C2))

+
ZAT - 02tr (
K
k=1

:’76 ( 2tr Yz

TA** 2
ka : e)'
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In addition, (23c)—(23e) are easily shown to satisfy. In the
above, (a) and (b) hold due to the feasibility in (23a) and (23b),
respectively. Further, Pstr(FlX *) = Pstr(F;X™) shows that
the reconstructed solution achieves the same optimum value
as that of (P1’.1-RW-SDR). Hence, an optimal solution to
(P1'.1-RW-SDR) with rank-one X is ensured.

B. Proof of Lemma 3.3

First, we construct W as

w-wl whil|p §] v

—uiBUY ~vulcwHH + whipul

+UH BT (92)

where B € €22, ¢ ¢ C*WMe=2) D e CWM =22 9nd E €
CWVe=2)x(Ne=2) gre yndetermined matrices. Then according to
(33) and (34), it follows that [fag Whol? = [ Ul BUL by 2
and g WW5h, IBRUTHE|? + ||ICPUTH)|?. Sim-
ilarly, we also have [giWhol? = |gF Uir BUYhy? an

aWWHgl = |gf UTBH2 + |ggULC|?. Thus, v, (cf. Equa-
tlon (9)) and +, (cf. Equation (10)) do not depend on D and E.

Next, by substituting (92) for W in (5), we have
P, > P,(|BUT o + | DU holP)+o2x(B" B + C7C +
D7D + EFE). Since (P1') is a secrecy rate maximization
problem subject to the given FP,, it turns out that given the
optimum secrecy rate, P, is the minimized required power by
taking D = 0 and £ = 0, while B and C cannot be determined
directly. Thus, W = U BUY + Ulcw)?

C. Proof of Proposition 3.2

Denoting the dual variable associated with (39a), (39b)
and (39¢c) by A, « and 8y, respectively, the Lagrangian of
(P1'.1-sub2-SDR) is expressed as

/\02?1 —aP,Fy + a’_yeUQl_/z — 303) )

+ (=0} + aFe(g + 02) + BoP)T 4+ N, (93)

where x = {X, 7, \, a, Bo } denotes the set consisting of all the
primal and dual variables. Since problem (P1’.1-sub2-SDR)
satisfies the Slater condition, its optimum value admits zero du-
ality gap with its dual counterpart. Furthermore, according to
(93), in order for the dual function to be bounded from above,
the following constraints must hold:

Z = P,F1—\o2Y | —aP,Fy+a7,02Y 3 —F® <0, (94)
—Aj + aFe(q+ 02) + Bo P, <0.(95)

The dual problem is therefore given by

(D-P1'.1-sub2-SDR) : )\mi,rgl A
t. (94), (95), (96a)
(>‘7 a, fBO)T > 0. (96b)

It is observed that Z is of the same form as the Hessian
matrix with respect to X without rank relaxation. According
to [43, Theorem 2.1], Z < 0 implies that the SDR problem
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(P1'.1-sub2-SDR) is tight in this case, i.., Jw* such that
X* = ww*?. Moreover, since KKT condition necessitates
Z*X* = 0, it follows that w™* is the eigenvector corresponds to
the zero-eigenvalue of Z™. Hence we have w* = prpax(Z27),
is due to the power

where p \/ t1(<1>)umx(Z A

max

constraint of (23c), which completes the proof.

D. Proof of Proposition 4.1
First, given hy k= 2,..., K, fixed, only consider the uncer-

(AhT) h]L N

tainty of hy. Since || Ahy ||3 < €/, we have 1 —
0. By applying Lemma 4.2 to (58) with H;V) = P X" -

SalX' + w1, %Y = (P, X” - 502X’);" G = o,
AT Jf 2
cgl) =h (P,X"-§02X")h *5’7’1 Qh, - 521 2h Q;h

21
505 — wON,e Bl( ) — 75Q1h1, and A1 D= = —0Q),, there
exists w() > O such that the following LMI holds:

b; SR SR e N 00 0
Fl(l)H cgl) Bl(l)H —w® o 1 —OI > 0.
¢, VE pm 4O 0 0 o

o7

Note that for @, > 0, there always exists w > 0 such that
1
w )I + A;™ > 0 and we assume that such constraint is ap-

plled According to the property of Schur-Complements [35, A.
5.5], for (97), we have

Hl(l) Fl(l)
F]_(l)H Cg_l) — w(l):|
G (1) w® -
90T (0 1) a0 07
v a,® o,
(98)
which can be reexpressed as
A1(1) + ijI G1(1)H B1(1)
c,® HM  pm | Z0 (99
{ B,WH F, (DA cgl) _ w(l)J

Next, assume that the robust design for (58) has been consid-
ered against the precedent & — 1 uncertainties, i.e.,

H,*D g k-D) g (koD 0 0 0
p (-DH Cgkfl) B, k-0H k-0 1 OI
G F By 00 7,
>0,k > 2. (100)

Applying a similar procedure as that for (97), (100) can be
recast as

w(’jrl)I A (k—1) Gl(kfl)H Bl(k—l)
€ 1
G, (k—1) Hl(kfl) Fl(kfl) > 0.
B, (k 1)H Fl(kfl)H cgk—l) 1)
(101)

Then given hl, 1=k +1,. , K fixed, accommodate the kth
uncertainty, i.e., Ay, € ’Hk, for (101) By applying Lemma 4.2
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to the uncertainty of hg, the implication || Ak |3 < €/ = (101)
holds if and only if there exists w*) > 0 such that

e pe g® 00 0
Pl C?“) BT | _y® 0 1 o |»o,
G, MH B 4 ® 00
(102)
where
(k-1) w*-1J (k-1)H
Hl(,‘!): A1 + e Gl
G, D 7, |7
o [BL*D ;
e [Fioc_n , 6% =0, (103)
2T ; 3T 2T QT
& = h (PX" — 502X)h 6% h;Qh; — 6

Zfik+1 E?QJJ—(SU? - w(O)Ntéi) - k711 w(l): Bl(k) =
féQkI:z,r and 4,%® = —5Q,, k > 2. Thus, using the
method of mathematical induction, (58) holds for hy € Hi, k
=1,..., K, if and only if there exists {w(k) > 0}, such that
(59) is satisﬁed, which completes the proof.

E. Proof of Proposition 4.2

Taking the similar procedure as that for dealing with (57), the
implication ||Ag||? < Nyeq = (62) holds if and only if there
exists (%) > 0 such that the following LMI holds:

[ﬁé fﬂ -0, (104)
g

where H, = ~-P.X" + 702X + 29I
Fy = (-PX" + 7.02X)3 and ey = §7(-P.X" +
5.02X)g 7. TK | gTQu9l+72 — v Ny Equation

(44a) has been equivalently reformulated into (104). Then,
given g,., k = 2,..., K, fixed, applying similar procedure to
that in Appendix D, it follows that there exists +(!) > 0 such
that the following LMI holds:

Hgl) F2(1) Gg(l) 0 0 0
F2(1)H cgl) BQ(I)H —M o 1 PI > 0.
G2(1>H B,V  4,® 00 =

(105)

Since “— + A, 0 always holds, (105) is equivalent to
the followmg LMI:

{A2<1>+% G,V B,
G, m®  p,o >0 (106)
| pion pon Cg)_Uu)J

Next, devising the method of mathematical induction again as
that for (99), (104) holds for g,, € G, Vk, if and only if there
exists {v(k) > 0}, such that (63) is satisfied, which completes
the proof.

F. Proof of Proposition 4.3

We only sketch the proof herein since it is quite similar to that
of Proposition 4.1. First, apply Lemma 4.2 to (71) given h's, k
= 2,..., K, fixed and obtain an initial LMI. Next, manipulate



6630 IEEE TRANSACTIONS ON SIGNAL PROCESSING, VOL. 63, NO. 24, DECEMBER 15, 2015

the resulting LMI according to the property of Schur-Comple-
ments to facilitate using Lemma 4.2. Then, repeat this procedure
until all the semi-indefinite constraints w.r.t. h's have been in-
corporated into an equivalent LMI.

G. Proof of Proposition 4.5

According to the KKT conditions of (P2'.1-RW-SDR), we
have A“X* = 0, where A" is given by (79). Define C* =
A" — w§72PSFA‘1 with rank(C”) denoted by 7.. Then take the
similar procedure as Case Izand Case II in Appendix A, it can
be obtained that X* = S0 ™ a7, 77 + G€E" .

Next, we prove the second half of Proposition 4.5. According
to (81),

Par(F1X") = Pitr(F1X*) > min Ptr(F1X) > 6%,

hocH,

(107)
and thus (69a) holds true, which implies that the same op-
timal value as (P2.1-RW-SDR), i.e., §*, is achievable.
However, since the constraint in (68c) is ignored, the global
optimal % for (P2.2) via solving (P2.1-RW-SDR) is
probably violated in (P2'.1-RW-SDR-sub). For example,

Pstr(FzX ) 0 £ — % .
P 5 ST ST RE R F(32), which re

sults in the actual objective value for (P2'.2), %ﬁ{ze) smaller
1+H(5) : ’
than == G5y and thus suboptimal for (P2').
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